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06 3TOM pyKOBOACTBE

910 KpaTkoe HedopManbHOe PyKOBOACTBO ObINO CO34aHO CreuvanbHO A/ OTBETOB Ha 4acTo
BO3HMKaloLLME BOMPOChI NOsb30BaTenel, KoTopble b0 Masio 3HaKOMbl CO CPeACcTBaMu CETEBOIO
aHanu3sa, Mbo aBnATCA NpodeccMoHanamm, HO elle He Nob30BaIMCb aHaNM3aToOpPOM MakeToB,
0 KOTOpOM noiaeT pedb: CommView oT koMmnaHun TamoSoft. Ecnu Bam TpebyeTcs ctopMaribHas,
[EeTann30BaHHas AOKYMEHTauUuMs, TO OHa BKJIOYEHA B MPOAYKT: NpocTo HaxxmuTe F1. Lenbio xe
3TOM CTaTbW He SIBNSIETCS ONMCaHMe BCeX (PYHKUMOHANbHbLIX 0CO6EHHOCTEN NporpaMMbl. CKopee,
3TO NULWb KpaTKuiA 0630p, KOTOPLIN MOMOXET BaM Mo3HAKOMUTbCs ¢ CommView.

HecmoTpss Ha 7o, uyto CommView SIBNSieTCs, MOXanyil, caMbiM yAOBHbLIM AnS MoNb3oBaTens
aHanM3aTopoOM MaKETOB U3 CyLLECTBYIOLMX HA PbIHKE, NMPOLECC 03HAKOM/IEHMSI BCE PaBHO 3aMeT
HekoTopoe BpeMs. K cyacTbio, 3TOT NPOLIECC I0BOSIbHO KPATOK, TaK UYTO HauyHeM!

Y10 )«te Takoe aHasM3aTop NakeTos?

AHanusatop nakeToB — 3TO nporpaMma (MHOrAa — YCTPOWCTBO), KOTOpasi OCYLLECTBNSET
MOHWUTOPVHI AaHHbIX, MPOXOAALMX MEXAY KOMMbloTepaMu B CETU. AHANM3aTop NaKeToB MHOrAa
€lle Ha3blBalOT CETEBbIM AHA/IMIATOPOM, [AEKOLEDOM IAKETOB, CETEBLIM MOHUTOPOM, AEKOLEDOM
MIPOTOKO/108, WK, elle valle, cHugepom (cHuggepom) nakeros. Cnoso "cHudep" NpomsoLwwsno
oT aHrnuiickoro "sniffer", T.e. "Hioxau".

Koraa Bbl moakntovaeTe kabenb k CETEBOMY afanTepy Ballero KOMMboTepa MM NoAKIoYaeTech
K BaweMy nposangepy vepe3 ADSL nnu dial-up, Bbl BxoguTe B CETb, KOTOpas No3BOJISeT BalleMy
KoMnbtoTepy "oblaTbcs" co MHOMMMK apyruMu, 6yab To Be6-cepBep Ballei ntobyuMoi NOMCKOBOM
CMUCTEeMbI, KOMMbIOTEP Ballero Apyra, Ha KOTOpPOM 3anyweHa nporpamma ICQ, uav noO4YTOBbIN
cepBep, XpaHawWMiA Bawy nouTy. Tak e, Kak M NoasaM, KOMMbOTepy Hago "obwaTbca" ans
nosnyyeHns uHdopMaumm. ITO Kak pa3 TO, YEM Ball KOMMbIOTEP 3aHAT MPAKTUYECKM KaXKayto
CeKyHAy, rnoka Bbl B ceTu. MocneaHuin pa3 3TO CY4YMNOCb HECKONbKO CeKyHA Hasad, Korga Bl
CKayanm 3TOT AOKYMEHT C Hawero Beb-cepepa.

OnATb-TakW, TaK Xe, Kak oM ans obMmeHa MHdOpPMaUMen MCMosb3yloT pasHble S3blKKM U
AVaneKkTbl, KOMMbIOTEPbl WCMOMb3YIOT MPOTOKO/bI — B3aWMHO COMNlacoBaHHble CTaHAapTbl,
KOTOpble MO3BOMSIOT KOMMbIOTEPAaM "noHumaTh" aApyr Apyra. Mpobnema coctouT B TOM, 4TO
BHELUHe 06MEH MeXAy KOMMbloTepaMu OBbIYHO BLIMISAMT, KaK XaoTUYHasi NMocnefoBaTeIbHOCTb
ABOWMYHBIX aHHbIX. IMEHHO NO3TOMY BaM M Hy>KEH aHa/M3aTop NMaKeTOB: OH AEKOAMPYET Tpaduk
B CETH, NPUAAET EMY CMbIC/T U BbIMOHAET MHOXECTBO APYIrUX MHTEPECHBIX (YHKLNNA.

Tenepb camoe BpeMsi B3rnsiHyTb Ha CommView. CkayaiTe nporpamMMy, €civ Bbl 3TOFO €elle He
coenanuv, yctaHoBuTe ee Ha BaweM KoMmnbtoTepe noga Windows 2000/XP/2003/Vista/2008 (32-
unn 64-6uT), N HaYHeM.

CommView: Haxan n noexanu!

Wtak, Bbl 3anyctunn CommView u Buaute nepen coboii rnaBHOE OKHO. Bce, UTO BaM HyXXHO ans
Hayana nepexeaTta NaKeToB - 3TO Bbi6paTb 13 BbiNAAAOWErO CNMUCKa aaanTep A/ MOHUTOPUHTa.
Y Bac MOXeT OblTb OAMH WM HECKONbKO aganTepoB. Ecnv Bbl HaxoauTecb B KOPMOpaTUBHOW
ceTu, y Bac 06bIYHO BYAET NULWb OAMH ajanTep, a eCiv Bbl AOMa, TO OAMH U3 aaanTepoB MOXET


http://www.tamos.ru/products/commview/
http://www.tamos.ru/
http://www.tamos.ru/download/

UCMONb30BaTbC ANS MOAKIOYEHUS K KabenbHOMY MoAeMy, ApYrov Ans MOAK/IHOYEHUS KO
BTOPOMY KOMIMbOTEPY, a aganTep Dial-up (3To BUpTyanbHbIii aaanTep) CAYXUT Ans NOAK/IOYEHNS
K WHTepHEeTy nocpeacTBOM TenedoHHOM NMHWM C Mcnonb3oBaHMeM ADSL unu aHanoroBoro
Moaema.

| D-Link Xtreme N - Packet Scheduler Miniport -
Bluetooth Device (Personal Area Network)

ADMbek ADMB511 USE To Fast Ethernet Converter - F'ack
| D-Link Xireme N - Packet Scheduler Miniport

Dial-Up Adapter %

Cpenanu Bbl6op? Xopollo, Tenepb HaxMuTe HauaTb 3axBaT. 3Ty KHOMKY HECMOXHO HaWTU Ha
naHenn UHCTPYMEHTOB NPOrpamMbl:

‘@, | ADMEek ADMBES11 USE To Fast Ethernet Converter - Pz = '

Huyero crtpalwwHoro, ecnu Bbl cnyqaﬁHo Bbl6paJ'IVI He TOT agantep. Bbl 6bICTp0 I'IOVIMETG, 4yTO
caenanum HeBeprIVI Bbl60p, NOTOMY 4TO MocCne HaXaTtuna KHOMKKU HauaTb 3axBaT Bbl He yBunaute
HUKaKNX NMaKeTOoB.

Ectb cBA3b!

[aBaitTe oTkpoeM 6pay3ep u nocetmm Beb-cant Wikipedia, www.wikipedia.org. 3aTem BepHeMcs
K rnaBHoMy okHy CommView 1 NocMOTpUM, YTO 3anucana nporpamma:

| 1
Pain Mook Bug FHCTRYMEHTEl HacTpokka [Mpaewrna Cnpaeks
4 | ADMtek ADMES11 USB To Fast Etherriet Canverter - Pz v
H = 5 A = B
‘UJ| L)"-Jgr' . '->|¢<; % o e 5
@ Texywme IP-coeguHeHia | I MakeTel | [=] voIr I 1] Log-thatine: | {» Npaemna | (2 MpeaynpesaeHia |
TNokaneHeld 1P | ¥ AENEHHEIA [P | B... | M. | Hampa... | Ce.. | MopTel I MMA xocTa | Mpouece - I
Bl 210.54.125.213 E=209.68.1.161 8 8 out 0 domain wredharpaincom svchost.exe
Bl 210.54.125.213 BE208.80.1522 71 52 out 3 http rr.pmtpacwikimedia.org iexplore exe
B 210.54.125.213 BE=574.125.77.104 4 5] Out 1 http iexplore. exe
B9 210.54.125.213 E=208.80.1523 43 37 Out 2 http upload.prtpa.wikimedia.org  iexplore.exe

Tenepb Bbl MOXETE HaXaTb KHOMKY 3aKoOHUMTb 3axBaT W OCMbICNIUTb YBUOEHHOE. Bawa
KapTMHKa MOXET HEMHOMO OT/IMYATLCS OT TOW, UTO MOKasaHa, MOTOMYy YTO Ball 6pay3ep MOXeT
0Ka3aTbCs HE €AWHCTBEHHOW MpOrpaMMON, MPUHMMALOLLENA UM Nepedalollel nakeTbl, U elle no
ApYrUM npuuMHaM, KoTopble 6yayT onucaHbl HUXe. Ho CyTb B TOM, YTO Bbl Habnogaete ceTeBble
noaKItyeHna Ballero KOMI'IbIOTepa!

Tenepb AaBaviTe NONpPobyeM MOHATb CMbICA TOro, YTo Mbl yBUAenU. JlIokanbHbiW IP — 310 IP-
afpec Ballero KomnbtoTepa, a YaaneHHoi IP — 310 IP-agpec Toro KoMmnbloTepa, K KOTOpOMy
Bbl nogkniodaertecb. Bxoaswme un WUcxopaawme ABNAIOTCA  CYETYMKaMM  MNAKETOB,
HanpasneHue rnokasbiBaeT Harpas/ieHne coeanHeHuns, B KonoHke MopTbl nokasaHsl TCP- nnu


http://www.wikipedia.org/

UDP-nopThl, yyacTeytowme B obMeHe gaHHbIMM, UMS XOCTa — 3TO UMSA CTaHUMM yaaneHHoro IP-
agpeca (ecnu Takoe uMs eCcTb, 4TO 6blBaeT He Bcerga), lpouecc nokasbiBaeT uMMA
ucnonHsemoro daiina, OTBETCTBEHHONO 3a coeaMHeHWe (B HEKOTOPbIX Ciy4yasix 3TO WUMS
HEeLOCTYMHO).

WTak, 4TO € NpoOMCXOAWUT, KOoraa Mbl MOCEWaeM Be6-caT, M MOYEMY Mbl BMOAMM BCE 3TU
coegnHenunsi? Korga Bbl BBennm www.wikipedia.org B agpecHyio CcTpoky 6paysepa, Bauw
KOMMbIOTEP Ao/HKeH 6bln npeobpaszoBaTtb 3TO MM xocTa B IP-agpec. HecMOTpst Ha TO, 4TO UMeHa
XOCTOB HYXHbI /l0asaM (UX nervye 3anoMHUTb), OHWM COBEpLUEHHO 6eCCMbICNIEHHbI C TOYKM 3peHMs
KOMMbIOTEPA, NOCKOMbKY ANsi CO3AaHNA MOAKIIOUEHMS] KOMMbIOTEPY TpebyeTcs TouHbIn IP-agpec.
Ytobbl HaWiT IP-agpec, cooTBeTcTBYHOWMA www.wikipedia.org, Baw KOMMblOTep cBsi3ancs C
CcepBepoM AOMEHHbIX MMeH (B HaweMm cnyyae 3To whedhor.pair.com, B BaweM cnydae 6yaet
apyron). OTkyaa Mbl 3TO 3HaeM? NockonbKy B kKoMoHKe MOpPTbI A5 AaHHOMO COEANHEHUSI CTOUT
CTpoKka domain, KoTopasl BNsSeTcs umMeHeM nopta ans DNS-3anpocos.

Mocne Toro, Kak Haw KoMnbloTep y3Han IP-agpec canta www.wikipedia.org, oH HeMeaneHHo
yCTaHaBMBaeT COeAUHEHME C 3TUM Beb-CepBEepOM M CKAYMBAET MaBHYIO CTPaHWLY, KOTOPYIO Bbl
BuanTe B cBoeM 6pay3epe. Ctpoka Attp B konoHke MopTbl NoKasbiBaeT, YTO 3TO COeAUHEHUE
NpoOUCXoAnT Mo rMnepTeKkcToBoMy npotokony (HTTP).

Mocne 3Toro CoeaMHEHUst MOTYT UATU APYrUe, HO Mbl NOroBopuM 06 3ToM mno3xe. Celvac e Mbl
BbISICHUMN, YTO B 3aknaake Tekywme IP-coegMHEHMA NoKasaHbl BCE TEKYLUME COEAVNHEHWS.

3ametuMm, uto IP-agpeca conpoBoxaatotcs dnaraMu CcTpaH. 3Ta  dyHKUMS Ha3blBaeTcs
"reonokaumsa”. C ee NOMOLLIO Bbl MOXETE Onpeaenntb reorpaduyeckoe mMectononoxeHue IP-
agpeca. B HaweM cnydae, Kak nokasblBalT ¢narv, Mbl NOAKIYAEMCH K aMePUKAHCKOMY
cepepy Wikipedia ¢ HoBO3enaHACKOro KomnbioTepa. ECAM Bbl HE O4YeHb XOPOLIO 3HAKOMbI C
¢naramn, CommView MOXeT BMECTO HUX MCMOSIb30BaTb Ha3BaHMS CTpaH U ABYXOYyKBEHHbIE KOAbl
CTpaH. [ns 3TOro OTKPOMTE OKHO YCTAHOBKM M HAcTpoWTe Onuuu OTOGpaXKeHUst Tak, Kak BaM
60nbLue HpaBuTCS.

Ynpowaem

MNocMoTpuM npaBAae B rnasa: uucnosble IP-agpeca CNOXHO 3anoOMHMTbL. K cyacTbio, BaM He
npuaeTcs 31o AenaTb. KNMKHUTE NpaBoi KHOMKOW Mblwn Mo ntoboi cTtpoke B Tabnuue Tekywme
IP-coeguHeHua v BbibepuTe Co3paaTb NceBAOHMM => Ucnonb3ysa NokanbHbii IP.
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210.54.125. 15 =
BHICTPHA UnNLTP

Konupoeate 4
CrMCOK NOPTOE. .,
Mepesada AaHHsK. ..

MEpEiTI K NaKETY +

Smartihois »

MENone2yA NokansHsIA 1P

Mcnone=yA yLaneHHsR IR
Mpoyecc 4 e

COXPaHATE TERYLME [P-COSAMHEHIMA KK, ..
OUMETITE TEKYLME [P-CO8 MHEHIMA

AononHUTENEHIA CTATHCTMKE. ..

MosBMTCSA OKHO, B KOTOPOM Bbl CMOXETE Ha3HaunTb Ntobomy IP-agpecy nerko 3anomMvHaemoe
nms:

X
IP-aapec < | NCEEAOHKM
210,54,125,213 Myaddress
IP-aapec:
AobaenTe |
[210.54.125.213
FegarmpoeaTt |
TCEEADHMM:
IMyAddress A OAnTE |
oK | OTMEHS |

BeeauTte nioboi nceBaoHUM (Mbl Bbibpanu MyAddress). 3aKpouTe 3TO OKHO MW...
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Bbl YBMAMTE, YTO AaHHble Tenepb BbIrNSaaT 6onee noHsTHO, ocobeHHO ecnn Bbl HabnopaeTe
CErMeHT JI0KaJIbHOM CETU C AECATKaMM KOMMbIOTEPOB. Mbl BUAMM, UTO NEPBOE COEAMHEHME BbINIO
DNS-3anpocomM, a BTopoe 1 4veTtBepToe — http-ceccmamm ¢ Wikipedia. 310 T0o, 4TO Mbl OXuaanm
yBUAETH? He coBCeM... UTo 3TO 3a noakIoyeHne K 74.125.77.104? MoyeMy Moi KOMMbOTEP €ro
caenan? [JasaiTe nonpobyeM BbISICHUTb 3TO.

He6onbloe paccnegoBaHue

PeanbHOCTb TakoBa, YTO Ball KOMMbOTEP CO3AaeT Gonblue COeaMHEHU, YeM Bbl OXuaaeTe.
34paBbiii CMbIC NOACKa3bIBaeT BaM, YTO 3arpy3ka Beb-CTpaHuubl BreyeT 3a cobol TONMbKO OAHY
http-ceccuio, HO 3TO He Bcerga Tak. Bo-nepsbix, noMHWTe DNS-3anpockl? BoT BaM, Mo KpaiHen
Mepe, elle oaHo coeanHeHune. Ecnmn Baw nepBbit DNS-cepBep oTBeYas CUWKOM MeANEHHO Un
6bIl1 HeJoCTyneH, TO nocneayeT Apyroe coeauHeHue co BTopbiM DNS-cepsepoM. Bo-BTOpbiX,
MHOrne Beb-CcanTbl YacTo XpaHAT Be6-CTpaHuLbl U rpaduKy Ha pasHbIX cepBepax, NMo3ToMy, ecniu
Bbl 3arpy><xaeTe CTpaHuUy C KapTUHKaMU, TO NPOUCXOAUT MOAK/TIOYEHME K HECKOJIbKMM CepBepaM.
CywecTByIoT TbICAYM MPUYKMH, MO KOTOPbLIM Ball KOMMbIOTEP MOXET MOAKMI0YATLCA K APYrUM.
BOMbWMHCTBO M3 3TUX MNPUYMH BnonHe 6e306uaHbl, HO HEepeaKo MOXHO YBUAETb Mporpammy,
KOTOpasi nepecbiaeT NuYHble fAaHHble 6e3 Balwero BeaoMa. 37O MOXeT 6biTb spyware- unu
adware-nporpaMMa, WM Aaxe KOMMep4yeckasi MporpaMMa, Yy KOTOpOM €eCTb Kakue-TO
HeJOKYMEHTUPOBaHHblE (YHKUMW. DTO MOXEeT OblTb Aaxe MporpamMa-TposiH, C MOMOLLbLIO
KOTOPOW KTO-TO CMOXET YNpaBfsTb BalMM KOMMbIOTEPOM.

Mpexae yeM nyraTbCs, AaBaiTe BCNOMHUM, YTO Y HAC Ha pyKax OT/IMYHBIN UHCTPYMEHT. Hu oamnH
CEeTEeBOWN MaKeT He MornajeT B Ball KOMMbIOTEP M He MOKMHET ero HesameyeHHblIM CommView. B
HalleM criyyae Mbl XOTUM BbISICHUTb, YTO CKpblBaeTcs 3a IP-agpecom 74.125.77.104 n nouyemy
Hall KOMMNbIOTEP K HeMy noakmoumncsa. KoHeuyHo, B 3aknagake MakeTbl Mbl MOXXEM MOCMOTPETD,
YTO Ha caMOM Aene nepefaBanocb, HO Mbl caenaeM 3T0 nodxe. Celuac e KIMKHEM MpaBon
KHOMKoM Mbiwn no IP-agpecy u Boibepem SmartWhois:



BHCTPLIA hunbTp

KonmpoeaTte L
CrKcoK NopToE. ..
Mepeaada LaHHER. ..

MEpEATI K NakeTy k
Sarthois

CozAaTE NCesA0HKM 4
Mpouecc 4

COXpaHKTE TekyLke IP-Coe QiHEHMA Kk, ..
CYMCTHTE TERYLLME IP-CoSAMHEHMA

JononHMTENEHSA CTATMCTIKES, ..

SmartWhois ot TamoSoft — 3To nonesHas WHMOPMaUMOHHAs CeTeBas YTWUMTA, KoTopas
Mo3BOISIET BaM MOMY4YUTb BCIO AOCTYMHyl0 WHdopmaumio o6 IP-agpece, MMeHM XocTa WU
[JOMEHe, BK/OYasli CTpaHy, LWTaT/MPOBMHLUMIO, ropoA, Ha3BaHME MpoBailepa M KOHTAKTHYHO
MHMOPMaLMIO TEXHMYECKOrO MepCcoHasnia MAn aaMuMHUCTpaTopa. Ecnm Bbl ewe He nonpobosanu
paboTaTtb C 3TOW YTWUAWUTOM, TO CKayalWTe O3HAKOMMUTENbHYH Bepcutio. B SmartWhois MHoro
MoNesHbIX (YHKLUMI, HO B 3TOM CUTYyaLMM HaM HyXHa NWlb OAHA W3 HUX: YCTAHOBWUTb, KTO
Bnageet aTuM IP-agpecomM. Mocne Bbibopa onumn SmartWhois Bbl yBUANTE OKHO MpOrpamMmmbl CO
cnegyrowen nHdopmMaumii 06 MHTepecytolleM Hac IP-agpece:

% SmartWhois

Dain 3anpoc Mpaeka Bug HacTpobika Copaeka
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Google? Ho nouyemy Google? Mbl e nocetwnu cant Wikipedia. Bce npaBunbHo. [daBaiite
HeMHoro nogymaeM... Baw 6paysep Internet Explorer MoxeT cogepxatb HeBOMbLLYIO BCTPOEHHYIO
yTUAUTY, KOTOpas HasblBaeTca Google Toolbar. A oHa, B CBOW ouepefb, MOAKMOYAETCA K
cepeepy Google, UYTOBbI BbISICHATL PEATUHI MOMYNSPHOCTU AAHHOWM CTpPaHMUbl. BOT Mbl U Hawnu
OTBeET.


http://www.tamos.ru/products/smartwhois/
http://www.tamos.ru/download/
http://www.tamos.ru/download/main/

EcTecTBeHHO, Balla KapTWUHA COEAMHEHMI MOXET 6biTb Apyroi. MoXeT 6biTb, Bbl UCMOMb3YyETE
[pyrovi 6pay3ep unu NoCceTUNM ApYron Be6-caT Ans HALIEro 3KCNePUMEHTA, Y BaC MOXET BbITb C
JECATOK APYrMX CETEBbLIX MPOrpaMM, paboTatolmx B POHOBOM peXMMe, Tak UYTO Balla 3aKnajka
Tekywme IP-coeaMHEHMA MOXET BbIMNSALETb M NO-ApYyroMy. Ho Mbl Hageemcs, YTO OCHOBHOM
MPUHLMM CTan MOHATEH: ¢ nomoLlbto CommView Bbl Bceraa MoXKeTe YBMAETb BCIO KAPTUHY BalMX
CETEBbIX MOAK/THOUYEHMI B LIESIOM, U 3Ta MHGOPMALMS OUEHb MoNe3Ha.

MakeTbl, NaKeTbl, NaKeTbl...

Tenepb, Nocsie TOro, Kak Mbl U3yuunu NepByl0 3aknagky rnaBHoro okHa CommView, gasaiiTe
nepenaem ko BTopoi — MakeTbl. B 3TO TPeXCEKLMOHHONM 3aKNafiIke Bbl YBUAMTE KaXabli MAKET,
NpoXoAsLWMiA Yepe3 Balll CETEBOM adanTep B 060M HamnpaBfieHun. B crnincke nakeToB MoKasaHbl
oblme ceeaeHust o naketax. Mpu Bbibope NakeTa B OKHE AaHHbIX 6yAET NOKa3aHO CoAepXuMoe
nakeTa, a AePEBO AEKOANPOBaHMSI FOBOPUT CaMo 3a cebsi — OHO AEKOAMPYET 3arofioBKM NakeTa u
oTObpaXkaeT Kaxaylo AeTafib. DTV MaHeNN MOXHO pacrnofioXUTb YAOOHbIM ans cebs obpas3oM C
MOMOLLIbIO HEGOMBLLION MaHENN UHCTPYMEHTOB:

==
=

e

[ns npuaaHvsi KOMNAKTHOCTU MPUBEAEHHON HMDKE MMIOCTPaLMM Mbl HE CTanu BK/OYaTb B Hee
[iepeBO AeKoAMpOBaHUs, HO B cBoel konuu CommView Bbl Bcerda BuauTe aekopep. [JaHHbie,
nepecoblsiaeMble No CeTH, pa3buTbl HA MHOXECTBO NAKETOB, NepecblinaeMbiX MO CETU OTAENbHO.
MpuHMMalowas ctopoHa cobupaeT Bce 3TU MakeTbl BOeAMHO. B HaweM npumepe npu 3arpyske
rnaesHovu ctpaHuubl Wikipedia 6bin nepeaaH ogvH NakeT C Hallero KOMMblTepa Ha Beb-cepBep
(3anpoc Hawero 6pay3epa Ha AaHHYKO CTpaHULy) U MPUHSATO HECKONbKO MAaKeTOB, coAepXallmx
3anpoLLeHHy0 cTpaHuuy. NocKonbKy 3anpolleHHas CTpaHuua umeeT pasMmep npumepHo B 10000
6aiiT, a cpegHuii pa3Mep nakeTta coctaenseT 1500 6aiT, TO npuMHUMMaemasi uHdopMaumsa bbina
pa3buta Ha 7 NakeToB.

Tenepb gaBaliTe BbibepeM oanH U3 http-nakeTos:
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MNE - | MpoTok... | IP MeTouH, | IP HazH. | 0T WE... | [1opT Ha. .. | Bpema |
58 IP/TCP B rr.pmitpaawikimedia.org Bl Mysddress http 2371 15:08:35.917118
59 IP/TCP B rr.pmipaawikimedia.org Bl Mysddress http 2371 15:08:35.919068
60 IP/TCP B Mysddress =S rr pmitpa.wikimedia.org 2371 http 15:08:35,919105
61 IP/TCP B rr.pmipaswikimedia.org Bl Myaddress 2371 15:08:35.921022
62 IP/TCP =S rr pmitpa.wikimedia.org 2371 http 15:08:35,921086

2371

64 IP/TCP = B ryaddress 15:08:33.924934
65 IP/TCP B Mysddress =S rr pmipaswikimedia.org 2371 http 15:08:35,924957

0x0030 00 OC ZE §B OO0 00 2F 1-3E 04 20 20 20 3C 61 zO =t <a

0x0040 65 72 65 66 3D 22z 23 45-6E 67 6C 89 73 68 2ZZ Z0  href="f#English"

0x0050 63 6C 61 73 73 3D 2Z 42-6F 74 74 8F 6D 4C 69 gE  class="Bottomlin

Ox0060 6B 73 22 20 69 64 3D ZZ-65 6E 5F 6C 63 6E 6B 22z  ks" id="en link"

0x0070 20 6F 6E 83 6C &8 63 8BE-3D 22z 53 88 6F 77 4C &1 onclick="Showla

0x0080  6E 67 75 61 67 65 28 Z7-65 6E 27 29 2Z 3E 45 6E  nguage('en')">En

0x0090 67 6C 63 73 63 3C 2F 61-3E 04 20 20 20 3C 61 20  glish</a=. <&

0x00R0 63 72 65 66 3D 22 23 53-70 61 6E 69 73 68 ZZ 20  href="fiJpanish"

0x00BO 63 6C 61 73 73 3D 22 42-6F 74 74 6F 6D 4C 69 §E  class="Bottowlin

B 3aBucMMOCTM OT BblbpaHHOrO BaMW nakeTa Bbl yBMAMTE MO0 3anpoc Ha nofyyeHve Beb-
CTpaHuubl, TM60 OTBET cepBepa, KOTOPbIA COAEPXUT B cebe codepXxumoe cTpaHuubl. MocnenHee
NMOKa3aHOo Ha pUCyHKe Bblle. Ecnun Bbl 3HaeTe, 4To Takoe HTML, To Bbl ierko y3Haete HTML-koa
06blYHON BES-CTpaHULbI!



OKHO JaHHbIX, KOTOpPOE Bbl BUAUTE — 3TO CTaHAAPTHOE LiecTHaguaTepuyHoe npeacTaBneHne
naketa. B nepBo/ KOMOHKE YKa3aHO CMELEHME KaXKAoM CTPOKW, BO BTOPOM MNOKa3aHo
COAEpXNMOE MakeTa B LIeCTHaAuaTepuyHoi ¢opMe, a B TpeTbel — TekcToBbit (ASCII)
3KBMBAJMIEHT. 3a4eM HaM HYXHbl U wWecTHaguaTepuyHble, n ASCII-gaHHble? [1oTOMYy, 4YTO MHOrAa
ofoHy (opMy nerdye npounTaTb, YeM Apyryto. [No3gpasBnsieM, Bbl TOSIbKO YTO 3arfsiHy/IM BHYTPb
BalLero nepBoro CeTeBoro naketa.

B panbHeiweM Mbl 0bcyamm, UTO AenaTb C 3TOM MHdbOpMaumen, a ceivac nonpobyeMm koe-uto
nHTepecHoe. MpeacTaBbTe... BOCKPECHBIM BeYep, U Bbl TOMIbKO YTO CKayanu U NOCTaBUIN HOBYHO
nporpamMmy ans e-mail. K BaweMy yavBneHWto, oHa ropasfo nydylle TOW, KOTOpYK Bbl cenyac
ucnonbsyete! U Bbl pellaete nopaboTtatb C Hell HeMedneHHo. Bbl uMMnopTupyete Balwly 6asy
[@HHbIX U YCTaHOBKM M3 CTapoy MPOrpaMMel, HO... Bbl HE MOXETE MMMOPTUPOBAaTL Ball Naposb K
noyte. W, 4YTO ecTecTBEHHO, Bbl €ro He MoMHMTe (@ KTo 6yaeT MOMHUTb CTPOYKY Bpoae
JKH667Rt!S, koTopyto Bbl Bblibpanu roa Hasaa M C TeX Mop HW pasy He BBOAWAM, BepHO?). U
cnyxba TexHn4eckon NoaaepXKM Ballero npoBanaepa He paboTaeT No BOCKPECEHbSM BEUYEPOM.

Bot peleHue npobnemel. MpoBepbTe MOYTYy Ballel CTapoi MporpaMMoi M nepexeBaTuTe 3Ty
ceccunio ¢ nomolbio CommvView. Mocne aToro npocMoTpuTe nakeTsl POP3:

N - | rlpDTDK...l IF LMCTOUH, I IF HazH. | MopT ume... | MopT Ha... I Bpema
5 IP/TCP E= tamos.com [ ryaddress pop3 2403 15:20:41.023926
6 IP/TCP B Myaddress B tamos.com 2403 pop3 15:20:41.024219
7 IP/TCP BE tamos.com B ryaddres 2403 15:20:41.161584
5 IP/TCF E = op3 , 161900
9 IR/TCP S tamos.com 2403 15:20:41,300261
10 IRF/TCP Bl Myaddress == tamos.com 2403 pop3 15:20:41,300625
11 IF/TCP B tamos.com [ ryaddress pop3 2403 15:20:41.440890
12 IP/TCR B Myaddress =S tamos.com 2403 pop3 15:20:41.441397
Ox0ooo0 4i ES 20 00 01 00 01 00-01 00 00 00 03 00 45 00 L < E.
Ox0010 00 43 B3 9D 40 00 S0 O06-7E 65 D9 AC 11 D4 D1 44 LCiRELVR el 0D
Ox00z0 0B ED 02 g3 00 gE OE DE-42 DE 17 E3 C& 72 80 18 JH.o.n. . B..0Mrh.
0x0030 S0 ki F§ Ez 00 00 01 01-08 O& 00 01 CF 06 Ok 54  BEmMB........ o..Z
Ox0040 L7 45 55 53 45 52 Z0 87-65 6F 72 67 65 5F 61 0D SHUSER george_a.
Ox0050 u):N B
BoT nmsa nono3osartens ...
M~ | rlpDTDK...I IF 1cTouH, I IF HazH. Mopt wmc... | MopT Ha... | Bpems
5 IP/TCP == tamos.com [ ryaddress pop3 2403 15:20:41.023926
6 IP/TCP @l Mydddress BS tamos.com 2403 falalwe} 15:20:41.024219
7 IP/TCP B tamos.com B ryaddress pop3 24903 15:20:41.161584
g IP/TCP B Myaddress ES tamos.com 2403 15:20:41,161900

o]

10

IPATCP

tarn o

= o
A 55

&S tamos.com

pop3

piop3

1 ‘61
15:20:41, 300625

IF/TCP B Myaddress 2403
11 IP/TCP EE tamos.com [ ryaddress pop3 2403 15:20:41.440830
12 IPfTCP [ Myaddress &S tamos.com 2403 pop3 15:20:41.441397
Ox0000 01 00 01 00 OO0 00 4 ES-20 00 01 00 08 00 45 00 ...... 2N E.
Ox0010 00 35 B4 AOD 40 00 32 06-CE 6C D1 44 0OF ED DS AC .ar @.2.0N1CD. 8l
Oxo0z0 11 04 00 6E 09 63 17 E3-C8 72 OE OE 42 1D 80 18 .$d.n.c.0Mr. .BE. B,
Ox0o030 g0 4C F1 CE 00 00 01 01-05 0A QA 5S4 AT DE 00 01 BLeC. . ... Z5T.
Ox0040 CF 06 ZE 4F 4E 0D 04 II. +0K

... BOT MOYTOBbIV CepBep 3anpallinBaeT naposb
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FI0S. COmm

t; 1
B ryaddress

MNE | I'IpDTDK...| IF 1CTOMH. | IF HazH. Mopt wmc... | MopT Ha... | Bperma
5 IP/TCP = tamos.com [ My address pop3 2403 15:20:41.023926
6 IP/TCP @l Myaddress B tamos.com 2403 piop 15:20:41.024219
7 IR/TCP B tamos.com B ryaddress pop3 2403 15:20:41.161584
g IP/TCP B Myaddress B tamos.com 2403 pop3 15:20:41.161900
== tamos.com B8 1y 2ddres 2403

15:20:41.440890

12 [ My address B= tamos.com pop3 15:20:41.441397
0x0000 44 ES 20 00 01 00 01 00-01 00 00 00 08 00 45 00 JH «.uueeen... E.
0x0010 00 45 B3 S9E 40 00 80 06-7E 62 DS AC 11 D4 D1 44 LEibf VB, ~bllL. $CD
Ox00z0 0B ED 02 63 00 6E OE DE-42 1D 17 E3 C85 77 80 18 JH.o. 0L LB L THuE.
0x0030 S0 AL 23 98 00 00 01 01-08 0O& 00 01 CF 07 O 54 Fegl........ o..%
Ox0040 LY DE 50 41 53 53 Z0 4L-4F 45 36 36 37 52 T4 64 S5TPARS JEHEG7RCE
0x0050 53 00 OA S..

... d BOT U CaM naposb, KOTOprﬁ Mbl Uckanu!

Kcratn, ecnn Bbl 3axoTUTe MPOCMOTPETb MNAKETbl, WMEKWME OTHOLWIEHME K KOHKPETHOMY
coefvHeHWIo 13 3aknagku Tekyuwme IP-coeamMHeHuUsi, NpPoCTO K/IMKHUTE ABaX bl MO CTPOKe
COeANHEHNA.

MocMOTpUM Ha 3Ty Ceccuio

Mbl BMAMM JdaHHble, pa3buTble Ha MHOXEeCTBO MakeToB. HO MOXHO M 3aHoBO cobpaTb TCP-
ceccun? [a, ¢ nomowpbto CommView 3TO BO3MOXHO. Bbibepute nepBblii MakeT B Ceccum
(Hanpumep, TOT, rae 6pay3ep 3anpawuvBaeT CTpaHuuy C Beb-cepBepa), KIMKHUTE MO HeMy
npaBov KHOMKOM MbllK U Bbibepute PekoHCTpykumsa TCP-ceccum. MoxeTte NpocTo ABaxAabl
KJIMKHYTb MO BbIGpaHHOW CTpoKe:

1 rr.pmip
2 TPfTCP .pmtpa.wikimed 15:25:28.450324
3 IPfTCP EE rr.pmipaswikired 2410 15:25:28.450376
4 IP/TCP “Myﬁddress ELICTARIA MneTH L il http 15:25:28.450407
S IPTCP B rrprofpaswikimed Cmkpeime nakeT(el) B HoEoM okHe P B 2410 15:25:28.454398
& IPfTCP EMyAddreSS o http 15:25:28.454472
7 IF/TCP B MyAddress C0343Tk MCEEBAOHMM Y s http 15:25:28.566005
8 IF/TCP == ew-in-fl47.google KormpoBaTe agpec , P 2415 15:25:28.622275

0x0000 44 ES 20 00 01 00 O TH o veeeinnnnnn E.

ox00410 0z z4 B4 7B 40 00 g(  HOMWMPOBATE Naker LiT{R.B.p. L. #FF

Ox0020 98 02 09 64 00 50 8¢  CTAPSEMTE NAKETED Pl 0..3.FEL. "I ;«P.

Oxoo30 S0 g4 C2 56 00 00 47 COXpaHUTE na}ce'r(H) Kak. .. EBAEV..GET /wiki/

0x0040 57 6% 6B 69 70 65 6@ Wikipedia:dhout

DxDOS0 48 54 54 50 2F 31 21 Smartiwhois | HTTP/1.1. . kocept

OxO0060 3k 20 69 6D 61 67 &0 Gt image/ gif, iwa

[nji{uluirin] 87 65 ZF 7TE& ZD 78 6l oge/x-xbitmwap, im

0x0080 61 67 65 ZF 62 70 6! fewnpunosats ke y | 2ge/ipey, images

O=x00s0 70 g4 7?0 65 67 2C 210 pipeg, applicati

Ox00A0  6F 6E 2F 78 2D 72 &f  Lpwdr P | on/x-shockwave-£
- . — —— — . L .

Moxanyicra, nepes Hamu npouecc obMeHa [AaHHbLIMM MeXAy HallMM KOMMNboTEpPOM W Be6-

cepsepoM Wikipedia. TekcT 3anpoca BbiBeAeH CMHMM, @ OTBET cepBepa — KPacHbIM:




#: TCP-ceccus o ] 4

Dakin  PegakTMpoBaTE  YCTaHOEKA
COAEPHMMOE | AHaniz TCP-ceccum

GET /fwiki/Wikipedia:ibout HTTR/1.1 ﬂ
Aocept: image/gif, image/x-xbitmap, iwage/jpey, iwmage/pipeg,
application/x-shockvave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/wmsword, application/®-silverlight, /%
Referer: http:fﬁen.wikipedia.Drgfwikifﬂain_Page

bocept-Language: en-us

TA-CPU: =86

Locept—-Encoding: gezip, deflate

User-hgent: Mozilla/4.0 (compatible; M3IE 7.0; Windows NT 5.1; .NET CLR Z.0.50727;
NET CLE 1.1.4322)

Host: en.wikipedia.org

Connection: Keep-Ailive

HTTP/1.0 200 OK

Date: Wed, 05 Mar 2005 14:13:35 GHT

Serwver: Apache

H-Powered-Ev: PHP/5.2.1

Cache-Control: private, s-maxage=0, max-age=0, must-revalidate

Content-Language: en

Vary: Accept-Encoding, Cookie

E-Vary-Options:

Locept—-Encoding: list-contains=gzip, Cookie;string-contains=enwikiToken; string-conta
ins=enwikilLoggedoOut;string-contains=enwiki_session _:J

V¥ Mysddress: 2410 == rr.pmtpawikimedia.org:80 * 508 6afT B 1 NakeTe(ax) Norvika oToGpaMena:

¥ rr.pmtpa.wikimedia.org:B0 == Myaddress:2410 * 33,988 GaiiT & 24 nakeTela:) IASCH j
Bcero 34,496 62T B 25 nakete(ay), Bpema ceco O cerkyHAala) Hagmrawma: € | h32 | > |

Ecnv Bbl NpOKpYTMTE 3TO OKHO MOHWXE, TO YBUANTE NOHbIN HTML-koa cTpaHuubl, koTopas 6bina
3arpy>xeHa B 6paysep. 370 u ecTb TekcToBoe (ASCII) oTobpa)keHne sToi ceccun. Ho Bpaysep He
rMokasbiBaeT HedopMaTMPOBaHHLIN TEKCT: B HEM Mbl BUAUM KpacuBble HTML-CTpaHuupl, Tak
Beab? To e caMoe Mbl MOXeM caenath u ¢ nomolbld CommView. [ns 3Toro B BbiNaaatoLleM
cnucke Jlormka oto6pakeHus Boibepnte HTML 1 Bbl yBUANTE AaHHbIE B BuAe BEG-CTpaHuMLpbl:
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Dakin  PegakTMpoBaTE  YCTaHOEKA

COAEPHMMOE | AHaniz TCP-ceccum

Because Wikipedia is an ongoing work to which, in principle, anybody can contribute, it differs from a paper-
based reference source in important ways. In particular, older articles tend to be more comprehensive and
balanced, while newer articles more frequently contain significant misinformation, unencyclopedic content, or o
vandalism. Users need to be aware of this to obtain valid information and avaid misinformation that has been

recently added and not yet removed (see Hesearching with Wilipedia for more details). However, unlike a paper
reference source, Wikipedia is continually updated, with the creation or updating of articles on topical events

within seconds, minutes or hours, rather than months or years for printed encyclopedias.

If you have not done so, we invite you to take a few moments to read YWhat Wikipedia is (and is not), so that you
have an understanding of how to consult or contribute to Wikipedia. Further information on key topics appears
below. If you cannot find what you are looking for, try the Erequently Asked Questions or see Where to ask
questions. For help with editing and other issues, see Helo:Contents.

Contents

o 1 About Wikipedia

o 1.1 Wikipedia history
o 1.2 Trademarks and copyrights

o 1.3 Wikipedia contributors
o 1.4 The Wikimedia Foundation

= 1.4.1 Employees
144 4 009

¥ Myaddress:2410 == rr.pmipa.wikimedia,.org:B0 * S08 Gzt B 1 nakeTe(zx) Norka oTofpaseHra:

¥ rr prtpa.wikimedia.org:B0 => Myaddress:2410 * 33,988 Gaiit & 24 nakeTte(a:) |RULKE

Bcero 34,496 BaiT B 25 nakete(ax), Bpema cecc O ceryHAaa) Hagurauma: << | 3> | 3> |

Bce xopollo, HO NoYeMy HET KapTUHOK? A MOTOMY, YTO rpaduka 0bbIYHO nepefaeTcs B Apyron
TCP-ceccvn, n wvHorga C Apyroro cepBepa. HaxaB Ha KHoOMKy >>> |, Bbl nepengere K
cnepytowein TCP-ceccum M HaaeTe KapTUHKKM (Mnn coBeplueHHo apyryto TCP-ceccuto, Beab Balw
KOMMNbIOTEP K TOMY BPEMEHMW MOI CAENATh HECKONBbKO MOAKYEHWN):
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Dakin  PegakTMpoBaTE  YCTaHOEKA

COJEPHMMOE | AHaniz TCP-ceccum

- - — -

GET Mwikipedia/commonsdthumb/Be0/Gondala. arp. 750pix. Jpgd180px-Gondola, arp. 780pix. jpy HTTRP/A.1 Accept: =
** Referer. http:#fenwikipedia. orgiwikiMvenice Accept-Language: en-us UACPU: %86 Accept-Encoding: gzip,

deflate UserAgent: Mozilla/4.0 (compatible; MSIE 7.0 Windows NT 5.1; NET CLR 2.050727; MET CLR

1.1.4322) Host: upload.wikimedia. org Connection: Keep-Alive HTTP/1.0 200 OK Content-Type: imagefpey ETag:
"7B335630317520582100" Accept-Ranges: bytes Last-Modified: Fri, 29 Sep 2006 15:49:45 GMT Content-Length:

7583 Date: Wed, 05 Mar 2008 14:03:31 GMT Server: lighttpd/1.4.13 Age: 1691 ¥-Cache: HIT from

sq1 wikimedia. org #%-Cache-Laokup: HIT fram sgl wikimedia org 31258 ¥-Cache: MISS fram sgdd wikimedia.org %
Cache-Lookup: MISS from sgdd.wikimedia.org:80 Yia: 1.0 sgl.wikimedia. org:3128 (squid/2.6. STABLE18), 1.0

a4 wikimedia.org 80 (squid/2 B STABLE1S) Connection: keep-alive

| 3
V¥ Myaddress:2410 == rr.pmipa.wikimediz.org:B0 * 508 Azt B 1 nakete(zx) Norka oTofpaseris:

V' rrpmipa.wikimedia.org:80 => Mysddress:2410 * 33,983 Gait & 24 naxeTeia:) RIS b
Bcero 34,496 Bait B 25 nakete(ax), Bpema cecou O cekyHAaa) Hagurauma; << | 3> | 3> |

B aToM npumepe Mbl ucnonb3osanaum CommView Ans pekoHCTpyKuum http-ceccui, HO Bbl Takke
MoxeTe HabniogaTb TCP-noTtokun noboro Buaa, 6yap To ceccns POP3 Mexay BalivM NOYTOBLIM
KJIMEHTOM W CepBepoM, unu 3arpyska daiina no FTP.

Ecnn B obnactu cetelt Bbl NpodeccroHan M XoTUTE NOCMOTpeTb noToku TCP-ceccun B BUAe
NECTHUYHOM AuMarpamMbl, NepexkntounTech B 3aknaaky AHanus TCP-ceccum:



£ TCP-ceccua
Dakin  PegakTMpoBaTE  YCTaHOEKA

Cogeprmmoe  AHANWMS TCP-ceccku

=10l =

15:25:28, 265087
0,000000 | T ————Data: 508 Flags: [PSH ACK]

Seq: 0 (2355628180) Ack: O (3474996139) _ i

Bpema coegiHeEHMA:
P

BpeMA OTEETa CEpEEpa;

0.003931
2
Data: 1440 Flags: [ACK] —————" BpEMA MED24aYM AaHHL
15:25:28.450324 | Seq: 0 (3474096139) Ack: 503 (2355628685) s P PR :
0.185237 Data: 1440 Flags: [ACK] 0.7098%2
15:25:28.450376 Seq: 1440 (3474997579) Ack: 508 (2355628688)
e-—'—'
0.000052
15:25:28.450407
0000031 | T T m—————_ Flags: [4CK]
Seq: 508 (2355628688) Ack: 2880 (3474999019
9: 508 ) ¢ s |
_,_.—l—'—'__—_ 5
Data: 1355 Flags: [PSH ACK]
15:25:28,454398 Seq: 2880 (3474999019) ack: SO8 (23556286588)
€«
0.003991
15:25:28.454472
0.000074 | T ————_ Flags: [4K]
Seq: 505 (2355628688) Ack: 4235 (3475000574
=q: 508 ) hek: 4235 ¢ ) | -
[ Myaddress: 2410 == rr.pmipa.wikimedia.org:80 * 508 GaiT B 1 nakeTte(ax) Norka oTofpaseHra:
7 rr.prtpa.wikimediz.org:B0 => Mydddress:2410 * 33,988 GaiT & 24 nakeTe(a) IHTML j
Bcero 34,496 BaiT B 25 nakete(ax), Bpema cecc O ceryHAaa) Hagurauma: << | 3> | 3>

Tpesora!

MoMMMO NaccMBHOrO MOHUTOpWHrA, CommView MOXET yBeAOMMSTb BaC O BaXkKHbIX COBLITUSIX B
ceTM. [nd 3TOro M HyxHa 3aknagka MpepgynpexxpeHus. [lepelignte B 3Ty 3aKNaaky,
aKTUBUPYNTE onuuio BknrounTb npegynpexaeHns 1 HaxvuTe [lo6aBUTb.

CommVYiew

Pain Mowck By, MHETpyMEHTEI HacTpofka Mpaewna Crpaska

=0l

Qo | ADMtek ADMES11 USE To Fast Ethernet Corverter - Pz v
R s, Oy " 2| [ Ropsl e Gl | [wee] [ 26 r-d
W oY -F-Q@dd|BE e e

LA Teryme IP-coegrHEHMA I % MakeTe I m WolP | Log-chaiine

@I‘Ipasmna & MpeaynpesieHiaa |

¥ BENHIUMTE MpEAYMPER AEHIA

JofaEKTE. ..

M Fing

FIZMEHMTE. .\

Y¥aaniTe

Hactpoika e-mail..

MosBUTCA 60sbLLIOE OKHO HACTPOVKW NpeaynpexaeHnii C MHOXECTBOM CENEKTOPOB M KHOMOK, HO
He nyranTech; ANA Hayana Mbl NOMPob6yeM UYTO-TO O4YeHb MpocToe. [pPeanonoXuM, Mbl XOTUM



roslyyaTb YBEAOMIIEHWS! KaXKabl pa3, KOrAa KTO-TO MUHIYET Hall KOMMbIOTEP MM Mbl MUHIYEM
yel-To KoMMbtoTep. [nsi 3TOro Mbl CO3A4aAMM HOBOE MpeaynpeXxaeHWe noa Ha3BaHueM Ping
Alarm, xoTopoe 6yaeT cpabaTblBaTb KaXkabli pa3 npu npuemMe naketa ICMP.

HacTtpoika npeaynpeskaeHqa Xl
- OCHOBHOS - JeRcTemA
- - :
HazgaHue: IPlng alarm ¥ BKMKYEHD [V MorazaTs coobwequre:

|O|F1J KTO-TO MMHMYET MEHA C aipeca %SIPY%

~ TN CoBbITHA

¥ MpomzHecT cooflleH1e

% OBHapY#EHWE NaKETa, COOTE. hopMyne: ILDDk at the screen!

ipproto=icmp and dir=in [ 3EyKOEOM CMrHan:

| o

[ 3anycTiTe Nporpamey

| o

¢ [Baiitel B cakyHay j |> j |1 j DERERE =

" Hewse, MAC-agpec: HacTakiE, . [~ Mocnats e-mail no agpecy:

| |

AEGaEHTE TERET

I_ BrArodmTE NpSEMNS S8HESTS.

[ Bk, ApyTHE MpEAyIpesaeHia

l- HauaTk 2anuce NakeToe

" Hewze. IP-agpac: HacTpofka,, .

- HactynneHwe cobbimai

]

CrOMEKD COBBITWA Hy#HO AnA cpabaT.:

Hon-eo cpabaTeEaHMA: 1n =
P = [~ ZaBepLUmTE 3aMMc NaKeTOR

QK | OTMEHZ |

B CommView ecTb BCTpPOEHHbIN $3blK, C MOMOLUBbKD KOTOPOrO MOXHO 3ajaTb dopmyny,
BK/IIOYHaIOLWY0 B cebsa cobbiTe ana npeaynpexaeHws unv npasuno nepexsata. MogpobHoe
00ObsICHEHME MPUHUMMNOB 3TOMO S3blKa BbIXOAMT 3@ PaMKM AaHHOro 0630pa, HO Bbl BCErJa MOXeETe
0bpatuThCs K rnaBe YHuBepcasnbHble npeaynpexaeHusa daina-cnpasku nporpamMmbl. A
celyac NpocTo BOCMOJIb3yeMcsl FOTOBON (hOpMYSIOoi:

ipproto=icmp dir=in

Ha uyenoBeyeckoM si3blke 3TO 03HAUAET, YTO HAC MHTepecyeT kKaxabli Bxogswmii ICMP-nakeT
(nockonbky npwu Ping mcnonb3yetca npotokon ICMP). B obnact HactynneHue cobbiTuii Mbl
MOXeM YyKa3aTb, ckonbko CommView fomkeH BbiAaTb NpeaynpexaeHui nepen TeM, Kak
OTKMIOUNTL yBeaoMNeHus. Bolbupaem pgecaTtb. B 3aBeplieHve HaM npeactout BblbpaTb, Kak
uMeHHo CommView 6yger Hac onosewaTtb O cobblTM. Kak HacyeT BCM/blBAKOLWEr0 OKHa?
Xopowo, Bbibrpaem MokasaTb coo6LEeHne 1 BBOAVM CrefyioLWmniA TEKCT:

OVi, KTO-TO MUHIyeT MeHs ¢ agpeca %SIP% !
Yto Takoe "%SIP%'? BmecTto 3TOM nepemMeHHOM 6yaeT noacTaBneH peanbHbii IP-agpec

KOMMbloTepa, KoTopbii Bac nuHroBan (SIP = Source IP Address = IP-agpec UCTOYHMKA). Bam
Heobs13aTeNbHO WCMOMb30BaTb TaKyK MEpPEMEHHYI0, HO BCE e MHTEepecHO 3HaTb, KTO Bac



nuHroan. B paspene MpepynpexaeHus daiina-cnpasku nporpaMMbl Bbl HavigeTe 6onee
noapobHyl0 MHMOPMALUMIO O CMHTAKCMCE WM COOBLUEHMSX. Mbl Takke BbIGEPEM  OMUMIO
MpousHecTn coobuieHne, 4YTobbl YCbIWATb B AMHAMMKAX rO/I0C KOMMbIOTEPA.

MTak, Mbl 3aKOHUYMAM HacTpoiky. Haxxmmute OK 1 3akpoiiTe OKHO HacTpPOMKWU MpeaynpexaeHus,
Mbl FOTOBbI K TECTUpOBaHMIO. He 3abyabTe HayaTb NepexsaT M NepeianTe Ha Be6-CalT, OTKyAa
MOXKHO nponuHroBaTb IP-agpec, Hanpumep, cioga: http://www.all-nettools.com/toolbox. Beegute
Baw IP-agpec B none mopyns Ping n Haxmute "Go!". Yepe3s Heckonbko cekyHa CommView
W3BECTUT Bac O BXoAsLleM ping-rnakeTe:

CommVYiew

Mpeaypes AeH1e
! E O, KTO-TO MWHMYET MEHA C aipeca 216.92.131.153

KpoMme 3TOro, cucrema pedeBblX CUrHANOB BalUero KOMMbiOTepa MpOM3HEeCeT MNpPUSATHbIM (HY
NagHo YX, HE COBCEM I'IpVIFITHbIM) MeXaHN4YeCKUM ro/1I0COM 4epe3 HayWHUKKN nnn aAnHaMuk d)pa3y
"Look at the screen". 3ameTnM, uyTo Windows NocTaBAsSiETCA TOMIbKO C aHMMMCKMMKM "ronocamu”,
MO3TOMY TEKCT MpeaynpeXXAaeHns Mbl BBESIM Ha aHIMACKOM a3blke. Ha pycckoM 3TO, YBbl, He
cpaboTtaeT. 3TO NMWb ABa M3 BCEX BO3MOXHbIX CNocoboB onoselleHns. MoXHO nonyyatb
COOBLLEHNS 3MEKTPOHHOM NOYTLI Ha Ball SILUMK, 3aMyckaTb NporpamMMy, u T. .

A KakK no)xmBaeT Moe coeguHeHue?

Mpuwno BpeMs B3rNsiHYTb Ha OKHO CTaTMCTMKA, rae NpeacTaBfieHo 60sblIoe KOMYECTBO
CTaTUCTUYECKON MHGOPMALMM O COCTOSIHUM CETU. TO OKHO MOXHO BbI3BaTb, HAXaB Ha KHOMKY
naHenu MHCTpyMeHToB: ', [locne 3Toro BbiGepuTe 3aknaaky O6liee W MOCMOTPUTE, YTO
MPOUCXOANUT C BalUMM CETEBbLIM NOAK/IOYEHUEM.


http://www.all-nettools.com/toolbox
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BxogALME Mcxogawme | TPaHZMTHEIR TeKyLLAA 3arpysia
o CETH

[~ MpMMEHATE TEKYLLME MpaEMTE CBpoc | Ok |

|ﬂ,J‘Iv1TEJ'IbHDCTb 3AHESTE OT NocneaHero cBpoca {4uimmicc): 00:01:11 o

Ha atux rpacdukax nokasaHa MH@oOpMaumnsi 0 NepeaaBaeMblX B Ballel ceTW MakeTax u 6anTax B
peanbHOM BpeMeHu. [MoyeMy 3TO Tak BaXKHO MHOMMM Monb3oBaTensM? Ecin Bbl HaxoauTecb B
JTOKA/IbHOM CETU, TO 3TO BaXKHbIE MoKa3aTesM KayecTBa paboThl Ballero cermeHTa. Ecnm 3arpyska
BALIEro CerMeHTa CETU C/IMLIKOM BENWKA, TO eCTb MoBOA pasobpaTbCs B CUTyaLMM, HalTu
WUCTOYHUKM neperpy3ok unnm o6HOBUTb annapaTtHoe obecnedeHne. Ecnm y Bac pgoma
LUMPOKOMOJIOCHOE COEMHEHWNE, TO Bbl MOXETE YBUAETL peasibHY0 CKOPOCTb Nepeaayn AaHHbIX U1
CPaBHWUTb 3Ty CKOPOCTb C TOM, KOTOPYIO 3asiBNSIET Ball npoBainaep. Bbl Takke MoXeTe U3MepuTb
CKOpPOCTb CKauuMBaHus daina unu Habnoaatb o6WwmMin 06beM Tpaduka. Ecnv BaM HyXXHa
nporpamMa, crneumansHO Co3aaHHas Ans yyeta Tpadwka, obpaTuTe BHMMaHMe Ha CommTraffic
oT TamoSoft.

AvianekTbl MOel ceTn

BaM MHTepecHOo, KakuMe nporpaMMbl 3arpy>atoT Ball ceTeBoW kaHan? MNepeinanTe K 3aknagke IP-
noAnpoTOKOJIbl N NOCMOTPUTE:


http://www.tamos.ru/products/commtraffic/
http://www.tamos.ru/
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@ Ofwes MNakeTbl - IP-NOANPOTOKOAbI

@ Nakxetpbl
MpoTokone!
IP-npaTokone
WHTTP 45

PazMepkl WFTP 25
@ HocTel H'I'I'P 34.09 %

OPOR3 36
Mo MAC-agpecy W SMTP O
Mo IP-agpecy OTelnet 0
@ Matpiua [FTP16.84% ] EHNTP O
Mo MAC-aapecy W MetBIOS D
Ma [P-agpecy EHTTPSO
@ Owwikn BONZ S
@ COruer B Opyrue 18
[Anyrve 13.64 % |
F'OF'3 2727 % DNSGDE%

MoCTpOMTE No:
HacTpodika, . O | o |
YAy NakeTos d p4|

[~ MpMMEHATE TEKYLIME NP3EKNS Chpac | Ok |

|ﬂJ‘IMTBJ‘IbHDCTb 3a¥EaTa 0T nocnegHero cBpoca (ud:MmMicc): 00:00:32 4

Ha sToW cekTopHOM AuarpaMMe Bbl CpPasy yBUAWTE, Kakue MpOTOKOJbI UCMOMb3YOTCS B Ballen
ce™n. Cnnwkom 6onbwo SMTP-Tpadmk? Baw MK nnu gpyrme ctaHUuM B BalleM CErMeHTE CETU
nepeaatT CAMWKOM MHOro noythl. Cnvwkom 6Gonbwoit FTP-Tpadumk? Moxanyi, ckaumBaeTcs
MHOro nporpamMMm. XoTs M0 YMOMYaHUIO B AuarpaMMe rokasaHbl Haubonee nonynspHble
MPOTOKOJbI, Bbl BCEraa MOXeTe K/IMKHYTb Mo kHonke HacTpoiika v BBECTM HOBbI NPOTOKON U
HOMep MopTa, HanpuMep, Ansd NOofyyYeHns uHdopMauum o NONynsspHOM p2p-knueHte unm chat-
nporpamme.

KTo neperpy)aer MOI0 ceTb?

Tenepb, Koraa Mbl pa3obpanucb C MPOTOKONAMK, Mbl, BEPOSITHO, 3aXOTUM Y3HaTb, KTO Xe 6onbLue
Bcero oblaeTca B Haweln cetu. [Ansa atoro nepeligeM B 3aknaaky Xoctbel (no MAC-agpecy).
Ecnn Baww KOMMbIOTEP He SBMSETCS YaCTbO NIOKaNbHOM CeTW, TO B 3TOW 3aK/afke Bbl He HahaeTe
HWYero NosesHoro, HO ecnu Bbl HabnoaaeTe CerMeHT CeTUM C KOMMbioTepa, MOAKYEHHOro K
nopTy MOHMTOpWHra csuya (unu craporo Aobporo xaba), Bbl NErko BbIYUCAUTE MCTOYHMKK
Hanbonbluen HarpyskM WAM CTaHUMKW, OTBETCTBEHHbIE 3a MacCCOBYK paccbliky 6poakacToB
("broadcast storms").



=lolx]

& CSwee XocTbl - o MAC-aapecy

& MNareTel
MpoToKone! WAC/NCEBA0HMM | OTnpaBn...| Monyd... = | OTNpaEne... | Mony4YeHo | B-casts | M-casts *
IP-mpoToRDkl CTaHumA_7 47,452 41,692 32,408,779 4,966,542 3,935 554
IP-nognpoTaKonE AppServer 20,039 20,918 2,283,807 16,081,870 21 ]
Pazmepel Broadcast 452 19,487 31,640 2,301,498 0O ]

@ XocTbl Srom:0B:60:C9 8,180 9,113 913,012 8,475,249 200 76

|: Kye:0B:B26E £,634 5,857 643,097 2,690,101 0 ]
Mo IP-agpecy Crknag, £,151 5,319 3,339,512 615,303 770 365

& Marpuua GroupedMulticast 0 4,473 0 377,002 ] ]
Mo MAC-aapecy DiewComp 3,529 4,068 785,974 2701229 0 ]
Mo IP-agpecy LansTechno:2C:54:9F 2,551 2,751 360,401 1,461,809 60 ]

& O 00:C1:28:02:10:B0 1,509 1,544 154,316 1,224,799 68 ]

@ OTuer LansTechno;20iF4:BE 1539 1,468 208,927 727,935 4 0

Kak Bbl, BO3MOXHO, 3HaeTe, CETEBOM aHanM3aTop NepeBOAMT Ball ajanTep B Tak Ha3biBaeMbii
pexkum "promiscuous”, B KOTOPOM Bbl MOXETE NnepexsaTbiBaTb HE TONbKO MaKeTbl, aApeCOBaHHbIE
BalleMy KOMMNbIOTEPY, HO W Apyrne nakeTbl, nepeaaBaeMble WAM MPUHMMaeMble B BalleM
cermMeHTe cetTn. ObpaTuTe BHMMaHWe, UYTO HEKOTOpble 3anucyu B MepBON KONMoHKe — 3T0 MAC-
agpeca, B TO BPeMS KaK Apyrue sBnsioTCs YNTaeMbIMU UMeHaMU. NTOMHUTE, Kak Mbl NPUBSA3bIBaIN
ncesaoHnMbl K IP-agpecam B npepblaywmnx rnasax? To ke camoe MOXHO fenatb U ¢ MAC-
agpecamu, [Ans 3TOr0 KAWKHWTE MpaBoOM KHOMKOWM MbllM W BblbepuTe B MEHIO MyHKT
NMceBAOHUMDI.

Ewe oguH cnocob B3rNnAHyTb Ha aKTUBHbIE Y3Jibl Ballero CeTeBOro CerMeHTa — 3aK/jla[Ka
MaTtpuua. B 3TOM 3aK/laZke NoKasaHa KapTa KJIMEHTOB, B KOTOpOl‘;I 0603Ha4eHbl MOTOKM Tpa(bvn(a
mMexay pa3niMyHbiIMM XOCTaMW. C nomoLbro MaTpuLbl Bbl Cpaly YBUAUTE, KTO C KEM obmeHnBaeTcs
AAaHHbIMU:

dicraticivia
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OTtpaiiTe cBoi rosoc!

Te ceTeBble CMEUMANUCTbI, KOTOpble UMEIOT AEN0o C BHEAPEHWEM W 3KCrnyaTaumen ceten IP-
TenedoHnM, 3HaT, HACKOMbKO MOME3EH MOXKET OKa3aTbCs CETEBOW aHANM3aTOp NpY OTNaaKe U
MoHuTOpUHre VoIP. 3aecb Ha nomoulp npuxoamt CommView C ero MoaysieM aHanmsa NpoTOKOsI0B
SIP n H.323. AHanu3 VOIP BbIXOAMT Aaneko 3a paMKuM [AaHHOro 063opa, HO Mbl PELUWAN, YTO
0603HaunTb 3Ty PYHKUMIO NPOCTO HeobxoanMmo.

Commyiew

®an Mowck Brg MHCTpyMeHTE! HacTpolka Mpasna Cnpaeka

| | ADMek ADMBS11 USB To Fast Ethernet Corverter - Pz v

E]j: iq |"4 'ﬂ( || JI(’\_—\- .’F’a|'ﬂI E

a Teryiime IP-cosguHeHMA I I MakeThl [=T] YolIP | || Log-haitne I @ Mpaewna I e e Ay MpEHAEHMA I

@ Cecom SIP (14)

@ Ceccim H.323 (9) IP McToqH, ¢ IP HazH, Hauano KoHew, Aneren... | CocToAHwe
@ NoToMRTP (53) [ 85.140.1162 mm 212.53.35.219 6:52:11PM  6:52:48PM  0:00:35.4 3aseplueH
= 95.140.116.2 W 2125335219 6:52:12 PM 5:53:51 PM 0:01:39.2 He sBoHOK
= 95.140.116.2 I 212.53.35.219 6:54:20 PM 55420 PM 0:00:00.1 He sBoHoK
@ Cranum (18) = B5.140.116.2 E 509015570 707 22PM 70740PM D00:1F.8  3aeeplueH

@ Owmbra (12) | 55.140.116.2 B §9.90.155.70 7:07:22PM  7:07:39 FPM 0:00:16.6 He 3E0HOK
.T a5 140 116 72 - 01757 TG 210 TOFPAR PR 777 dA PR DCONON T ks
]

Ceccua |r|omm RTP (2) |

@ PermcTpaues (2)

| | Onepaua |3anpochTBe1'
= CeTeBoW TpaHcm... IMNVITE INVITE sip:33395@ fwd, pulver
IF 1CToum, i 55,140,116.2 <= 100 Trying
MopT MCTOUH, 3091 <= 407 Prowxy Authentication Regy
IP HazH, E5 £0,90.1535.70 ACK. 5ip:55555@fwd.pubver.co
MopT HazH. 5060 IMNVITE INYITE 5ip:33355@ fwd, pulver
MpoTokDN UDP <= 100 Trying
= BpemeHHbIe xap... <= 100 trying -- vour call is impor
Hayano B/z3 2006 7.07... <= 180 Ringing
HioHey 8/23/2006 7:.07... <@ 200 0K
AnMTENEHOCTE 0:00:17.8 ACK sip:55555@E3.67.75.61.:1
= KauecTtso BYE BYE sip:55555@E3.67.75.61:5
MOS Score 4,4 <= 200 OK

Mpu pabote ¢ CommView Bbl MOXETE aHANM3MpoBaTb CUrHANbHbIE CeccMn U noTtoku RTP B
peanbHOM BpEMEHW, BLISIBASTE BO3MOXHble Mpob/eMbl C KayecTBOM Bawen VoIP-cetm ¢
nomowsb  rpadvkoB M amarpamMMm  (MOTepy  MNakeToB, AKUTTEp WM OWMBKK
nocneaoBaTenbHOCTH), HabnogaTh 3a nokasatensmn MOS n R-factor kaxaoro 3BoHka. U ewe —
CommView MOXeT 3anncbiBaTb U BOCNPOU3BOANTL 3BOHKU. O TOM, KaK 3TO MOXHO UCMOMb30BaTb
B paboTe, NoapobHO pacckasaHo B CTaTbe MOHMTOPWHE M oTnazka VoIP-ceTel C MOMOLLbO
CETeBOro aHaau3aropa.

CocpeioOTOYMMCA Ha BaXKHOM


http://www.tamos.ru/htmlhelp/voip-analysis/
http://www.tamos.ru/htmlhelp/voip-analysis/

N3yyeHne ceteBoro Tpacdumka MOXeT ObiTb 3aTpyAHEHO, €CnM  AEeWCTBUTENbHO  HyXHast
nHbopMauus ByKBanbHO NOXOPOHEHA MOA BasioM HE3HAYMMbIX COeAMHEHUM U nakeTos. Ecnu Bol
MHTepecyeTecb, CKaXKeM, BOMPOCAMW OTMAAKU CECCMU 3MEKTPOHHOM MOYTbl, BEPOSITHO, BaM
COBCEM He HYXHO MepexsaTbiBaTb M 0TObpaXkaTb HECKONbKO COTEH MAaKeTOB, KOTOpble UMEIT
OTHOLUEHME K MOCTOPOHHeMy npoueccy FTP-3arpy3ku, KOTOpbIM MPOMCXOAMT MapasnsienbHo.
Bo3MOXHO, Jaxe He Ha BaleM KOMMbioTepe. XOpolwWe HOBOCTU: B HOPManbHOM CETEBOM
aHanu3aTope Bcerga ectb BO3MOXHOCTb MPUMEHEeHWs npaBuf nepexeaTta (MX 4acTo HasblBaloT
dunbTpamn). MNpuMeHss NpaBuna, Bbl MOXETE OT(MUIBTPOBbLIBaTb HE3HAYMMbIE ANS BAC NaKeThl U
COCpefioTOuUTb CBOE BHMMAaHWE Ha BaXHbIX MakeTax. B 3aknagke MMpaBuna Bbl MoXeTe
ynpaBnaTb NpaBuiaMu nepexsaTta, a B 3aknagke YHUBepcaNbHble MpaBuia Bbl MOXeTe
CO34aBaTb YpesBblyaiiHO rmbkue npasBuna Ha 6ase dopmyn:

®ain Mouck Bug MHCTEYMEHTE! HacTpolika Mpsewna Cnpaeks
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Dopryna:

ipproto=tcp and (sport=280 or dport=30)

Bbl Takke MoxeTe wCnonb3oBaTb M Apyrue Buabl npasun (MopTbl, TekcT M T. M.), HO
YHUBEpCanbHble NpaBunia AaloT ropasao 6onblie rmbkocTn, U Mbl MOKAXeM 3TO Ha npuMepe. Ans
CO34aHusi HOBOMO Npaswuia BBEAWUTE NPou3BoSbHOE MM B none UMsa u BoibepuTe oaHy M3 ABYX
onuuit: 3axBaT nakeToB Wi UrHopupoBaTtb NakeTbl. [epBas onuMs AacT BaM BO3MOXHOCTb
MoKasblBaTb TOSIbKO Te MaKkeTbl, KOTOpble COOTBETCTBYIOT Bawen dhopMyne, Toraa Kak BTopas
onuus MNO3BOMMT MOKa3aTb BCe NakeTbl, KPOMe TeX, KoTopble noanafaloT noA saw ¢unbTp. U
HaKoHel, BaM Haao BBecTU ¢OpMyny, ONUCLIBAIOWYIO Baw nakeT. [peanonoXuM, Mbl XOTUM
nepexsaTblBaTb TOSbKO http-Tpaduk.

Kak Mbl yXxe ynoMuHanu Bbllle, B [flaBe YHUBepcasbHble npaBwuia dalina-cnpasku
nporpamMMbl Bbl HalzeTe NoapobHoe onucaHue CUHTakeuca Gopmyn.

B Hawem npnuMmepe C UeNblo 3KOHOMUU BpPEMEHU ™Mbl WUCNONb3yEM WHTYUTUBHO MOHATHYIO
thopmyny:

ipproto=tcp sport=80 or dport=80
B nepeBoae Ha YenoBevecKUin A3blK, 3TO 03HAYaET, YTO HAc MHTepecytoT TCP-NakeTbl, BXoAsLIMe

unu ucxopasime n3 nopta 80, T. e. NOPT, UCNONb3yeMbli Ans http-coeanHeHuid. Tenepb HaxMuTe



[Ao6as./N3MeHnTb, 1 Bce rotoBo! CommView 6yaeT oTobpaxaTtb TonbKo http-nakeTsbl, Noka Bbl
He OTK/uMTE 3TO NpaBwio. Kak BuanTe, BCe NpocTo. AX, Aa... Bbl MOXETE COXpaHsTb NpaBuia B
dain un zarpyxatb uMx u3 daina C NOMOWb MyHKTa MeHio [MpaBuna rnaBHOMO OKHA
nporpamMmsl.

Upem panblue

Mbl HaileeMcsi, UTO 3TOT 0630p MOMOr BaM Jiyullle MOHSATb TOT MOLUHbIA MHCTPYMEHT, KOTOPbIN Bbl
KYMUAM UMW MNaHMpyeTe KynuTb. DTOT 0630p HM B KOEM Cilyyae He SIBNSIETCS MOSNIHOLEHHbIM
PYKOBOACTBOM. Mbl nuwb xoTenu MoKa3aTb, 4TO ’
ocobeHHo ¢ CommView!

Mo Mepe O3HaKOMAEHUS C (PYHKLMOHANbHBIMX BO3MOXHOCTSIMW MpOAYyKTa, 3adayun CeTeBOro
aHanu3a u AekoaMpoBaHUs NMPOTOKOMOB 6yayT Ans Bac pewaTbCcs BCe nerye u nerde. Ecnm Bbl
paboTaeTe B 6eCnpoBOAHON CETM, He MPONYCTUTE CreumasibHyl0 6eCnpoBOAHYI0 BEPCUIO 3TOW
nporpamMmbl - CommView for WiFi.

MoceTVB Haw cant, www.tamos.ru, Bbl HaiigeTe 6onee noapobHylo MHGOPMaUMio, OTMEHHYIO
TEXHUYECKYIO NOAZAEPXKKY, BO3MOXHOCTM OHJIaMH-3aKasa U MHoroe apyroe!


http://www.tamos.ru/products/commview/
http://www.tamos.ru/products/commwifi/
http://www.tamos.ru/
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