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BBegeHue

O mporpamme CommView for WiFi

CommView for WiFi — aTo cneumanbHaa Bepcua CommView, co3gaHHan g5 3axBaTa M aHa/IM3a CeTeBbIX MAKETOB B
6ecnpoBoaHbIx cetax ctaHgapra 802.11 a/b/g/n/ac/ax. OHa nonyyaet MHbopmauMio OT 6ecnpoBOAHOIO CETEBOrO
afjanTtepa U geKoampyeT aHaAn3npyemMble gaHHbIe.

C nomowbto CommView for WiFi Bbl Mo)KeTe BUAETb CMIUCOK CETEBbLIX COeAUHEHUN, IP-CTaTUCTUKY M MCCNen0BaTb
OoTAeNbHble NaKeTbl. MaKkeTbl MOXHO pacliMdpPoBbLIBATL C UCMOIb30OBAHMEM MO/b30BaATENbCKUX Kntovern WEP nan
WPA-PSK n pekoampoBaTb BM/IOTb 4O CAMOM0 HM3KOMO YPOBHA C MNOJIHbIM aHA/IM30M pPaACNPOCTPAHEHHbIX
nNpoToKoN0B. MpeaocTaBAAeTcs NOHbIA AOCTYN K HeoH6paboTaHHbIM AaHHbIM. [lepexBayeHHble NakeTbl MOTYT ObiTb
COXpaHeHbl B dalin ana nocneayrolero aHanamsa. Nmbkas cuctema GuAbTPOB NO3BOAAET OTOPACHIBATL HEHYMKHbIE
BaMm MaKeTbl MM MepexBaTbiBaTb TOJIbKO Te NaKeTbl, KOTOpble Bbl 3axoTuTe. HacTpanBaemble npeaynpexaeHus
No3B0/IAIOT co0bLWaTh NOb30BATENO O BaXKHbIX COBLITUAX, TAaKMX KaK NOA03PUTENbHbIE MAKeTbl, BbICOKAA 3arpy3ka
ceTn UM HensBecTHble ajpeca.

B coctae CommView for WiFi Bxoant moaynb VolP, npeaHasHayeHHbIM gna yrnybneHHOro aHanmsa, 3anucu u
BOCMNPOU3BEAEHMA FOI0COBbLIX KOMMYHUKaLUMI cTaHaapTos SIP 1 H.323.

CommView for WiFi - 3To nNONHOQYHKUMOHANLHBIN W AOCTYNHbIA WHCTPYMEHT AAA agMWHUCTPATOPOB
6ecnpoBoAHbIX ceTei, cneumnanucTos B 061acTu ceTeBolt 6€30NaCHOCTM, CETEBbIX MPOrPAMMMUCTOB WU TeEX, KTO
X04YeT BMAETb BCIO KapTUHY Tpaduka B becnposoaHoit cetun. [na paboTbl NporpamMmbl HEOBXOANMM COBMECTUMbIN
6ecnpoBoaHON aganTep. [Ns NOsydYeHUA CNUCKa afanTepoB, KOTOpble OblAM NpPoBepeHbl Ha COBMECTUMOCTb C
CommView for WiFi, nepeiignute Ha Haw Beb-cait. CommView BbIrOAHO OT/IMYAET HaAMuMEe COBPEMEHHOTO
AeKogepa NPoToKo10B, CNOCOBHOTO aHann3npoBaTh 6oJiee CTa WNMPOKO PACNPOCTPAHEHHbIX Ha CErOAHALWHNI AeHb

NMPOTOKO/10B.

- BeepeHue | CommView for WiFi


http://www.tamos.ru/products/commwifi/

Y10 HOBOTO

Bepcua 7.3

"  UHbopmauma no nHaekcy MCS, wnpuHe KaHana, guard interval u uncny NOTOKOB ANA KaXKAOMO NakeTa.
*  Wcnonb3yetcs HoBbI dopmaTt nor-dpaiinos, NCFX.

* [oaaepkka agantepos Killer Wi-Fi 6 AX1650w, AX1650x 1 AX1650s.

Bepcua 7.2

= YAayyweHHaa naeHTMeumKaums Tmna WuPpoBaHMA CeETM U METOA0B aBTOPM3aL MM,
= [lopgaepXKa agantepos cTaHaapta 802.11ax.

=  HoBble MKOHKMW.

Bepcua 7.1
= BbicTpble GMALTPbI A5 3aKNAA0K «Y3/bI» U «KaHanbl»: Tenepb NakeTbl MOXKHO B OAMH KWK OTCOPTMPOBATb
no y3Ay, KaHany, TNy NakeTa UaM No CKOPOCTU Nepesayn AaHHbIX.
= TNoaaepxka Windows 10.

= (QO6HoB/IeHHble KapTa pacnpegeneHuna |IP-agpecoB u 6a3a gaHHbix MAC-agpecoB A/ NpousBOAUTENEN
obopynoBaHus.

Bepcua 7.0

=  3HauuTenbHble OOHOBNEHMUA MHTepd>e171ca: HOBble BKIagKkn Y3nbl 1M KaHanbl, HOBble Auarpammbl W
CTaTUCTUKa.

" WHTerpaumna c Wi-Spy ana nposeaeHmnA CNekTpasibHOro aHaausa.

Bepcusa 6.5

- MNonHocTbo nepepa60TaHHb|l71 Aexroaep NnpoToOKON0B: ,D,06aB}16Ha nognepxxka 601bLIOr0 KOJIMYECTBa HOBbIX
NPOTOKONOB. 1A KaXXA0ro naketa Tenepb MOKa3blBaeTCA KPaTKoe coaepXmmoe.

Bepcusa 6.3

= [loaaepKa USB-aganTtepos: Ubiquiti SR71-USB (802.11 a/b/g/n), Proxim ORINOCO 8494 (802.11 a/b/g/n),
TP-Link TL-WN821N (802.11 b/g/n), NETGEAR WN111 v2 (802.11 b/g/n).

Bepcusa 6.2
= [loapep:Ka HOBbIX adanTepoB (ans onepaumnoHHbIXx cuctem Windows Vista 1 Windows 7): Intel 3945, 4965,
5100, 5150, 5300, 5350.
= PekoHcTpyKumna UDP-noTokos.

" yflyl'IUJEHVIFI B AeKo4epe NpPpoToOKOJ10B.

BeepeHue | CommView for WiFi



Bepcusa 6.1

* [loageprkka HOBbIX onepaunoHHbix cuctem: Windows XP 64-bit Edition, Windows Vista 64-bit Edition,
Windows Server 2008 32-bit n 64-bit Editions.

=  ONTMMM3NPOBAHO UCMONbL30BaHWE NAMATU Npu paboTe ¢ VolP-aHanusatopom. HoBas Bepcus nporpammel
noaAepskmBaeT 60/bluee KoIMYecTBO 04HOBPEMEHHbIX 3BOHKOB, B TO BPEMA KakK Harpy3ka Ha NnamaATb CcTana

3HAUYNUTENIbHO MEHbLLE.
= HacTpauBaemblit bydep gKUTTEepa ANA CUMYAALMM M OLLEHKM KayecTBa 3BYKAa peasibHbix VoIP-3BOHKOB.

=  VYayyweH guanor "Mouck". Tenepb NoAAEPKMBAIOTCA HanpaB/ieHME NOWMCKA M BO3MOMKHOCTb MOWCKa B
¢dopmate Unicode (UTF-8, UTF-16).

* [logaeprkKka oTOOpaXKeHUs YPoBHA Wyma Ha BKnaake "KaHanbl".

- bonee rubkue onuunn gepesa Aekoaepa: noABUNACb BO3MOXXHOCTb YCTaHaB/IMBATb KOJIMYECTBO
PacCKpbiBaeMbIX y3/10B.

= [lpyrve yay4dleHua u ncnpasaeHunsa owmnbok.
Bepcusa 6.0

=  Moaynb VolP ana yrnybneHHoro aHanusa, 3anucuM M BOCMPOM3BEAEHUA TON0COBbLIX KOMMYHWKAUMMN
ctaHgaptos SIP n H.323.

=  BusyanbHblih aHann3 ceccuit TCP ¢ rpadmyeckum oTobpaskeHMem guarpaMmm Ceccuu.

= BM3ya/ibHbI KOHCTPYKTOP NaKeToB, MOMOTaloLWMii NpM co34aHMM NakeToB B FeHepaTope MakeToB.

- BeepeHue | CommView for WiFi



Pa6oTa c nporpammon

YcraHoBKa apaiiBepa

CommView for WiFi — 3To MHCTPYMeHT A1 MOHUTOpUHra 6ecnpoBoaHbix ceTeit 802.11 a/b/g/n/ac/ax. Ona paboThbl
C nNporpammon Bam Heobxogum coBmecTUMbI becnpoBoaHoli aganTtep. s akTMBauum GYHKLUM MOHUTOPUHIA
Balero 6ecnpoBoAHOro aganTepa Bam noTpebyeTcs chneuunasnbHbli ApalBep, KOTOPbIN BKAOYEH B AaHHbIW
npoaykt. Korga CommView for WiFi He 3anyuieH, Ball agantep CMOXET COeANHATLCA C ApyrMmu 6ecnpoBogHbIMU
XOCTaMM UM TOYKaMM J0CTyna, Kak u 0bbiuHO. Koraa CommView for WiFi 3anyweH, Baw agantep 6yget paboTtatb
B MNAaCCMBHOM PEXMME MOHUTOPUHIA, 6€3 BO3MOXKHOCTM CETEBOMO COeAUHEHMA.

Mepes ycTaHOBKOW HOBOro ApaliBepa Ana Bawero 6ecnpoBoAHOro agantepa ybeamutech, YTO OH COBMECTUM C
AaHHOM nporpammoi. CNMCOK NnoaaepsMBaemMblX agantepos AOCTyNeH no agpecy:

http://www.tamos.ru/products/commwifi/adapterlistl.php

CommView for WiFi moxeT paboTaTb 1 ¢ Apyrumu agantepamun. Ecnv Balero agantepa HeT B CNKUCKe, obpaTutech
K FAQ.

MoapobHasn MHCTPYKLMA AOCTYNHA B Nporpamme yepe3 meHto CnpaBKa => PyKOBOACTBO NO yCTaHOBKe ApaiiBepa.

PaboTta c nporpammoit | CommView for WiFi
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0630p

MHTepd)EVIC nporpamMmmbl BK/IKOYAET HECKOJZIbKO BK/NaAOK, KOTOPble MNO3BONAT BaM MNPOCMaTpuUBaTb AaHHble U

BbINOJ/IHATb Pa3/inyHbIE AEﬁCTBMﬂ C nepexsavyeHHbIMU NMNakKeTamu. CDyHKLI,VIOHa}'IbHOCTb BKNagoK OnNncCaHa B Ta6m4u,e,

I'IpVIBe,LI,EHHOVI HU>xe:

HasBaHue 3aknagkm

‘ OnucaHue

KoHTponb 3axBaTa MakeTos, NOKa3 ,a,eTaanoﬁ MHd)OpMaLI,MM O TOYKaX AOoCTyna “

Y3nbl acCoOUMMPOBAHHbIX CTAaHUMAX, CTaTUCTUKM MCMNO/Ib30BaHMA KaHaNoB, a TaKxKe
rpadunyeckoe npeacrasfieHNe cneKkTpa 6ecnpoBOAHbIX CETEN.
v MoKa3 AeTasbHOW CTaTUCTMKM A1 KaXKAOro KaHana, a TakKe Hanbosiee aKTUBHbIX
aHasbl

y3n108 1 rpadumkos Mb/cek u Maketos/cek.

Tekywme |IP-coegnHeHus

Mokas peTtanbHOM WHOPMAUMKM O Tekywmx |IP-coeanHeHmnsax mexay Yysnamu
b6ecnposogHon cetu. [aHHaa wuHPopmaums AOCTyNHA, Korga aHaausmpyemasn
b6ecnpoBoaHan ceTb HEe MCMOb3YeT WKUPPOBAHUE, UAN NOCAE BBOAA KOPPEKTHOTO
kntovya WPA van WEP.

[TakeThbl

CnNnCcoK 3axBayeHHbIX MAKeTOB; NO3BOJAET MHCNEKTNpOoBaTb U NPOCMATPUBATb
cogepxnmoe naketTos.

AHanus VolP

MoapobHbiit VolP-aHanns nepexBavyeHHOro TpaduKa. O6paTMTe BHMMAHME, 4TO
OaHHaA BKAadKa JoCTynHa To/AbKo obsagatenam  auueHsum  VolP  wam
nosib3oBaTesnam, paboTalowmm C O3HAKOMUTENIbHOW Bepcuel C BblIOpaHHON npwu
ycTaHoBKe onuueli VolP.

CoxpaHeHMe nepexBayveHHbIX NaKeToB B ¢aisbl B pasanyHbIX popmaTax, a TaKkKe

Log-dannbl

HACTPOWMKa aBToCcoxpaHeHus log-dainos.

MpepoctaBneHve pgoctyna K GuabTpam  NaKeToB, KOTOpble  MO3BO/ANOT
MNpaBunna 3axBaTblBaTb/MrHOPMPOBATL NAKETbl, OCHOBbLIBASAICb HA PA3/IMYHBIX KPUTEPUAX, TaKUX

KaK Kak IP-agpec nam Homep nopra.

HacTpoiika onoBelleHWid, YBEAOMAAIOWMX O BaXKHbIX COOBITUAX, TaKMX KakK
MpeaynpexaeHna nogo3puTenbHble NaKeTbl, MOBbIWEHWE 3arpyKEHHOCTU CETU, HEM3BECTHbIE afpeca m

T.M.

Bbl MOXeTe WM3MeHATb HEeKOTOpble HACTPOWKM, TakMe KaK WpudTbl, uBeTa M pasmep bydepa, BbI6paB MNyHKT

HacTpoiika B meHto nporpammsl. s 6onee noapobHol MHPopmaumnmn obpaTUTech K rnase YcTaHOBKa ONUNA.

‘ PaboTta c nporpammoit | CommView for WiFi




I'/1aBHOE MeHI0

MyHKTbI MEHIO MPOrPaMMbl OMMUCAHbI HUMKE.

daiin

HauaTtb 3axBaT/3aKOHUMTb 3aXBaT — HauMHaeT/npekpawaeT cb6op NnakeTos.

Bnokuposatb c60p nNakeToB/BO306HOBUTb — OCTAHOBWTL/BO306HOBWUTL OTOGpPakeHME NaKeTOB B 3aKNagKe
MNakeTtbl.

PeXXMm yaaneHHOro MOHMTOPUHIA — MOKa3biBaeT/CKPbIBAET NaHeb MHCTPYMEHTOB A5 YA4aeHHOTO MOHUTOPUHIA.
MaHesib NO3BOIAET COEAMHATLCA C yAAa/IEHHbIMW YCTPOMCTBAaMM A5 3axBaTa naketos: Remote Agent for WiFi, RPCAP

man Aruba remote capture.

COXpaHUTb Y3/1bl KaK — COXPaHUTb COLEPHKMMOE 3aKNaLKM Y3bl.

CoxpaHuUTb KaHabl KaK — COXPaHUTb cogepnumoe 3aknaakm Kananbl.

CoxpaHuTtb Tekylme IP-coegMHEHUA KaK — N03BOIAET COXPAaHUTb COAEPKMMOE 3aKNALKN.

Tekywme IP-coeguHeHua B popmatax HTML nam CSV.

CoxpaHuTb NaKeTbl Kak — NO3BOJIAET COXPaHUTb coaepXmnmoe 3aknagkm Makertbl B HyxxHOM dopmaTte. 3aknagKa
"Log-dpannbl" npeaocTaBasieT Ha BbIbOp HECKO/IbKO popmMaToB coxpaHeHus ¢annos.

MNpocmoTp Log-¢$painnoB — oTKpbIBAET OKHO NpocmoTpa Log-dannos.

MpocmoTp VolIP log-¢aiinoB — oTKpbiBaeT HoBOe OKHO npocmoTpa VolP log-daiinos.

OuYUCTUTDb Y3Nbl — CTUPAET coaepumoe Tabanubl B 3aknaake Y3nbl.

OuYUCTUTb KaHaNbl — CTMPAET CogepKMMoe Tabauubl B 3aKknagke KaHanbl.

Ounctutb Tekywme IP-coeguHeHunn — ctupaet cogepumoe Tabamubl Tekywme IP-coeauHeHums.

Ouunctutb 6ydep nakeToB — cTMpaeT coaepmumoe bydepa nporpammsl 1 3aKnaakm Makerol.

Ouunctutb gaHHble VoIP — cTtupaet cogepxnmoe 3aknagku VolP.

Mpou3sBoauTeNbHOCTb — OTOOpParkaeT NPON3BOANTENILHOCTb MPOrPaMMbl: KOJIMYECTBO YCMELIHO NepexBadveHHbIX U
HenpeAHaMepeHHO NPOMYLWEHHbIX APalNBEPOM YCTPOMUCTBA NAaKeTOB.

Bbixopg, — BbIX0A M3 NPOrpammbl.

ITouck

HaiiT nakeT — Bbi3bIBaeT AMaor NOUCKA NaKeTa, KOTOPbIM NO3BOISET HANTM MAKeT, COAEPMKALMIN onpeseneHHbli
TEKCT.

MepeitTM K NakeTy ¢ HOMEPOM... - BbI3bIBAa€T AMAON, B KOTOPOM €CTb BO3MOMKHOCTb Mepexofa K NaKkeTy C
YKa3aHHbIM HOMEPOM.

Bud

CraTtuctuka — OTKpPbIBAa€T OKHO CTAaTUCTUKM NPOTOKO/I0OB U AdHHbIX.

UHPopmauma o nopTax — NO3BOAAET NOCMOTPETb MHPOPMALMIO O NOPTaX.

Katanor Log-¢$ainnos — oTKpbIBaeT AMPEKTOPULD, FAE MO YMONYAHUIO CoXpaHAatoTca Log-dainbl.

KONOHKM y310B - NOKa3biBaeT/CKPbIBAET KOMOHKM B 3aKnagKe Y3nbl.

KONoHKM KaHanoB - NoKa3blBaeT/CKPbIBAeT KONOHKM B 3aKnagKe KaHanbl.

KonoHKu Tekywmx IP-coeguHeHMit — NoKasbiBaeT/CKpbIBAET KONOHKM B 3aKnaake Tekywme IP-coeguHeHus.
KonoHKM nakeToB — NOKa3bliBaeT/CKpbIBaeT KOMIOHKN B 3aKnaake Maketsbl.
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KaHanbl u cnekrtp — HOKa3bIBaeT/CKprBaeT naHesnb KaHanbl 1 cnekTp B HUMKHEN YacTu 3aKnagku Ysnbl.

HHcmpymeHmul

FeHepaTop NaKeToB — OTKPbIBAET OKHO reHepaTtopa NnakeTos.

PekoHcTpyKuma TCP-ceccum — no3BoJsiAeT pPeKoHCTpympoBatb TCP-ceccuio, HayMHaa ¢ BblOpaHHOro mnakeTa

(oTKpbIBaeTCA HOBOE OKHO, 0OTOOpaXKatoLee BECb NPOLLECC OOMEHA MeXay ABYMSA XOCTamu).
PekoHcTpyKuma UDP-noToKa — no3BO/AET pekoHcTpyuMposaTb UDP-noToK, HauMHas ¢ BblOpaHHOro nakeTa

(oTKpbIBaeTCA OKHO, OTOGpaXkatollee BeCb NpoL,ecC 0bMeHa Mexay ABYMS XOCTamu).
OnpepeneHne musrotosutena NIC — OTKpbIBAaeT OKHO, r4e MOMKHO Onpesesintb GUPMY-U3roTOBUTENA CETEBOTO

agantepa no MAC-agpecy.
3axBaT No pacnUCaHUIO — MEHEKEP pacnucaHua, nobaBasaeT nam yaanaer us pacnvcaHus HoBble PaboTol.

Peaccouunauma y3noB — OTKpbIBaeT OKHO peaccoLmnalmnm y3108.

Hacmpoiika

WpundTbl — OTKPLIBAET NOAMEHIO YCTAaHOBKM WPUDTOB, MCNO/b3YEMbIX B MHTEpPdence Nporpammel.
Knioun WEP/WPA — OTKpbIBAaeT OKHO, B KOTOPOM MOXHO BBeCTU Katoum WEP/WPA.
MAC-nceBAOHMMbBI — BbI3bIBA€T OKHO, M4e MOXHO Ha3HauuTb MMmeHa (anvackbl) MAC-agpecam gnsa obneryeHus

o630pa TpaduKa cetu.
IP-nceBAOHMMbI — BbI3bIBAET OKHO, F4e MOXHO Ha3Ha4YMTb NErko 3anoMmnHaemble MmeHa (asivacol) IP-agpecam.

YCTaHOBKM — OTKpbIBAaeT OKHO, B KOTOPOM MOXKHO Onpene/iTb AONOJHUTEbHbIE CBOMCTBA NPOrPamMmMbl.

f3bIKM uHTepdeiica — nameHeHMe fA3blka MHTepdelica (TpebyeT nepesanycka nporpammbl). MHCTANANALMOHHDIN
nakeT CommView for WiFi moxeT He coaepKaTb BCce AOCTyMNHble Gpaisibl A3bIKOB M0J/Ib30BATE/IbCKOTO MHTEepdenca.
[na 3arpyskn HeobxoAuMbIX A3bIKOB BblbepuTe B MeHIo onuuto Apyrve a3biku. OTKpoeTca Beb-CTpaHuua ¢
A3bIKOBbIMM MOAYNAMU 419 JAHHOW BEPCUMM NPOTPaMMbI.

IIpasuaa

3axsaTtbiBaTb data-nakeTtbl — BK/IOYaeT/oTKa04aeT 3axBaTt naketos Tmna "Data".

3axBaTbiBaTb mManagement-nakeTbl — BK/lOYaeT/OTKAOYaeT 3axBaT Nnaketos TMna "Management".

3axsaTtbiBaTb control-nakeTtbl — BK/AtOYaeT/oTKaO4aeT 3axsart naketos tmna "Control".

UrHopuposaTtb beacon-nakeTbl - BKAOYaeT/oTKAOUaeT 3axBaT NakeTtos Tmna "Beacon".

CoXpaHUTb TEKYLLME KaK — NO3BOIAET COXPAaHUTb B KOHPUIypaLMOHHOM dalifie TeKyLMe HaCTPOMKKM NpaBma cbopa
NnaKkeTos.

3arpy3uTb U3 — NO3BOJIAET 3arpy3nTb HAaCTPOMKM NpaBuma cbopa NaKeToB U3 paHee CO34aHHOTO KOHOUIYPaLLMOHHOTO
daiina.

OTMeHUTb BCe — OTMEHSAET BCe NpaBuaa (ecam TakoBble H6blN YCTAHOB/EHDI).

Cnpaeka

CopeprkaHue — oTKpbIBaeT dalin-cnpasky CommView for WiFi.
MUckaTb B cnpaBKe — NoKasbiBaeT ornasneHune daina-cnpaskm CommView for WiFi.
OHnaiH yuyebHUK — OTKpbIBaeT B Hpaysepe OKHO ¢ yuebHMKoMm no pabote c CommView for WiFi.
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http://www.ethernet-analyzer.com/

MpoBeputb HannMune o6HOBAEHUIA — OTKpPbIBAaeT mMacTtep obHoBAeHWI. Ons Toro, Yytobbl cKayaTb M YCTAaHOBUTb
nocnepgHee obHosneHue gna CommView for WiFi ¢ caitta TamoSoft, cnegyiite MHCTPYKUMAM.

AKTMBAUMA — NO3BO/ISET aKTUBMPOBATL Bally KOMMUIO A@aHHOTO NPOAYKTa M/ NPOBEPUTL GaKT ee aKTUBaLMN.

O nporpamme — BbIBOAUT MHPOPMALIMIO O BEPCUM NPOTrPamMbl.

MpaKTUUYECKM KarKAblii 3n1emMeHT MHTepdelica MMeeT KOHTEKCTHO-3aBUMCMMOE MEeHI0, KOTOPOe MOXHO Bbi3BaTb

HaXatnem HpaBOﬁ KHOMKW MbIWN; MHOITMe KOMaHAabl AO0CTYNHbl TOJ/IbKO Yepe3 3TO MEHIO.
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Y3ibI1

IT0 rnaBHanA 3akNafKa B MPUIOXKEHMM, KOTOPAA UCNOIb3YETCA AN KOHTPOJIA 3axBaTa MAaKeTOB, MOKa3a AeTasibHOM
MHOOPMaLMM O TOYKaX AOCTYNa, aCCOLMMPOBAHHbIX CTAaHUMAX, a TaKKe CTaTUCTUKM MCMNO/b30BaHWUA KaHaNoB U
rpadmyeckoro npeacraBieHUA cnekTpa 6ecnpoBoAHON ceTu.

=) CommView for WiFi - Edimax EW-7733UnD - B
®aiin Monck  Bug  WUncrpymenmer  Hactpoiika  Mpasana  Cnpaska
u 15 & | C i . D | (g [OE (6, | Ji 3]
- - | | 7
TIEFER ALY T T Y EY. X |
& vane |8 Karanst | ¥ Teyuwme IP-cosgurenna | ' Makerst | [E] VolP | T Log-dariner | € Npasuna | G Mpeaynpexaermn
¥ Wcnonbsosanne, 2.4 GHz, MB/cex Cranaapt / MAC-aapec » Kawan Tun SSID Crangapt  Wndpoearne Curvan  Make... [Motoku  Ck 3axear ¥
002 # 802tac || © Oaroxaranshei pexim
! &, D-LinkiniFC:EB:26 157 (157-161@4.. AP DevNet 802.11ac  WPA-CCMP  -29/-26/-25 13000 3 - P
0.015 4 802.11an 24GHz-9
45(44-45@40) AP UNIT3EXTO  802.11an  WPA-CCMP  -43/-40/-33 4500 3 5E
Bz 161 (157-161@40) AP DevNet 802.11an  WPA-CCMP  -57/-55/-53 300.0 2 2 @ ST e ST
0.0054 Kondurypuposars... v
2 AP UNIT3GUEST 802.11n  WPA-CCMP 1440 2 c
o exyHA Ha KaHam:
TESEC ey sSd  w 2 AP UNIT3EXTO  20211n  WPA-CCMP 1440 2 _
2 AP UNIT3EXT!  20211n  WPA-CCMP 1440 2 05 5
¥ Wcnonesosarie, 5.0 GHz, MB/cex 2 AP UNITIEXTZ  802.11n WPA-CCMP 1440 2 .
-¢ N [] Brop. kanan winke & pexane 40 MH:
4(4-2040) AP beeline 802.11n  WPA-CCMP 1500 1 ) Axcnssioe o rapyscerne yanos
0.004 9 AP DevNet 802.11n  WPA-CCMP 2167 3 .
- 4 & EdimaxTe66.C2E 9(5-0@40) AP DevNetf6C2.. 80211n  WPA-CCMP 3000 2 e v
%] AppleBD:AD:37 STA
0.002+ B Htc:99:7AF7 STA a
5 O e FRED|
@ 3, MetgearD%:5A4:C0 1 AP Supemove  20211n  WPA-TKIP 1440 2
1 I, Tp-LinkT:F300:52 1 (7-1@40) AP Acc4 202.11n  WPA-CCMP... 3000 2 M4
o
3640 46 56 100 116 132 153 4 802119
AsustekC:D2AB:20 2 AP Floor32 802.11g  WPA-CCMP 540 1
¥ Yposetib curnang, 24 GHz, dBm AsustekCDC:BBTC 1 AP Floor38 80211g  WPA-TKIP 540 1
D-Linkin:79:C4:14 11 AP GuestNet22 80211 WPA-CCMP 540 1
4 ¢ » L

204

_an-

1234567881011 13

& &
3 2
iU W 1averey

¥ Yposerb curnana, 5.0 GHz, dBm

204

a0

@ o
S o

364044 Sz60 104 120132 153165

3axpar Bin, Maxerer: 3,250 | Kntoun: WPA Agtocosp.: Beten. Mpasnna: Beikn, Mpeaynp.: 2 i,

3% 3arp. CPU PR.REQ

OKHO COAepKUT HECKOIbKO M3MEHAEMbIX No pasmepy naHenen, KOTOpPpble ONMUCaHbl HUXeE.

Ilanenu «3axeam» u «<HHOUKamop KaHa.1a»

MaHenb 3axBaT No3BosAeT BblI6paTh ABa perKMMa 3axBaTa: OAHOKAHANbHbIN PeXXum 1an PeXXum CKaHMpoBaHuA.
Ecnmn Bbl BbibepeTe OAHOKAHANbHBIM PEXKUM, NPUNOKeHMe ByaeT 3axBaTbiBaTb NaKeTbl HAa O4HOM KaHane (Man Ha
HECKO/IbKMX KaHanax, ecnn Bbl MCMO/b3yeTe HEeCKObKO noagepxkmsaembix USB-kapT; noapobHas mHbopmaumn
npuBedeHa HUMXKe), KOTOpbld Bbl MOXKeTe Bbl6paTb B BbiMagatowem cnucke. Ecam Bbl BbibepeT Pexum
CKaHMPOBaHMA, NPUIOXKeHNe ByaeT NPOXOAUTb Yepes KaHabl Mo Kpyry, T.e. NpuaoskeHne 6yaeT NpoBoAnNTb 3axBaT
Ha NepBOM KaHa/e, MocC/ie 3TOr0 NEPEK/YMTCA Ha CAeAyOWMIA KaHan 1 Tak ganee, 40 Tex Nop, NoKa He AoNaeT 4o
nocsiegHero KaHana, noc/e Yero HaYHeTCA HOBbIN LMK CKaHMpoBaHuA. [1ns Toro utobbl CKOHUryprpoBaTh Habop
KaHa/NoB ONA CKaHMPOBaHMA, Haxmute KHoMKy KoHdurypuposaTtb 1 npoctasbTe ¢axkku, 4Tobbl BbIGpaTh MM
ybpaTb onpegeneHHble KaHaabl. B 3aBUCMMOCTU OT CTPaHbl U PEryAATUBHOMO AOMEHA, YCTAHOBAEHHOrO B Ballem
afjanTepe, CNMCOK NOAAEPHKMBAEMbIX KaHANOB MOXKET PasnnuyaTbcs. [aHHblA BONPOC AEeTaNbHO ONWCaH B rnase
FAQ. Ona Toro yto6bl CKOHGUTYPUPOBaATL BPEMA, KOTOPOE NPUIOKEHWNE TPATUT HA CKAHMPOBAHME KaXKA0ro KaHana,
MCMNob3yiTe Nosie pefakTMpoBaHuA CeKyHA Ha KaHan.

B HWMKHEN YacTM NaHenn Bbl MOXKETE BMAETb ABE APYr1e OnuuMu, KOTOpble KOHTPOMPYIOT 3axXBaT naketos. Onuua
BTop. KaHa/ HUXKe NePBUYHOrO B pexkume 40MrL, onpegenseT No3nuUmMio BTOPUYHOTO KaHana, Korga Mcnob3yerca
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cBa3blBaHMe KaHanos (channel bonding) B gnanasoHe 2,4 [Tu. Mo ymonyaHUIo, BTOPUYHbLIA KaHan 40 Ml B ceTax
802.11 umeeT 6onee BbICOKYIO 4ACTOTY, YeM MEPBUYHBLIA KaHan. ECaAn Bbl NpoBOAUTE 3aXBaT MAaKETOB B CETEBOM
OKPYKEHUMU, Tae BTOPUYHbIM KaHan umeeT 60siee HU3KYIO YacTOTy, NOCTaBbTe GaXKOK B 3TON onumuun. PnaxoK He
bynet nmeTb apdeKTa, €cM BTOPUYHDLIN KaHAN HE MOXKET pacrnosiaratbCA HUXe MNEepPBUYHOTO; 3TO MPOUCXOAMT,
Hanpumep, Toraa, Korga Bbl NPOBOAMTE 3aXBaT € KaHana 1, 2, 3 nam 4 Ha B gmManasoHe 2,4 Mlu. JaHHaa onuuA
OOCTYMNHA TONIbKO €CAM Bal agantep noagepXuBaeT 3axBaT KaHanoB Ha vactote 40 Mlu. Ecam BKAoYeHa onuma
AKTUBHOe 0b6Hapy)KeHUe y3/10B, NPUIOKEHUE Nepuoamyeckmn nocbliaet naketol PROBE REQUEST. Takue nakeTbl
o61eryatoT NOMCK Tex TOYEK AOCTyna, KOTOopble He TpaHCAMpytT cBom SSID. [laHHaA onuus AOCTYMHa TO/IbKO eCcau
Ball agantep NoAAEepKUBAET reHepaLmto NakeTos.

MNocne TOro, Kak Bbl CKOHd)VII’ypVIpOBa}WI onunun 3axBaTa, Ha*XMUTe Ha KHOMNKY Hauatb 3axBat Ha naHenu
UHCTPYMEHTOB. Ecan Bbl xoTuTe nepeKkntYnTbCA Ha HOBbIM KaHaa B TO BpemA, KaK y BaC BK/IKYEH pexXunm
OAHOKaHaﬂbeIﬁ PeXum, Nnu nepekniounTbca B PeXXnm cCKaHMpPOBaHUA, Bbl MOXKeTe caenaTb 3TO 6e3 ocTaHOBKM
3axBaTa. lNaHenb UHAMKaTOP KaHana oTpakaeTt TeKyLLI,I/II\/'I KaHan N 4acCToTy B TO BpeEMA, NOKa NpUnoKeHne nposoanT
3aXBaT NaKeToB.

Hcnosv308aHue HEeCKOANbKUX adanmepoe 0415 3axeama HecKO/1IbKUX KaHa/108

Ec/v Bam HY}KHO 3axBaTblBaTb MaKeTbl HA HECKO/IbKMX KaHaax 0A4HOBPEMEHHO, Bbl MOXeTe cAenaTb 3TO, UCNO/b3ysA
Heckonbko USB-aganTepoB. B Takom pexume BbiNnafdatoWwmii CNMCOK AnA Bblbopa KaHanoB npeaoctaBaseT
MHOMECTBEHHbIA Bbl6Op, YTO MNO3BOASET BaM Bbl6paTb HECKO/IbKO KaHa/noB MyTem yaepskaHua Knasuwu Ctrl.
MaHenb UHAMKATOP KaHana npy Takon KOHOUIypauum oTpasuT HECKOIbKO MHAMKATOPOB KaHasi/yactota. O6paTtute
BHMMaHWeE, YTO UCMNOJIb30BAHME HECKOJIbKMX afanTepoB NOALEPKMBAETCA TOIbKO OTPAHUYEHHbBIM YNCIOM MOgenei
agantepos. NogpobHan nHPopmaLma NpMBeseHa B rnaBe VIHOTOKaHa/IbHbIV 3axBaT.

Cnucok y3.08

Mocne TOro, KaKk Bbl Ha4YaM 3aXBaT MAaKeToB, Mporpamma HaunmHaet 4o6asnATb 06HapyKeHHble 6ecnpoBoAHbIe Y3/bl
B CMMCOK. MexaHM3M aHanM3a NaKeToB, WCMO/Ib3yeMbld NPOrpaMmoin, AETEKTUPYET M MOKa3blBaeT BCE TOYKM
[0CTyna, obHapyXeHHble Ha NPOCKaHMPOBAHHbIX KaHanax, CTaHUMK B pexkmme ad hoc, a Takke accounmnpoBaHHble
cTaHuuM B pexunme infrastructure. BaskKHO MOHMMaTb, YTO paguomoay/ib 6ecnpoBOAHOrO ajanTepa MOKeT
NMPUHMMaTb AaHHbIE TOJIBKO C OJHOrM0 KaHana B /060t MoMeHT BpemeHu. Mo3Tomy, Koraa Bbl Bbibupaete ana
MOHUTOPUHIa OnpedeneHHbln KaHan, 3Ta Tabauua 6yaeT cogepskaTb AaHHble O TOYKax AOCTyna U CTaHUMAX,
BeayLmx obmeH AaHHbIMW B PaMKax 04HOTO BbiIBpaHHOrO KaHana. Bbl MoxeTe BblibpaTb APYroit KaHan v NOBTOPHO
3anycTMTb Mpouecc 3axsata B 060 MOMeHT 6e3 cbpoca AaHHbIX B Tabauue, UKW e BKAYUTL PEXUM
CKaHMpoBaHMA, YTObbI NPUIOXKEHME MPOCKaHMPOBAAO KaHa/bl TaK, YTOBbl Bbl MOTIM YBUAETb aKTUBHbIE Y3/bl Ha
Pa3IMYHbIX KaHanax.

3HayYeHMA KONOHOK B Ta6/w1u,e ONMUCaHbl HUXeE!:

SSID/CraHgapTt/KaHan — B 3aBMCMMOCTM OT MeToAa rpynnMpPoBKN, KOTOPbLIN Bbl BbIGpaan (40CTyn ocyliecTeaseTca

yepes KOHTEKCTHOe MeHto FpynnuposaTb No), NepBas KOJNOHKA COAEPKUT BeCcnpoBOAHbIE Y3/bl, CIPYNMNMPOBAHHbIE

no SSID, ctaHaapty 802.11 nnu KaHany. Kaxabii 6ecnpoBoaHblit y3en npeacrtaBneH ceommmn MAC-agpecamun mam
1

ncesgoHmmamm. CraHuumm, aCCoOUuMMNpPOBaAHHbIE C TOYKaMn AO0CTyna, MNOKa3biBAKOTCA KakK 'p,oqepHme" Y3:bl,
coegunHeHHble C poanuTeNbCKMMUN, KOTOPbIE ABNAKOTCA TOYKaMM O0CTyna.
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KaHan —KaHan, Ha KoTopom paboTaeT AaHHAA TOYKa A0CTYNa. Ecam TouKa AoCTyna MCNo/b3yeT CBA3bIBAHME KaHANoB
(channel bonding, kaHanbl wupuHoi 40, 80 mam 160 MlL), NEPBUYHBLIN KaHan yKa3blBaeTcA NepBbiM, 3aTeM B
CKobOKax cneasyeT MHGOPMaLMA O AONONHUTENbHbIX KaHaNax.

Tun — T1n y3na. Bo3amoskHble 3HavYeHuaA: AP (Touka goctyna), STA (cTaHuuA B pexkmume MHPpacTpykTypbl) u AD HOC
(ana ctaHumin B pexkume ad hoc).

SSID — ngeHTMdMKaTOp cepBmca. YHUKaNbHAA CTPOKa, KOTOpas OT/IMYAET 04HY 6ecnpoBOAHYIO IOKA/IbHYIO CETb OT
Apyrou.

CtaHgapTt — ctaHgapt 802.11 gns ToykM goctyna. Bo3moxkHble 3HauveHus: 802.11a, 802.11b, 802.11g, 802.11n,
802.11an n 802.11ac.

WndpoBaHMe — NOKa3bIBAET, UCNOb3YET AU y3en wudposaHne WEP nan WPA. 1ns ToyeKk 4oCTyna B 3TOM KOJIOHKe
6yAyT NoKasaHbl 4OCTYNHbIE MeTOAb! WKPPOBAHUA.

CurHan — ypoBeHb cMrHana B popmate MUHUMANbHbIN/cpegHUii/makcumanbHbii. CpeaHee 3HaYeHMe BbluncaseTca
C TOrO MOMEHTa, Koraa cogepxumoe Tabaunubl Obino cbpoweHo B nocsedHuit pa3. 3a 6osnee noapobHoM

nHpopmaumen obpatuTtecnh K rnase O6 ypoBHe curHasa.

MaKcMmanbHaa CKOPOCTb — MaKCMMasbHaa uanyeckaa CKOpPOCTb nepegaunm daHHbix (PHY data rate), koTopyto
MOMeT NpefoCTaBUTb TOUKa 4OCTyna.

MOTOKMU — KO/IMYECTBO NPOCTPAHCTBEHHbIX MOTOKOB, MOALEPHKMBAEMbIX TOUYKOM AOCTYNA.

CKopocTb (Tx 1 RX) — cKopocTb nepegaun AaHHbIX GopmaTe MUHMMaANbHbBIA/CpeaHuMii/makecumanbHbli. CpeaHee
3HaYeHMe BbIYMCIAETCA C TOFO MOMEHTA, KOrAa cofepxnmoe Tabamnubl 66110 cOpoLLEHO B NOCAeaHUI pas.

BaiiT (Tx 1 Rx) —KonmnuyecTBo 6aTOB, NepedaHHbIX U MPUHATLIX Y3/10M.

Maketbl (TX 1 RX) — KOAMYECTBO NAKETOB, NEpPeaHHbIX U MPUHATLIX Y3/0M.

MNosTop (Tx 1 RX) — KOIMYECTBO NakeToB C BbiCTaB/eHHbIM piarom Retry (nosTop).

®dparmeHTupoBaHble (TX M RX) — KOAMYECTBO MNaKeToB C  BbiCTaB/AeHHbIM ¢narom  Fragmented
(bparmeHTHpOBaAHHbIE).

Bbl MmO’KeTe NoKasaTb Man CKpPbITb OTAE/IbHbIE KOJIOHKWN, KIMKHYB HpaBOVI KHOMKN MbILN Ha 3aro/JiIoBOK KOJIOHKN UU
MCNob30BaTb MeHI0 Bua=> KonoHku y3n08. PacnonokeHne KONOHKN MOXHO U3MEHWUTD, npocCTo "I'IEPETaLLI,VIB" ee
Ha Tpe6yeM0e mecTo. Knuk npaBoﬁ KHOMKOM MbILIN B CNINCKE Y3/10B BbI3blBA€T MEHIO CO CIEAYHOWNMU KOMaHOaMUN:

JeTanu... — noKasbiBaeT oKHO [eTasibHad MHGopmMaLMa Mo TOYKaM A0CTYNa M CTaHLMAM.

BbiCTPbIA GUNBLTP — OTOUALTPOBLIBAET U NOKA3bIBAET B HOBOM OKHE MaKeTbl, Nepecblnaemble B/M3 BbIbBpPaHHOIO
y3/1a, @ TaKKe Te NaKeTbl, B KOTOPbIX 3HaYeHne MAC-azpeca BblIOpaHHOrO y3/1a paBHO 3HadeHuto BSSID-aapeca.
Konuposatb MAC-agpec — konupyet MAC-agpec y3na B bydep obmeHa.

Co3paTb NCeBAOHMM — OTKPbIBAET OKHO, A€ MOXHO Ha3HAYMTb JIerko 3anomuHaemble ncesaoHmbl MAC-agpecy.
CoxpaHuUTb y3/1bl KaK — NO3BOJIAET COXPaHATb COAEPKUMOE 3aKNaaKku Y3nel B Buae HTML-oTueTa.

O4YUCTUTb Y3/bl — OUMUCTUTL TAabANLY.

[JononHutenbHaA CTaTUCTUKA — MOKa3biBAeT OKHO CO CTATUCTMKOM pacnpeaesieHnsa NPOTOKO0B U AaHHbIX.

FpynnuposaTtb no — rpynnupyeT cnucok no SSID, kaHany uau ctaHgapty 802.11.
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IlaHeau «Hcnosab308aHue» U «YpogeHsv cucHa1a»

3TN NaHeNu, pacnosioKeHHbIe CaeBa B 3aKIagKe Y3/bl, NOKa3bIBalOT rpaduKu MCNoNb30BaHMA KaXKa0ro KaHana (aga
OTAEeNbHbIX rpaduKa Ana KaHanos 2,4 MMy n 5 Tu). B 4ONONHEHME K TEKYLWMM YPOBHAM AaHHble TPadUKM TaKKe
OTpPaXKaloT MCTOPUYECKME MAKCUMYMbl, KOTOpPblE NOKa3bIBAOTCA NPUMNYLEHHbIM LBETOM.

Ilaneawv «Kanaavl u cnekmp»

OTa naHenp, pPacnosioXXeHHaA B HUXHEN YacTu 3aKNagKku ¥Y3nbl, BbiNOAHAET Ase d)yHKLI,VIVIZ

®  CoaepxuT rpadmnyeckoe nNpeacTaBieHne akTUBHbIX TOYEK JOCTYNa, r4e KaKaas To4Ka AOCTyna NoKasaHa C
MCMNOAb30BaHNEM AWHWUK, 0BO3HavatlowWwel ee NPUBAU3UTENbHYIO CNEKTPA/bHYI0 Macky. LUnprvHa macku
3aBMCUT OT LUMPUHbI KaHana, NOALEPKMBAEMOWN TOUYKOM AOCTYNa, a BbICOTA MACKM 3aBUCUT OT TEKYLLEro
YPOBHA CUrHana.

® [loKasblBaeT CMNeKTpasibHble [AaHHble, €CAN MOAKNIOYEH CheKTpanbHbli USB-aHanusatop Wi-Spy oT
MetaGeek. CneKTpafibHbIi aHAAM3aTOpP MPOBOAUT MOHMTOPUHI MOJAOC 4ACTOT, WCNONAb3YEMbIX
6ecnposoaHbimu ycTpoictBamm Wi-Fi. MOCKOMbKY 4YTO 3TM 4acTOTbl HENULLEH3UPOBAHHbIE, OHW 4YACTO
WUCMO/Ib3YIOTCA MUCTOYHUKAMM CUTHAMQ, MWCMNOb3YHLWMMW CTaHAAPTbl AaHHbIX, OTAMYHbIX OT Wi-Fi,
Hanpumep, TaKMMWU KaKk HGecnpoBoaHble Kamepbl, MMKPOBOJIHOBbIE Neyn uanm BecnpoBogHble TenedoHbl,
4yTO Cco34aeT nomexu. HasHayeHWe CNEeKTPasbHOro aHanAus3a — AEeTeKTUpoBaTb UM MAeHTUPUUUMPOBATb
WCTOYHMKM MOMEX, YCTPaHATb MX U/UAn naeHTMONUMPOBaTb KaHaibl 6ecnpoBOAHbIX CETEeM, rae Nomexm
6yayT MMHMMaNbHbI. NHbopmaLmna noapobHo onncaHa B rnase CriekTpasibHbIi aHaaus.
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http://www.metageek.net/products/wi-spy/
http://www.metageek.net/

JeTasibHasA UHPOpPMaALUA 10 TOYKAM AOCTYINA U CTAHLUAM

Mpy ABOMHOM KAMKE Ha UMA TOYKM AOCTYyNa WAW CTaHUMMK, OTpaXKaemblX B 3aKnagke Y3, CommView for WiFi
BbIBOAUT AETaJIbHYH0 MHGOPMALMIO MO BbIOpaHHOMY y3/1y, KaK NOKa3aHO HUXKe.
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BepxHsas naHenb nokasbiBaeT Tnn, MAC-aapec v SSID BbIbpaHHOTO y3/1a, a TaKXe Apyrue KaoyeBble AeTann, Takue
KaK KaHa/l, Bpems, Koraa y3en bbin1 BnepBble 3aMmeyeH, Bpems noceaHein akTMBHOCTU U T.4. MaHenb ucnonbsyert ToT
Ke LBEeT, KOTOPbIN NPUMEHAETCA N5 NOKa3a BbIOPaHHOM TOYKM JOCTyna Ha NaHenn KaHanbl U cnekTp B rMaBHOM
OKHE NPUNOXKEHUA.

Ha HUXKHEel naHenn Bbl MOXKeTe BUAETb Ta6I'IVILI,bI Tunbl nakeTos n CKOpOCTVI. otn Ta6I'IVILI,bI OTPa*aloT AeTa/IbHYHO
CTAaTUCTUKY NO TUNaM U NOATUNAM NAKETOB, @ TAKXKe N0 CKOPOCTAM nepeaydn aHHbIX.

B nesoi naHenn Bbl MOXeTe yBMAETb TpU rpadmka: YposeHb curHana, Makeros/cek u MbB/ceK. Mpadurk YpoeeHb
CMrHana nokasblBaeT ypoBeHb CUTHaNa AnA BblbpaHHOro y3na. paduku MNMakeros/cek n M6uT/cek nokasbiBatoT
KOJIMYECTBO MAKeTOB U MerabaiiT B CEKyHAY, OTOCAAHHbIX HA/C AaHHOro y3na. O6patmute BHUMaHUE, YTO AaHHblE
rpadukn obHOBAAKOTCA TONBKO TOrAa, KOrga MpUAOXKeHWe MPOBOAMT 3axXBaT AaHHbIX Ha KaHane, rae paboTtaer
OaHHbIV y3e/. 3TO 03HAYaeT, YTo, HanpMMep, ecaun Bbl NMPOBOAMTE 3aXBaT AaHHbIX HA KaHane 5, n BbibpaHHaA Touka
[0CTyna TaKXe paboTaeT Ha KaHane 5, To rpaduku 6yaytT o6HOBAATLCA NOCTOAHHO. O4HAKO ec/n Bbl MCMO/b3yeTe
Pexum cKaHupoBaHuA, rpadukn 6yayT OOHOBAATHCA TONBKO KOrAa MpPUIOXKEHWE NPOXOAMT Yepe3 KaHas, Ha
KoTOopom paboTaeT AaHHaA TOYKa AOoCTyna.
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KaHaJibl

B 3TOi 3aKnagKe noKasaHa CTaTUCTMKa MO BCeM KaHafam, KOTOpble CKaHWPYIOTCA B AAHHbIA MOMEHT MM
CKaHMpPOBanMCb B npoluiom. Koanyectso KaHanoB B Tabanue 3aBUCUT OT pexnma mcnonbsosaHna CommvView for
WiFi. O6bluHO, ecnu Bbl HabAoAaETE TOIbKO OAIMH KaHa/, UCMOb3yeMbli Balleit ceTbio, Tabaunua byaeTt coaepsaTtb
AaHHble TOMbKO O BbIBpPaHHOM KaHase, MOCKOJIbKY paaMomoAy/nb Ballero 6ecnpoBOAHOrO ajantepa MOMKeT
paboTaTb TONbKO C OAHUM KaHa/IoM 0AHOBPEMEHHO. Ecau Bbl BbibepeTe AN MOHUTOPWHIA APYroi KaHan, OH cpasy
pobasutca B Tabaunue. Ecam Bbl BbibepeTe perkum CKaHMpOBaHME B 3aKnagke Y3nbl, Tabnvua byaeTt coaepsaTtb
nHdopmaLmio 060 BCeX NPOCKAHUPOBAHHbIX KaHaNax, Ha KOTOPbIX Bbl1 NepexBayeH XoTsa 6bl OANH NaKeT.

i CommView for WiFi - Edimax EW-7733UnD - 0
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MNockonbky B cTtaHpapte 802.11 Mcnoab3ylOTCA NepeKpbiBatOWMeca 4acToTbl KaHaNoB B Auana3oHe 2,4 [Tu, Bbl
MOT/IM 3aMEeTUTb, YTO AarKe B C/lyYae HACTPOMKM Ballei ceT Ha paboTy TONbKO C OAHUM KaHasoM, Hanpumep 6, Bbl

MOXKeTe YBUAETb HEHYNEBbIE 3HAYEHMA ANA COCeAHMX KaHaNoB. B oTanumne oT KaHanos Ha 2,4 Ty, KaHanbl Ha 5 Ty,
He nepeKpbIBatOTCA.

B HUXKHE naHenu Bbl moxeTe BuaeTb Tabauubl Tunbl naketoB 1 CKOPOCTU. OTU TabaMLbl OTPaXKatoT AeTabHYIO
CTaTMUCTUKY MO TUMaM M NMOATUNAM MAKETOB, a TaKXKe Mo CKOPOCTAM nepeaayn AaHHbIX.

B neBoit naHenn Bbl MOXKeTe yBUAETb TPU rpaduKa: YposeHb curHana, Maketos/cek n1 MB/cek. lpadunk YposeHb
CUrHana nokasbiBaeT ypoBeHb CUrHana Ana BbibpaHHOro ysna. Mpadukm MNaketoB/cek M MB/ceKk nokasbiBatoT
KOMYECTBO MaKeToB M mMerabaliT B CeKyHAy, OTOCNaHHbIX Ha/c BblibpaHHOro ys3na. Pabotasa c nHbopmaumen,
npuBeAEHHOW B AaHHbIX rpadurKax, 0bpaTuTe BHUMaHUE Ha credylollee:

= [padukn oTobparkaloT AaHHbIE TONbKO A4 BbiI6paHHOrO KaHana.
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= [padukn OBHOBNAIOTCA TONbKO TOrAa, Koraa MpuIoXKeHWe MNPOBOAUT 3axBaT AaHHbIX HAa BblGpaHHOM
KaHa/se. 3To 03HauYaeT, YTo, HanpMmep, ec/iM Bbl NPOBOAUTE 3aXBaT AaHHbIX HA KaHane 2 U BbI6pann KaHan
2 B CMUCKe KaHaoB, To rpadmkmn 6yayT o06HOBAATLCA NOCTOAHHO. Ecan Bbl BbibepeTe KaHan 3, rpadukm byayT
"3amoporkeHbl". Ecin Bbl paboTaeTe B PexXnme cKaHUMpoBaHUA 1 BbibMpaeTe ntob6oi KaHan, rpadumkun 6yayt
06HOBNATLCA KaXaplih pa3, Koraa NpuaoXKeHne byaeT NPOXoAuUTb Yepes 3TOT KaHail.

KonoHKu Ta6!1MLI,bI MMEIKT caieayrouine 3Ha4eHunA:

KaHan — Homep KaHana.

YactoTa — yacTtoTa KaHana B Mrlu.

MakeTbl — 06LiEE KOIMYECTBO 3aXBayYeHHbIX MAKETOB.

CurHan — ypoBeHb curHana B dopmaTe MUHUMaNbHbIN/CpeaHUii/MakcumanbHbin. CpeaHee 3HaYeHUe BbluMCAAETCA
C TOrO MOMEHTa, Koraa cofepxumoe Tabaumubl bbino cbpoweHo B nocsiedHuit pa3. 3a 6osnee noapobHoM

nHpopmaumen obpatuTtech K rnase O6 ypoBHe curHasa.

LWym — ypoBeHb Wyma B dopmaTe MUHMMaNbHbIN/CpeaHNit/makcumanbHbii. CpeaHee 3HaYeHMe BbluMCAAETCA C
TOr0O MOMEHTA, Korga cogepsumoe Tabsauubl 6bin0 cOpoweHo B nocnegHuidi pas. HekoTopble agantepbl He
noAAEePMKMBALOT NOKa3 MHOOPMaLMKM 06 YpoBHE LyMe, MOSTOMY Ball aAanTep He NogaepKMBaeT 3Ty GyHKLMIO, 3Ta
KOJIOHKa He byaeT BuAHa.

CKOpOCTb — CKOPOCTb Nepesayn AaHHbix GopmaTte MUHUMAbHbIN/CpegHnit/MakcMmanbHbii. CpeagHee 3HadYeHue

BbIYMCNAETCA C TOFO MOMEHTa, Koraa coaepxnmoe 1abaunubl 6b110 cOpolweHo B nocneaHui pas.

MoBTOp — KO/IMYECTBO NAKETOB C BbICTaB/eHHbIM dnarom Retry (nosTop).

dparmeHTUpoBaHHble (TX M RX) — KO/JMYECTBO MNaKeToB C  BbICTaBNeHHbIM dnarom Fragmented
(bparmeHTHpOBaAHHbIE).

3awungdpoBaHHbIe — KOJIMYECTBO MAKeTOB C BbiCTaBAeHHbIM drarom Encrypted (wndposaHme)

Owun6km CRC — KoMyecTBO NakeToB ¢ owmnbkamm CRC. Ana 6onee noapobHom nHpopmaumm cm. O6 owmbrax CRC
nliCV.

OTaenbHble KOJIOHKM MOXHO MOKasaTb MAW CNpATaTb, €CAW KAMKHYTb Ha 3aroN0BOK KONOHKM MPaBOl KHOMKOWM
MbIWKN WAM Yepe3 MeHo Bug => KONOHKM KaHanoB. PacnosiolKeHWe KOJIOHKM MOMKHO W3MEHWTb, MPOCTO
"nepetawms” ee Ha Tpebyemoe mecto. KAMK NpaBoOi KHOMKOM MbilM HAa Ha3BaHME KaHafa BbI3blIBA€T MEHIO CO

CNeayloWMMN KOMaHaaMu:

BbicTpbli GUALTP — OTOUALTPOBbLIBAET M MOKa3biBaeT WX B OTAE/AbHOM OKHe MaKeTbl, nepecbliaemblie MO
BblBpaHHOMY KaHany.

CoxXpaHuUTb KaHanbl KaK — COXPaHUTb COAEPXKMMOeE 3aKNaaKknN KaHanos B popmate HTML-oTyeTa.

OUYMCTUTb KaHaNbl — OUUCTUTL TabanLy.

[JononHutenbHaa cTaTUCTMKA — NOKa3aTb OKHO CO CTATUCTMKOW pacrnpeeseHuns NpOTOKOI0B U AaHHbIX.

KAWK NpaBo# KHOMKOM MbILM NO 3aro/ioBKam Tabauny, Tunbl nakeToB M CKOPOCTU BbI3bIBAET MEHIO CO C/leAyloLLel
KOMaHAaoM:

BbICTPbI GUNLTP — OTOUNLTPOBLIBAET NaKeTbl MO BbiIGPaHHOMY TUMY UAK CKOPOCTU M MOKA3biBaeT UX B OTAE/IbHOM

OKHe.
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Texkyuiue IP-coeguHeHus

ITa 3aKknagKa oTobparkaeT NoAPo6HYO MHPOPMaL Mo 0 6ecnpoBOAHbIX COeAMHEHUAX BALLErO KOMMNbOTEPa (TO/IbKO
ana npotokosaoB IP u IPv6). YTo6bl HayaTb 3axBaT MaKkeToB, BblibepuTe ®aidn => HauaTb 3axBaT MM HaXmuTe
COOTBETCTBYIOLLYIO KHOMKY Ha MaHenn WHCTpymeHToB. ObBpaTuTe BHMMaHWe Ha TO, YTO 3Ta 3aKnagKa He byaper
3aMOJIHATLCA, EC/IN NPUIONKEHME He ByAeT UMEeTb BO3MOXKHOCTU pacwmMdpoBbIBaTb TPAdUK ceTH, 3andpPOBaAHHbIN
¢ nomouwbto WEP man WPA. Ecam ceTb mcnonb3yet wneposaHne WEP manm WPA, Bce nakeTbl C AaHHbIMMU
nepeaatoTca B 3aWMbPOBaHHOM BMUAE, NOSTOMY HEBO3MOXKHO NOJy4uTb IP-aapeca oo Tex nop, NOKa Bbl HE BBegeTe
NpaBUIbHbIN KAOY Ana pacwndposbiBaHUA B meHio Hactpoiika => Kntoun WEP/WPA. B cayyae paclumdpoBbiBaHUA
WPA TpebytoTca AONO/IHUTENbHbIE AEUCTBUA, CM. rnaBy PaclwmdposbiBaHne WPA.
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Hu»Ke onucbiBaeTcA Ha3HavYeHUe KOJIOHOK Ta6}1MLI,bII

IP uncrtouyHuka, IP HasHayeHua — napa |P-agpecoB, mexay KOTOPbIMM MepecblnatoTca naketbl. [lporpamma
aBTOMATMYECKU onpeaennaeT mecToHaxoxaeHue IP-agpeca, U B 3aBUCMMOCTM OT BalUMX YCTAaHOBOK Fe0JIOKaLLuK,
MOKET MOKa3blBaTb Ha3BaHMe cTpaHbl an dnar. NoapobHO MHbOPMaLMA onMcaHa B r1aBe YCTaHOBKA OMNLUN.

BxopaAwme — nokasbIBaeT YNC/I0 MPUHATLIX NAaKeTOB.

Ucxopawme — NoKasbiBAaET YNCNO NOCAAHHBIX NAKETOB.

Ceccum — noKasbiBaeT YMcao yctaHoBaeHHbiXx TCP/IP-ceccuit. Ecamn coeanHernna no TCP He 6bian yCTaHOB/EHbI
(06pbIB coeamHeHuna naun pabota no npotokosam UDP/IP 1 ICMP/IP) - 3T0 3HauyeHWe paBHO HYAIO.

MopTbl - CNMCOK MOXKeET BbITb NYCTbIM, eciv NPOTOKoA He asaaeTcAa TCP/IP. MopTbl MOryT BbiTb MOKa3aHbl MAK KakK
4YMCNOBble 3HAYEHMUA, UM KaK COOTBETCTBYHOLIME Ha3BaHMA cepucoB. NoapobHo nHdopmauma onucaHa B riase
YcTaHoOBKa onuun.

MUma xocTa — NoKasbiBaeT MMA yaaNeHHOro XocTa. Ecam nma He MosKeT 6bITb onpeseneHo — KOJIOHKa nycTa.
BaiAT — KoanyecTBO 6aMTOB, NEpeaaHHbIX 33 CECCUIO.
MocneaHuii NnaKeT — NoKa3biBaeT Bpems, KOraa B TeueHue ceccum 6bin oTnpasieH / noaydeH nocaegHUin Naker.

MoXHO MOKa3blBaTb MAM CKPbIBaTb OTAE/bHble KONOHKU Tabauupbl, KAMKAA MNPaBON KHOMKOW MbiliKM MO MX
3arofioBKam MAM Bblbupas COOTBETCTBYIOLIME KOMaHAbl MeHio Bua => KonoHKu TeKywmx IP-coeguHeHuMiA.
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PacnonokeHne KONOHKU MOXHO U3MEHUTb, MPOCTO "nepetawms” ee Ha Tpebyemoe mecto. KAnK npaBoit KHONKOM
MbILIN Ha cnncok TeKywme IP-coeanuHeHUsn Bbi3biIBAaeT KOHTEKCTHOE MEHHO CO C/leAyoWMMM KOMaHAAMMU:

BbICTPbI GUABTP — HAXOAUT NAKETbI, NepPecblIaemMble MeXay BblbpaHHbIMUK IP-agpecammn n 0TobpakaeT nx B HOBOM
OKHe. Te ke AelcTBMA NPOU3BOAATCA ABOWHbBIM HAXKaTUEM MbILLN.

KonupoBaTtb — KonupyeT NoKanbHbll IP-agpec, yaaneHHbIn IP-agpec nam nma xocta B bydpep obmeHa.

CNUCOK NOPTOB — OTOOpPaKaeT OKHO C MOJIHbIM CMIMCKOM MOPTOB MCMOJIb3YEMbIX MEXKAY BblOpaHHOW napoi |P-
aapecos. 3T0 yA06HO, ec/iM BCE UCMO/Ib3yeMble NOPTbI HE MOMELLAIOTCA B COOTBETCTBYHIOLLEN KOIOHKE.

MNepepaya AaHHbIX — 0OTOOparkaeT OKHO ¢ MHbOpMmaumMeln 06 obbeme nepeaayUn AaHHbIX MeKAy BblIOpaHHOW Napow
IP-afpecoB v c BpemMeHem 06paboTKM NociegHero nakera.

MepeitTM K nakeTy — No3BosAET BbICTPO NepexoauTb K nepsomy/nocneaHemy nakeTy ¢ BbibpaHHbIM |P-agpecom
MCTOYHMKa/NoyyaTens; NporpaMmma OTKPOET 3aknaaky MakeTbl M YCTAaHOBUT Kypcop HA MaKeT, COOTBETCTBYIOLWMIA
KpUTEpPUIO.

SmartWhois — oTnpasnser BbibpaHHbIN IP-agpec NCTOUHUKA MAKn noayyaTens B SmartWhois, ecnn aTa nporpamma
YyCTaHOB/IEHa Ha Bawem KomnbtoTepe. SmartWhois - aBTOHOMHOE nNpuUAOXKeHWe, pa3paboTaHHOe Hallel
KomnaHuel, cnocobHoe cobupatb nHdopmauymio o aobom IP-agpece nam MmeHu xocta no scemy mupy. OHO
aBTOMaTUYECKM NpenocTaBaneT MHGOPMaLLMIO, CBA3AHHYIO C IP-aapecom, TaKylo KaK OMEH, CEeTEBOE UMSA, CTPaHY,
LITAT MM NPOBUHLMIO, TOpoA. DTy NPOrpaMmy MOXKHO 3arpy3uTh € Halero Beb-caliTa.

Co3paTtb NCeBAOHUM — OTKPbIBAET OKHO, A€ MOXHO HAa3HauYUTb JIerko 3anoMUHaemble nMeHa (aanacel) IP-agpecam.

CoxpaHutb Tekywme IP-coeagMHeHMA KaK.. — MNO3BOJIAET COXPaHWUTb codepxumoe 3aknagku Tekywwue IP-
coeauHeHua Kak HTML- naum CSV-otyer.

Ouunctutb Tekywme IP-coeanHeHna — oumwaet Tabamuy CTaTUCTUKK.

[ononHuTeNnbHaA CTaTUCTUKA... — OTKPbIBAET OKHO CO CTATUCTUKOM NPOTOKOI0B U AaHHbIX.
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3Ta 3aKnafika MCNo/b3yeTcsa ANs MOKasa BCeX MEPEXBAYeHHbIX CETEBbIX MAKETOB M OTODOpaykeHWs noapobHoM
MHbOPMaLMK O BbIBpaHHOM NakKeTe.
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B BepxHel Tabanue coaepHRnTca CNMCOK BCEX NepPexBayYeHHbIX MAaKeTOB. ITOT CIMCOK MOXKET ObiTb MCNO/Ib30BAH 1A
BbibOpa nakeTa, KoTopblii TpebyeTcA oTo6pasuTb M NpoaHannsmpoBaTtb. Korga KakoW-anbo nakeT BbibpaH,
OCTa/IbHble OKHa MNOKa3blBaloT MHPOPMALMIO O HEM.

Hu»ke onucbiBaeTcAa Ha3HavYeHUE KOJIOHOK Ta6ﬂMLl,bI:

NO — yHMKaNbHbIN HOMep NakeTa.

MNpoToKon — nokasbiBaeT NPOTOKO/ MaKeTa.

MAC UCTOYH./Ha3H. — NoKa3biBaeT MAC-aapeca UCTOYHMKA U NoSlydHaTens.

BSSID — nokasbiBaeT MAC-agpeca ToO4KM gocTyna (Korga npuMeHnmo).

IP ucTouH./Ha3H. — NoKasbiBaeT IP-agpeca MCTOYHMKA M NoaydaTens (Koraa npMmMeHUMmo).

MopTbl UCTOUH./HA3H. — NOKa3bIBAaeT MOPTbI UCTOUHMKA M MoayyaTens (Koraa npumeHuMmo). MopTbl mMoryT 6biTb
0TObOparKeHbl UM KaK YNCNOBbIE 3HAYEHUA, UM KaK COOTBETCTBYIOLME Ha3BaHUA cepsucos. [lna 6onee nogpobHoM
nHbopMaLMn CMOTpUTE FNaBy YCTaHOBKA ONLMWNA.

Bpema/UHTepBan — NoKasbiBaeT Bpema NOABAEHMA NakeTa — abCONOTHOE MM KaK MHTepBaja OT npeablayliero
nakeTa. MNepeknoyaTb PeKUM MOMKHO B MeHi0 Bug => KoNloHKU nakeToB => [l0Ka3biBaTb Bpems Kak.

Pa3mep — NoKasbIBaeT pa3smep naketa B 6anTax. Mo ymonyaHUIo KOJIOHKA He oTobparkaeTcs.

CUrHan — NoKasbIBaeT yPOBEHb CUTHAA B NpoueHTax uan dBm. 3a 6osee nogpobHoin MHPopmaumnen obpaTntech K
rnase O6 ypoBHe curHana.

CKOpOCTb — NMOKa3blBAaeT CKOPOCTb NEpesaun AaHHbix B MéuT/c.
[etann — nokasbiBaeT KPATKMUIA OTYET NO MAKETY.
Own6KM — NoKasbiBaeT MHbopMaumio 06 olwmnbKax. Mo yMONYaHUIO KONOHKA He NOKa3blBaeTCs.
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RA IP — ecqn Bbl Ucnonb3yeTe yAaNeHHble areHTbl gna cbopa AaHHbIX, NOKa3biBaeT IP-agpec Toro areHTa, OT
KOTOPOrO Noy4eH COOTBETCTBYHOLUMI NaKeT.

MoOXHO MOKa3sbiBaTb MAN CKPbIBaTb OTAE/IbHble KOJNOHKM T86!1VILI,bI, KNnKaA npaBoM KHOMKOM MbIWM MO WMX
3arozioBKam nam Bbl6l4pa$| COOTBETCTBYOWME KOMaHAbl MeHto Bua => KONOHKK naKkeTos.

BblBOA, NAaKETOB MOXHO NPUOCTAaHOBWUTb, BKAOYMB NYHKT Paitn => BrokupoBatb c60p nakertoB. B sTom cayyae
MaKeTbl MepexBaTbiBAlOTCA, HO He MOKa3blBalOTCA B 3aKnagKke MakeTbl. ITMM MOXKHO BOCMO/Ab30BATLCA, KOraa
MHTepecyeT TO/IbKO CTaTUCTMKA, @ HEe CamM NakeTbl. YTOObl BOCCTAHOBUTL MOKA3 MAKETOB B PeasibHOM BPEMEHM,
BKAOUMTE NMyHKT ®ain => NMpoaomKkuTb c60p NakeTos.

B cpegHem OKHe NoKa3aHO coAepXumoe naketa B "cblpom", HeobpaboTaHHOM BMAe. OHa NpeacTaBAeHA KAk B 16-
pUYHOM BMAE, TaK U B BUAe 06bIYHOrO TeKcTa. B TekcToBOM oTO6pakeHUM HenevyaTaemble CMMBO/bI MOKa3aHbl
Toukamu. B cnyyae, Koraa B BepxHei Tabauue BbIBpaHO HECKO/IbKO NAaKeToB, B CpeAHEM OKHe ByaeT nokasaHo
obulee KONMYECTBO BbIBPaHHbIX NAKETOB, UX CYMMAapPHbIiA pa3smep, a TaKKe BPeMeHHOW MHTePBaN MeXay NepBbim

M nocneagHMm naketamu.

B HM}KHEM OKHe noKasaHa AeKoAMpOBaHHAA VIHd)OpMaLI,VIFI Aana Bbl6paHHOFO nakeTa. 3Ta VIHd)OpMaLI,VIFI BK/IIOYAET B
cebn cyuwectBeHHble AaHHble, KOTOpble MOTYT 6bITb MCMNO/b30BaHbI I'IpO(bECCVIOHaI'IaMVI B 06s1aCcTU ceTeBbIX
TEXHOJIOTUA. |.|.|,e1'IKHyB npaBoﬁ KHOMKOM MbIWN, MOXHO BbI3BaTb KOHTEKCTHOE MeHIO, KOTOpOe no3BOAAET
OTKprBaTb/3aKpblBaTb Y3/bl, KONNPOBATb Coaepxnmoe Bb|6paHHOI'O y31a nan Bcex ys3nos.

B 3aKknagKe nakeToB TaKXkKe eCcTb HeboblWan NaHesb WHCTPYMEHTOB!:

il

]
& =l

Bbl MOKeTe NOMEHATb PACNONOKEHNE OKHA AEKOAMPOBAHMSA, HaXKaB Ha OAHY M3 TPeX KHOMOK HA 3TOM NaHenun (OKHO
MOeT 6bITb BbIPOBHEHO MO HWU3Y, MO SIEBOM WM NPAaBOM CTOPOHE). YeTBepTas KHOMKA BbINO/HAET aBTOMATUYECKYIO
NPOKPYTKY K nocnegHemy NPUHATOMY nakeTy. MATaA KHOMKa MO3BOAAET OCTaBUTb BblAE/NEHHbIN BamMu NakeT B
BUAMMOM CrUCKe (T. e. OH He BbIMAET 3a rpaHuULbl BUAMMON 061aCTM NpWU NOCTYNIEHUN HOBbIX NakeToB). LecTas
KHOMKa OTKPbIBAET COAEPKMMOEe TekKyllero bydepa nmaketoB B HOBOM OKHe. ITO OYEHb MOJIe3HO npu bonbluomn
3arpyKEHHOCTU CETM, KOoraa CNUCOK MNaKeToB MOCTOAHHO MPOKPYyYMBaeTcA W W3ydyeHWe nakeToB ObiBaet
3aTPyAHUTENBbHbBIM, MOCKOJIbKY OHW ObICTPO MCYE3alT 33 rpaHuuehn BUAMMOCTU. HaxkaB Ha 3Ty KHOMKY, Bbl
co3gagute "cHUMOK" bydepa NakeToB M CMOXKETE CMOKOMHO U3Y4YNTb €ro B OTAE/bHOM OKHe. Bbl MorKeTe caenatb
ntoboe KoNnyecTBo Takux "CHUMKOB'".

Haxatune npasoﬁ KHOMKN MbIlWN Ha CNUCKEe NaKeTOoB BbI3bIBAET MEHIO CO CAeAYHOWMNMMN KOMaHOAMN:

PeKkoHcTpyKuma TCP-ceccum — no3BosAET pPeKoHCTpympoBatb TCP-ceccuto, HayMHaa ¢ BblOpaHHOro mnakeTa

(oTKpbIBaEeTCA HOBOE OKHO, OTOBpakatolee BeCb Npouecc 0b6MeHa MeXay ABYMA XOCTamMu).
PekoHcTpyKumna UDP-noToKa — no3BossieT pekoHcTpyuMpoBaTb UDP-noToK, HauMHas ¢ BblGpaHHOro mnakeTa

(oTKpbIBaeTCA HOBOE OKHO, 0OTOOpaKatoLee BECb NPOLLECC OOMEHA MeXay ABYMSA XOCTamu).

BbicTpblit PUABTP - NO3BOAAET OOHaAPYKMBATb MaKeTbl, NepeaaBaemble mexay MAC- n IP-agpecamu, a Takxe
noptamu. ITU NakeTbl 0TO6PaKatoTcA B HOBOM OKHe.

OTKpPbITb NaKeT(bl) B HOBOM OKHe — M03BOJIAET OTKPbITb OAWMH UM HECKOJ/IbKO MAKETOB B OTAE/IbHOM OKHE.
Co3paTb NCeBAOHUM - OTKPbIBAET OKHO, M4e MOXKHO Ha3HaYMTb Ierko 3anoMmMHaemble MmeHa (a/1vackl) BbiIGpaHHbIM

MAC- nau IP-agpecam.
KonupoBatb agpec — konupyeT foKkanbHbi MAC- unm IP-agpec, yaaneHHbln MAC- unu IP-agpec B 6ydep obmeHa.
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KonupoBaTtb NaKeT — KONMPYET Cbipble AaHHble NakeTa B 6ydep obmeHa.

OTnpasuTb NakeT(bl) — OTKPbIBAET OKHO reHepatopa NakeTos M MO3BOAET NOCAATh BbIBPaHHbIA NakeT (04AMH MK

HECKO/IbKO) elle pa3. MNepes oTNpaBKON COAepPKMMOE NAKETOB MOMKHO U3MEHWUTD.

CoxpaHuTb NaKeT(bl) KaK... — 3anNu1CbIBaeT COAepXKMMOe BbIOBPAaHHOrO NakeTa (0AHOTO WM HECKOJIbKMX) B dalin.
dopmaT danna BoIbMpaeTcs B BbINAAAOWEM MEHHO.

SmartWhois — otnpasaseT BblbpaHHbIN IP-agpec ncTouHmMKa Mamn noayyatens 8 SmartWhois, ecam ata nporpamma
yCTaHOBJIEHA Ha Bawem KomnbtoTepe. SmartWhois - aBTOHOMHOEe nNpwWaoOXKeHMe, pa3paboTaHHoe Halel
KOMMaHuel, cnocobHoe cobupatb MHPopmauuo o nobom IP-agpece UAM MMEHM XOocTa No Bcemy mupy. OHo
aBTOMaTUYeCKM NpedocTaBasaeT MHPopmaLnio, cBA3aHHYIO ¢ |P-agpecom, TaKylo Kak LOMEH, CeTEBOE UMA, CTPAHY,
LWITAT UAN NPOBUHLMIO, ropoa,. 3Ty NPOrpaMmmy MOXKHO 3arpy3unTb € Hawero Beb-caiTa.

Ouuctutb 6ydep naketoB — cbHpacbiBaeT NporpammHbin 6ydep naketos. CAMCOK MAaKETOB OYMLLAETCA, U BCe
HaKOMNEHHbIe K 3TOMY MOMEHTY NaKeTbl CTUPAtOTCA.

Oexkoauposatb Kak... — ana TCP- n1 UDP-nakeTtos. [lo3BonAeT AeKkoaMpoBaTb U3BECTHble MPOrpamme MpPOTOKO/IbI,
KOTOpPble UCMO/Ib3YIOT HEeCTaHAAPTHbIe NopTbl. Hanpumep, ecam cepsep SOCKS smecto 1080 ncnonbsyet nopt 333,
MOXHO BblOpaTb NakeT, NpuHaanexxawmn ceccum SOCKS u, 3anga B 3To meHto, 3actaButb CommView for WiFi
aekoampoBaTtb Bce nakeTbl nopta 333 Kak SOCKS. Takue nepeHasHayeHus "MpPOTOKOA-MOPT' He ABAAOTCA
nepmMaHeHTHbIMM 1M ByayT B cune A0 BbIxoAa M3 Nporpammbl. [pocMM 3amMeTUTb, YTO Bbl HE MOXKeTe U3MEHUTb
CTaHAAPTHO YCTaHOBJ/IEHHbIe Mapbl "npotokon-nopt", T. e. CommView for WiFi He byaeT aekoaupoBaTb NakeTbl C
80-ro nopTa Kak naketbl TELNET.

WpudT — nossoasaeT Bam U3MeHUTb WpNOT gaa oTobpaxkeHns naketos 6e3 nsmeHeHusa wpudTa gpyrux 31eMeHToB
nporpammbl.

TaKXe eCTb BO3MOXHOCTb NepemeLllatb NakeTbl Ha pa6oqmﬁ ctronunnn B mo6yro nanky npu nomowmu mbiln.
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Log-daitibl

JTa 3akNagKa npegHasHavyeHa Ansa 3anncu nepexeBadeHHbIX Naketos B gpaiin Ha auck. CommView for WiFi coxpaHaeT
nakeTbl B cobctBeHHOM dopmaTe ¢ pacwmpeHmem .NCFX. Bbl Bcerga moKeTe 3arpysutb U NPOCMOTPETb 3TU daiiibl
npy NnoMoLwm yTmanTbl Log viewer uam npocto 3arpysutb atoboit NCFX-dain, npocto gBaxKabl KAMKHYB Ha Hero.
NCFX aBnseTtcs OTKpbiTbiM popmaTom, aeTasnbHoe onucaHne popmata NCFX npusegeHo B rnase Popmat Log-
dannos CommView.

CoxpaHeHue u .YHpCIB./leHlle

3Ta onums UCNoNb3YeTCA AJ/1A COXPAaHEHUA NepexBayeHHbIX NaKeToB B Gali/l BPYYHYIO, @ TaKkKe gnsa obbeanHeHus
Unn pasbuekn dalinioB. MOXKHO UAM COXPAaHUTb BCE MaKeTbl, HAXOAALWMECA HA AAHHbIM MOMEHT B bydepe, nam
TONBbKO YacTb U3 HUX, B 3aA4aHHOM AuanasoHe. MNonsa OT u [lo ycTaHaBAMBalOT Tpebyembli AManasoH HOMepoB
nakeToB, OTObOpa)keHHbIX B 3aknagke Maketbl. HaxkmuTte CoxpaHutb Kak.. gna Bbibopa umeHu odalina. Ecam
TpebyeTca BpyYHyto 06begMHUTL HEeCKONbKUX dalinos .NCFX B oguH, BbibepuTe onunio O6beguHutb log-daiinbl....
[na paspeneHus ¢anos .NCFX Ha HECKO/IbKO YacTelt, BbibepuTe onumto Pasaenutb log-daiinbl. Cnesys ykasaHuam
Nporpammbl, Bbl MOXKeTe BblOpaTb Tpebyemblli pasmep BbIXOAHbIX GaiioB.

AemocoxpaHeHue

YctaHoBUTe 3TOT dnaxok, 4Tobbl NporpamMmma aBTOMATUYECKM COXPaHAMA MepexBayeHHble MaKeTbl MO Mepe WX
noctynneHua. Ytobbl orpaHnunTb 06WMIA pasmep daiinos, Haxoaawmxca B nanke Log-dannos (Log Directory),
BBegMTe 3HayeHMe B nosie MakcMManbHbI pasmep Katanora, M6aiit. Ecan obwmii pasmep ¢aiinos npesbiwaeT
npegen, nporpamma aBTOMaTUYecKM yaansetr Hambonee crapble ¢ainbl. Mone CpegHuit pasmep log-daiina
yCTaHaBAMBaeT NpubAN3UTENbHbIN pa3mep ¢aiiia, Npyv  NPEBbIWEHUN 3TOM BEAUYMHBI — aBTOMATUYECKMU
OTKpbIBaeTcA cnepyrowmin. Ytobbl BbIGpaTh Apyryto nanky gna Log-dannos, sBeante nytb B nose CoxpaHatb log-
daiinobi B.

BarkHO: ecnin TpebyeTca coxpaHuUTb daiis ¢ nepexBayeHHON MHGOopMaLMEN Ha AOrOe BPEMSA, HE
OepuTe Ux B nanke gna Log-dalinos, KoTopas ycTaHOBJAEHa MO ymoa4YaHuio. Cyluecteyer

OMNaCHOCTb TOrO, YTo ¢ain byaeT aBTOMAaTMYECKM yaAaNeH N0 Mepe Toro, Kak byayT co

HoBble ¢aibl. NepeHecuTe HeObXoAMMbIA Bam ailn B ApPYryto AUpek
HEMPUKOCHOBEHHOCTMU.

MmeiTe B BMAY, YTO NpOrpaMma He COXPaHAET aBTOMATMUYECKM KaKAbli MakeT cpasy no ero npubbiTMM. ITO
O3HavaeT, YTo, eciM Bbl NpocmaTpuBaeTe Log-daitn B peasibHOM BpPeMeHM, OH MOXKET He cofepaTb Camble
nocnegHue naketbl. [na Toro 4tobbl Nporpamma HemeasieHHO nepecniana bydep B ¢daiin, HaxkmuTe 3aKOHUUTD
3axBaT UM CHUMUTE GIa’KOK ABTOCOXPaHEeHue.

3anuce docmyna k WWW

YcTaHOBUTE 3TOT GNaXKOK AN1A BeAeHMA NPOoTOKoN0B ceccuii HTTP. B nose MaKkcumanbHbiii pasmep ¢dainna, Mbait
ycTaHoBuUTe Tpebyemoe 3HauveHue ana ¢anna npoTokosa. lpu npesBbiweHUM pasmepa ¢alina, nporpamma
aBTOMaTUYECKU yaansaeT camble cTapble 3anuMcu. [Ons U3MEHEHUMA WMMEHUM W MecToMNooXKeHuAa daina
oTpenakTupynte nose CoxpaHaTtb log-dainbl B... MpoTokon moxHo Bectn B dopmate HTML nam TXT. KHonka
KoHdurypaumua nossondeT ycTaHaBAMBaTb MAapaMeTpbl MPOTOKOAMPOBaHWMA. MOMHO WM3MEHUTb HOMep MopTa,
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ncnonb3yemoro ana goctyna K HTTP (3HauyeHMe no ymonyaHuio, paBHoe 80, MOXKET He NogoniTu Npu paboTe yepes
NPOKCU-CEPBEP), UCKOUUTL HEKOTOPbIE TUMbI AaHHbIX (06bIMHO NPOTOKO/IMPOBATL YTO-IMOO KPOME CaMUX CTPAHML,
HTML HeuenecoobpasHo; NO3TOMY MOXKHO UCKAUMTbL URL n3o6parkeHnin ns ¢aina npotokona).
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[IpocmoTp Log-painios

YTunuTa npegHasHayeHa Ana NPOCMOTPA M nccaefoBaHMA GalinoB ¢ nepexBavyeHHbIMU NakeTamu, KoTopble Hbiin
co3gaHbl ¢ nomouwpto CommView for WiFi. 9TOT MHCTPYMEHT TaKKe COAEPKUT U ApyrMe CpeacTBa A/A aHa/M3a
nakeTtoB. Log Viewer nmeeTt Ty e OYHKUWMOHANbHOCTb, YTO U 3aKiazKa [MakeTbl rnaBHOro OKHAa MpPOrpamMmbl, u
oTobparkaeT MHPOPMaLMIO O NaKeTax M3 paHee coxpaHeHHoro dalina.

YT106bI 3aNYCTUTL YTUAUTY, BbibepuTe Paitn => NMpocmoTp Log-daiinos B rnaBHOM MeHIO NMPOrpammbl UK ABaXKAbl
WeKHMTEe Ha Ntoboli aitn nepexsayeHHbIX NAKETOB, KOTOPbLIM Bbl paHee COXpaHMAWU. MOMKHO OTKPbIBaTb HECKO/IbKO
OKOH NPOCMOTPA, U KaXK40e U3 HUX MOKET BbITb UCMNONb30BAHO A8 NPOCMOTPA OAHOMO MW HECKObKUX Gaitios ¢
nepexBayeHHbIMMU NakeTamu.

3TOM YTUAMUTON MOXKHO BOCMOJ/Ib30BATLCA A/A UCCNefoBaHUA Log-dainnos, CO3[aHHbIX APYrMMM aHaAM3aTopamu
nakeToB U bpaHgmayspamu (dbapsonnamm). Tekywas Bepcus Nporpammbl cnocobHa MMMNOPTMPOBATL ¢dalinbl B
dopmaTtax Network Instruments Observer®, Network General Sniffer® gna DOS/Windows, Microsoft NetMon,
WildPackets EtherPeek™ u AiroPeek™, Wireshark/Tcpdump wn Wireshark/pcapng. 3Tu dopmaTbl TaKxke
MCMNOJb3YIOTCA APYTMMU NPUNOKEHUAMU. YTUAUTA cnocobHa 3KCNopTUPOBaTh NakeTsbl B ¢palinbl popmatoB Network
Instruments Observer®, Network General Sniffer® for DOS/Windows, Microsoft® NetMon, WildPackets EtherPeek™
n AiroPeek™, Wireshark/Tcpdump u Wireshark/pcapng, Takke Kak M B co6CTBEHHbIA ¢dopmaT nporpammol
CommView for WiFi.

Monb3oBaHMe yTUANTOM aHaNorMYHO paboTe ¢ 3aknagKon Makertbl; 3a NoapobHOM MHbOpPMmaumelt obpaTuTech cloa.

KomaHObl KOHMEKCMHO020 MeHI0

daiia

3arpy3utb log-daitnbl CommView — oTKpbIBaEeT U 3arpyKaeT dalinbl B cobctBeHHOM dopmaTte CommView for WiFi.
Mmnoprt log-dainnos — nmnoptupyet Log-dalinbl, co3aaHHbIE APYIMMM aHANIM3aTOPaMM NAKeTOoB.

3Kcnopr log-¢paiinos — akcnoptnpyeT otobparkaemble nakeTbl B Log-daiibl HECKONbKMX GOpMaTOB.

OUYUCTUTb OKHO — OYMLLIAET OKHO CO CMMCKOM MAKeTOB.

CreHepupoBaTb CTaTUCTUKY... — MOJIy4eHNE CTAaTUCTUKM MO MaKeTam, 3arpyKeHHbIM B YTUAMUTY npocmoTpa Log-
dannos. MNpwu KenaHUM MOXKHO CHPOCUTD yKe MMetoLmeca 3HaYeHNA B OKHe CTaTUCTUKA. ITa QYHKLMA He NOKarXKeT
pacnpegeneHve NakeToB BO BPEMEHWM, OHA OrpaHuMyeHa OBWMMKU CBeAEHUAMM, TMCTOrPAaMMaMM MPOTOKO/IOB U
Tabnnuamm xoctos LAN.

MNepepatb B VolP-aHanusaTop — nepegaeT nakeTbl U3 TeKywero okHa Log Viewer B okHO VolP-aHanm3aTopa ¢ uenbto
nanbHenwero VolP-aHanusa.

3aKpbITb OKHO — 3aKpbIiBaeT OKHO NPOCMOTpA.

ITouck

Haittn naker... — BbI3biBaeT Ananor nonckKa naketa, coagepralero OI'Ipe,CI,EHEHHbIlZ TEKCT.
Hepeﬁm K NaKeTy C HOMepPOM... - BbI3blBaeT ANasior nepexona K NakeTy C YyKa3daHHbIM HOMEPOM.

IIpasuna

MpuUMeHUTb TeKylmne — NPUMEHUTb TEKyLLMIA Habop NpaBUA Ha NakeTbl, oTobpakaemble yTUAUTOW. B pesynbTaTe,
nporpamma yga/uT NakeTbl, He OTBEYAKOLLME YKa3aHHbIM NpaBuaam. ®ain Ha AUCKe NPU 3TOM He U3MEHSETCA.

U3 daiina.. — TO Ke, 4To U No KomaHge MpUMeHUTb TeKywme, HO MO3BO/IAET BOCMO/Ib30BATbCS 3apaHee
COXPaHEHHbIMM HacTponKamm dnnbTpoB B dpaiinax .RLS, a He TeKyLWMMM.
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IIpaBua

CommView for WiFi no3sonsiet Bam Mcnoib3oBaTb Npasuaa AByX BUAOB:

1. Mepsbli BMA (6ecnpoBoAHble NpaBwuia) MO3BOAAOT BaM OUALTPOBATb MNakeTbl Mo ux Tuny: Data,
Management u Control. [1ns Toro 4tTo6bl BKAOUYMTL MM BbIKNOYMTL 3aXBaT TaKMX NAKETOB, UCMNO/b3YiTe
KomaHay MMpaBuna B MEHIO NPOrPamMmbl MW COOTBETCTBYIOLWIME KHOMKM MAHENAM WHCTPYMEHTOB. B
[OMOJIHEHWNE K 3STOMY Bbl MOXETE BK/IIOUMTb MW BbIKAOYMTb 3aXBaT beacon-naketos, MCMNO/Ib3yA KOMaHAy

MmeHto UrHopupoBaTtb beacon-nakertbl.

2. Btopoit Bug (06bluHble NpaBuaa) No3BosIAeT BaM GUALTPOBATL NaKeTbl MO MHOMECTBY Kputepues. Ans
YCTaHOBKM 3TUX NMpaBuA nepeinguTe B 3aKknaaky MpaBuna rnaBHoro okHa nporpammbl. EcivM ycTaHoBAEHO
OLHO MW HEeCKONbKO NpaBua, TO MNpu OTOBpa’keHUM NakeToB nporpamma 6yaeT yumTbiBaTb BCHO
COBOKYMHOCTb MPaBWU U NOKaXKeT TONIbKO Te NMaKeTbl, KOTOopble NOAX0AAT NoJ 3Tv npasuaa. Ecam npasuno
aKTUMBHO, TO Ha3BaHMe COOTBETCTBYIOLWME CTPAHWULbI BbIAENAETCA KUPHbIM WpHUdTOM.

B CTpoKe COCTOAHMSA NMOKa3aHO KOJIMYECTBO aKTUBHbIX 06bIYHbIX NPaBu. 34eCb He MOKa3aHO KOIMYECTBO aKTUBHbIX
6ecnpoBOAHbIX MPaBWUJ/, MOCKOJ/IbKY COCTOAHME KHOMOK Ha MNaHe/M WHCTPYMEHTOB fACHO YKa3biBaeT, Kakoe
6ecnpoBoAHOE MPaBUIO AKTUBHO B AaHHbIA MOMEHT. TaKke MOMHWUTE, 4yTo HecnpoBodHble MpaBuaa MMeoT
npeMmyLecTso nepes 06bluHbIMK. Bce 3axBadveHHble NakeTbl cCHavana "npoxoaAat" yepes 6ecnpoBogHble NpasmAa,
M TONbKO MOCAe 3TOro NPOUCXOAUT AanbHelwas obpaboTka. Ecan, K npumepy, HU ogHa M3 Tpex KHOMOK
6ecnpoBOAHbIX NPaBWJI HE HaMaTa, NporpaMmma He oTo6pPasnUT HUKaKUX NaKeToB.

Ncnonb3ya KomaHay meHto MpaBuna, MOXKHO COXPaHATb HAaCTPOWKM NpaBua B dalifie M 3arpyKaTb MX, KOorga ato
noTtpebyetcs.

TakK KaK ceTeBOl TpaduK 4acTO MOKeT co3aaBaTb 60/bloe KOANMYECTBO MAKETOB, PeKOMEHAYeTCA UCMNO/b30BaThb
npasmaa ona GUAbTPaLUM HEHYXKHbIX MAKETOB. 3TO MOMKET 3HAaUYUTeNbHO CHWU3UTb 06BEM CUCTEMHbIX PEeCcypcoB,
MCMNoNb3yeMbIX Mporpammoii. Ecanm  Bbl  XOTUTE BKAKOUUTL/BLIKAOYMTL Kakoe-nnbo npaBuao, BbibepuTe
COOTBETCTBYHOLMNI pa3fesn C /1eBON CTOPOHbI OKHa (Hanpumep, IP-Agpeca nan MopTbl). 3aTem yCTaHOBUTE WU
CHUMUTE COOTBETCTBYIOWMI G1akoK - BKAounTb npasuna ana IP-agpecos uav BKAlOUMTb NpaBuiaa gns nNopTos.

Bugbl NnpaBuA paccCMOTPEHbI HUMKE.
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IIpomokowl

Mo3BosAET UTHOPUPOBATb MAM NEPEXBATbIBATb MaKeTbl, OCHOBbLIBAACb Ha npoTokonax 2-ro (Ethernet) n 3-ro (IP)

yposHeﬁ, ad TaKXKe Ha HanpaB/1EHNAX NAKETOB.

[] BrnrounTe npaenna ana Ethernet-npoTok. BrntounTe npaewna ana IP-npoTok.

Onucanne

2

O are

O sump
O NovELL
[ IEEE202.3

|

deicrene
® axear

Mruopuposate

OnucaHwe

ICMP

O iGme

O GGp

O IP-ENCAP
Ost

O Tce

O eGP

O iGp

O rup

d uoe
O Hme

[ xNs-1Dp
O rop
O rTp
O 1so-Tpa
O PR

O ooe
O IDPR-C...

L.

JeAcTene
(@) 3axsar

(") WrHopuposats

B sTom npuMmepe noKasaHO, KaK MepexBaTbiBaTb TOJIbKO BxogAwmMe U mcxogawme naketbl ICMP n UDP. Bce
ocCTasibHble NaKkeTbl cemencTBa IP, a TakKe TpaH3UTHbIe, byayT MPOUIHOPUPOBAHbI.
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MAC-adpeca

MNo3BonAeT UITHOPMPOBATb MU NepexBaTbiBaTb NaKeTbl, OCHOBbIBAACb Ha annapaTHbix MAC-agpecax. Beeante MAC-
aapec B nosie f,o6aBuUTb 3anucb, BbibepuTe HanpasaeHWe: B HanpaBaeHuUU K..., B HanpasaeHuu oT... uan B aiobom
HanpasneHuuU. 3atem M HaxkmuTe Job6aButb MAC-agpec 1 HoBOe npaBuao 6yaeT oTobpaxkeHo. Janee cneapyet
BbIOpaTb AENCTBME, KOTOPOE ByAeT coBeplueHOo npy 06paboTKe HOBOTO MaKeTa: OH MOXET ObiTb MO0 NepexsayeH,
nmbo npourHopuposaH. CNMcok IP-anacoB MOXKHO NOYYNTb, HAXKaB Ha KHoMnKy MAC-nceBaOHUMDI.

Brnrounte npaewna gna MAC-agpecos

Hanpasnerue 4 MAC-agpec Jeiictene

() 3axear
B HanpasneHuu oT.. DA:DE:34:0R23:3E

(@ MrHopupoeate

JoGaenTe 2annce
() B HanpaeneHuu K.,

(@ B HanpaeneHA oT..,

() B nroBom HanpaeneHun

JoGaewte MAC-agpec ‘

B sTom npumepe nokasaHo, Kak UTHOpPMPOBaTb NakeTbl, naywme ot OA:DE:34:0F:23:3E. lMaketbl ¢ gpyrnx MAC-
appecos byayT nepexBaTbiBaTbCA MPOrPAMMON.
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IP-adpeca

MNo3BonsAeT UITHOPMPOBATb MW NepexBaTblBaTb NaKeTbl, OCHOBbIBAACL Ha |IP-agpecax. BeeanTte IP- uaun IPvb-agpec B
none Ao6aButb 3anucb, BbibepuTe HanpasieHue: B HanpaBneHuu K.., B HanpasneHuu ot.. uan B nobom
HanpasneHuun. 3atem HaxkmuTe [,06aBuTb IP-agpec 1 HoBoe Npasuio byaeT oTobparkeHo. Janee cnepyet BblibpaTh
aenctene, Kotopoe byaeT coBepweHo Npu 06paboTKke HOBOrO NakeTa: OH MOMXKET bbiTb MO0 nepexBayeH, MM60O
npourHopmposaH. CNUcoK IP-ainacoB MOXKHO NOYy4UTb, HaxKaB Ha KHonKy MAC-nceBgoOHUMbI. YTo6bl NoKasaTb
cooTBeTtcTBYytowmin MAC-agpec, cnegyet BbibpaTb HyKHbIK |P-annac ns cnmcka.

Brnwouute npaewna ana IP-aapecos

Hanpaenenune < IP-agpec 'E_I'_‘_EHCTEME
(@) 3axear
B noBom HanpaeneHnu 207.25.16.11 B
B HanpasaeHnm K... £3.34.55.66 i) Wirnopuposate
B HanpaeneHun oT... 1941547
JNoBaenTe 3annce

() B HanpaBneHum K...
(®) B HanpaeneHum oT...

() B ntoBom HanpaensHu

JoBaente IP-agpec ‘

B a3TOM npumepe NoKa3aHO, KaK HaKanAMBaTb NakKeTbl, uayume K 63.34.55.66, nayume k/ot 207.25.16.11 n naywpme
CO Bcex agpecoB B AnanasoHe 194.154.0.0 -:- 194.154.255.255. Bce nakeTbl, uayuime c/Ha apyrve agpeca 6yayt
npourHopmpoBsaHsbl. Tak Kak IP-agpeca ncnonb3ytoTca B IP-npoTokone, Takaa KoHPUrypaumnsa 3acTaBmuT nporpammy
WUTHOPMPOBATb BCE MAKeTbl, He NpuHaanexawue K IP. Ana paboTbl ¢ agpecamu IPv6 Tpebyetca Bepcust Windows XP
W/ BbILLE, @ TaKKe YCTaHOB/IEHHbIN NPOTOKOA IPV6.
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Ilopmui

Mo3BONAET UTHOPUPOBATL UK NEPEXBATLIBATb MAKETbl, OCHOBbLIBAACb HA HOMepax NOPTOB. BBeanTe HoMep Noprta B
none Ao6aButb 3anucb, BbibepuTe HanpasieHue: B HanpaBneHuu K.., B HanpasneHuu ot.. uan B nob6om
HanpasneHuU. 3aTem HaxXmute [lo6aBuTb NOPT M HOBOE NpaBuIo byaeT oTobparkeHo. [lanee cneayeTt BblibpaThb
aenctene, Kotopoe byaeT coBeplweHo Npu 06paboTKe HOBOTO NakeTa: OH MOMXKET ObiTb MO0 nepexBayeH, MMb6O
npourHopunpoBaH. YTobbl 406aBUTb NOPT B CMNMCOK, ABaKAbl LWEJAKHUTE MbIWbIO MO ero Homepy. MopTbl TaKke
MOHO 806aBAATb C UCNONb30BAHMEM M3 CMMBOJIbHLIX MMeH, Hanpumep, http nam pop3, a nporpamma 3atem

npeo6pa3yeT BBeAEeHHblE 3HAaYEHUA B YHACNEHHDbIE.

BKAHUMTE NPaBMNaE ANA NopPTOB

Hanpaenenue < TMopr
B nrxBom HanpasneHni 137
B Hanpaenenuwm oT... a0

B 3TOM npMmepe NoKasaHo, Kak MTHOPMPOBATL NaKeTbl, aylume M3 nopta 80 u naywme ns/s nopt 137. 3to npasuio
nossoamut CommView for WiFi urHopuposaTb Bxoasaumit HTTP-TpadurK Hapaay ¢ BXoAAWMM/UCXOAALWMM TpadUKom

dedctene

() 3axear

(@ WrHopupoeats
JoBaenTe 3anuce

(") B HaNpaeneHum K...
(") B HanpaeneHuun oT...

(®) B noBom HanpasneHny

pop3

JoBaeuTte nopT

NetBIOS Name Service. NakeTbl, NpoxoAalme MexXay noptamu, 6yayT nepexsayeHsi.
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TCP-¢prazu

Mo3BonseT MrHOPMPOBATb MAWM MepexBaTbiBaTb MaKeTbl, OCHOBbIBaAcb Ha TCP-dnarax. Boibepute dnar mam
KoMbuHaumio dnaros B nose fo6aButb 3anucb 1 Haxmute [lo6asutb pnarn. Hosoe npaBuio byaeTt oTobparkeHo.
[anee cnepyet BbIbpaTh AeicTBME, KOTOpoe byaeT coBepleHo npu obpaboTke HoBoro naketa ¢ TCP-¢pnarom: oH
MOKeT bbITb M6 nepexBayeH, MO0 NPOUTHOPMPOBAH.

BrntounTe npasuna ana TCP-dunaroe

JeicTene
Dnarm s

() 3axear
P5SH ACE -

(@ Wrnopuposate

lNoBaenTe 3annce

L [#]psH
[1svn [V] ACK
[IRsT [IURG

JobasuTe dnar

B aTom npuMmepe noKasaHoO, Kak MrHopuposaTb TCP-nakeTbl ¢ ycTaHOBAEHHbIMM dnaramm PSH n ACK. MakeTbl ¢
apyrummn dnaramm byayT nepexsayeHbl.
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Tekcm

Mo3BoAAET NepexBaTbiBaTh NAKETbI, COAEPKALLME ONpesenéHHbIN TeKCT. BBeanTe cTpoKy B none [,06aBuTb 3anucb
N Haxkmute lo6aBUTb TeKcT. HoBoe npasuio byaet otobpaxkeHo. [Janee cnefyet BbibpaTb AeicTBME, KOTOpPOE
6yaeT coseplieHo npu 06paboTKe HOBOTO MakeTa: OH MOXeT 6biTh 60 NepexsaveH, AM60 NPOUTHOPUPOBaH.

BrnrounTe Npaenna 4na TekcTa

Crpoka < hex ,.E.l,fmcmme
(@) 3axeat
GET 474554 )
) Wrnopwpoeate

[[] C yuerom peructpa
[JuTFs
[JuTF16

JNobaenTte zanuce

NoBaBuTb TEKCT

B sTom npumepe Mnoka3aHO, Kak nepexsaTblBaTb TOJIbKO Te MaKeTbl, KOTopble cogepaT Tekct "GET". MMpwu
HEeo6Xx0ANMMOCTM yCTaHOBUTE GaKoK C yUETOM perncTpa, ec/im Bbl XOTUTE CAEMATb MPAaBMIA PETMCTPO3aBUCUMbIMU.
Boibepute onuum UTF8 uan UTF16, ecnm Bbl Xx0TUTe, 4TOObl MepexBaTbiBa/IMCb MaKeTbl C TEKCTOM TOJIbKO B
COOTBETCTBYIOLEN KOAMPOBKE. Bce ocCTanbHble MakeTbl, He coAeprKalime BblleyKa3aHHOro TekcTa, 6yayt
UrHopupoBaHbl. Ecnun Bbl XOTUTE CO34aTb NPaBUA0, OCHOBaHHOEe Ha hex-nocnegoBaTtenbHocTM 6aliTOB, KOrga CTPOKY
Henb3A Hane4yaTatb (Hanpumep, 0x010203), cnonb3yiTe YHMBEPCAIbHbIE NPaBUAA.

YHueepcaibhble npasuia

YHuBepcasibHble NpaBuia ABAAKTCA MOLWHbIM U TMOKMM MEXaHM3MOM CO34aHMA GUABTPOB C NOMOLpBIO byneBoi

JNNIOTUKN.
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YHuBepca/sibHbIE IpaBUJjIa
YHuBepcasbHble NpaBuna ABAAOTCA MOLWHbIM U TMOKMM MEXaHM3MOM CO34aHMA GUABTPOB C NOMOLbIO byneBol
NOTUKMN. TpeGyIOTCFI Wb 3N1€MEHTApPHbIE 3HAHUA MATEMATUKU U NOTUKKU; CUHTAKCUC NpaBua HECNOXeH AOnA

NMOHUMAHUA.

BrntounTe YHHEERCANEHEBIE Np3BW.NG

KMran = Twun Dopryna JoBae./MzMeHnTE
E-mail Jaxeart (ewnrou.)  sport=25 or dport=25 ...
Mark<>Server 3axsar (skmou.)  (sip=192.168.0.3 and ... s
O web req. 3axeat (erntod.)  dport=20 and str{'GET") Ouerms
JoBaenTe/M3MEHNTE 33NNCh
Aran: .
(@) 3axBaT NaKeToE (BKAHIYHTE)
Mark < = Server .
() MrHopupoBaTe NakeTel (MCKHOYNTE
Dopryna:
(5ip=192.168.0.3 and dip=192.168.0.15) or (sip=192.168.0.15 and dip=192.168.0.3) @

0630p

Y106bI CO34aTb HOBOE NpaBW/O, 3afailTe emy NMpou3BoJsibHOe MMA B nosne Ums, Bbibepute aencteue (3axear
nakeros/UrHopupoBatb naketbl), 8 nose Popmyna 3agaite Gopmyny, No/b3yACb CUHTAKCMCOM, OMUCAHHbBIM
HUKe, U Haxmute Jo6aBuTb/U3meHuTb. HoBoe npasuio 6ysetr nob6aBneHO B CMUMCOK M HeMeaNeHHO
aKTMBM3MPOBAHO. Bbl moXKeTe 3a4aTb HEOTPAaHMYEHHOE KOIMYECTBO MPaBuAa, HO aKTUBHbIMU U3 HUX Byay Aunwb Te,
BO3/7Ie KOTOpbiX 6yaeT ycTaHOB/AeHa MeTKa. Jlloboe nNpaBMIO MOMKHO  BK/IKOUMTL/BbIKNIOYATL, U3MEHAR
cooTBeTCTBYOWMI dnaxoK, iMbo coBcem yaannTb NpaBMAO C NOMOLLLIO KHOMNKU YpanuTb. Ecnm akTMBHbLI cpasy
HECKOJ/IbKO MpPaBuJI, Bbl MOMETE BbIMNOJIHUTb KOMOUMHMPOBAHHOE MPaBWIO, HaXaB Ha KHOMKY OueHutb. O6paTnTe
BHMMAHMWE, YTO HECKOJIbKO MO3UTUBHbLIX NpaBua ("3axeat") ob6beguHaoTCA normyeckum onepatopom OR ("MNN"),
T.e. Ans Tpex akTuBHbIX npaBun RULE1, RULE2, RULE3, pe3syabtupytowmm byaet npasuno RULE1 OR RULE2 OR
RULE3. Ecin Bbl Takke ucnosb3yeTe HeraTuBHble npaBuna ("MrHopuposatb"), To oHn 6yayT gobassieHbl B
pesynbTUpylolWee npaBuao ¢ nornmyeckum onepatopom AND ("M"), Tak Kak pesynbTupytolee MpaBuao c
norvyeckum onepatopom OR ("MIN") He nmeeT cmbicna.

MOHO N0/1Ib30BATLCA COCTABHbIMW MNPaBUIAMW COBMECTHO C OObIYHbIMM, ONMUCAHHbIMKM B NpeablayLLein rnase.
OpHako, ecnv Bbl BageeTe 6yneBOW NOTUKOW, peKOMEHAyeM MO0/b30BaTbCSA TOJIbKO COCTAaBHbIMW, TaK KaK OHMU
6onee rMbKn. ObbIYHbIE NpaBMia 06BEANHAIOTCA C COCTaBHbIMM C MOMOLLIbIO NorMyeckoro onepatopa AND ("U").
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OnucaHue cuHmakcuca
dir — HanpaBneHue naketa. Bo3amosKHble 3Ha4YeHMA - in (BXogAawmit), out (Mcxoanawmin) u pass (TPaH3UTHBbIN).

etherproto — MpoTtokon Ethernet (13-i n 14-ii 6aiiTbl NakeTta). JONycTUMbIMW 3HAYEHUAMWU ABAAOTCA uncAa
(Hanpumep, etherproto=0x0800 cooTBeTCTBYeT npoToKony IP) wuauM u3BecTHble abbpesuaTypbl (Hanpumep,
etherproto=ARP, uto cooTBeTcTBYyeT 0x0806).

ipproto — MpoTokoa IP. JonycTMMbIMKM 3HaYeHUAMM ABAAIOTCA Yncna (Hanpumep, ipproto!=0x06 cooTseTcTByeT
npotokony TCP) nnn nssecTtHble abbpesunatypbl (Hanpumep, ipproto=UDP, uto cooTtBeTcTByeT Ox11).

smac — MAC uctoyHuKa. onycTumbimm 3HaveHnamm asaatotca MAC-agpeca MCTOYHUKOB B LLECTHAAUATEPUUHOM
Buae (Hanpumep, smac=00:00:21:0A:13:0F) wnu annacsl.

dmac — MAC nony4yaTens.

sip — IP- uan IPv6-agpec UcTouHMKa. [onycTUMbIMKU 3HaUYeHUAMU aBaatoTcA IP-agpeca, 3anncaHHble Yepes TOYKY
(Hanpumep, sip=192.168.0.1), IP-agpeca c KapT-biaHwWwamm (To ecTb, sip!/=*.* *.255, kpome agpecos IPv6), ceTeBble
agpeca ¢ mackamu noacerteit (Hanpumep, sip=192.168.0.4/255.255.255.240 vnu sip=192.168.0.5/28), ananasoHbl
IP-agpecoB (To ecTb, sip from 192.168.0.15 to 192.168.0.18 vnv sip in 192.168.0.15 ... 192.168.0.18) unun anvacsl.
Ona paboTbl c agpecamm IPv6 Tpebyetca Bepcua Windows XP mam Bblwwe, a TaKkKe YyCTaHOB/IEHHbIN NPOoTOKOA IPV6.

dip - IP-agpec nonyyaTens.

sport — Homep nopta-uctoyHmka nakera TCP man UDP. JonyCTUMbIMM 3HAYEHUAMWU ABAAIOTCA uncaa (Hanpumep,
sport=80 cooTBeTtcTBYyeT HTTP), ananasoHbl (To ecTb, sport from 20 to 50 wawu sport in 20..50 ana nobbix NOPTOB B
AnanasoHe ot 20 oo 50) uam anmacel, M3BECTHbIE ONEePaLUOHHON cucTeme (Hanpumep, sport=ftp, 4tTo COOTBETCTBYET
nopty 21). MpoBepuTb CNMCOK aanMacoB, 3BecTHbix OC, MOXKHO HaKas Bupg, => UHpopmauus o nopTax.

dport — MopTt-nonyyatenb naketos TCP uan UDP.

flag — dnar TCP. JonycTMMbIMM 3HAUYEHUSAMM ABAALOTCA YMcaa (Hanpumep, 0x18 cooTtBeTtcTByeT PSH ACK), oaHa maum
HecKo/ibKo 6yKB 13 cneaytolero cnmcka: F (FIN), S (SYN), R (RST), P (PSH), A (ACK) n U (URG) nnu kntoueBoe cnoBo
has, o3Haualollee, YTo pnar coaepUT onpeaeneHHoe 3HavyeHune. Hanpumep: flag=0x18, flag=SA, flag has F.

size — Pa3mep nakeTta. [ oNycTUMbIMK 3HAYEHUAMMU ABAAIOTCA Yncna (Hanpumep, size=1514) nan gmanasoHsbl (size
from 64 to 84 wnu size in 64..84 pna pa3smepos c 64 no 84 6anTos).

str — CoaeprKMmoe nakerta. 3aZaeT YyCIOBUE, YTO MaKeT JOJIKEH COAEPKaTb onpeseneHHYIo CTPORY. DyHKUMA MmeeT
TpY aprymeHTa: obpasel, NomMcKa, MecTOMNoIOXKeHME, YyBCTBUTENBHOCTb K perncTpy. MNepsblii aprymeHT — CTPOKa,
Hanpumep, 'GET'. BTOpoi apryMeHT — UnMC0, NOKa3biBatOLEE CMELLEHWE CTPOKM B NakeTe. CYET HAUMHAETCA C HYNA
— nepBblit 6ANT NakeTa HaZo UCKaTb, 3a4aBan cMelleHWe, pasHoe 0. YTobbl MCKaTb CTPOKY B tOOOM MecTe MakKeTa,
3afaliTe cmelweHue pasBHbiM —1. TpeTui aprymeHT ycTaHaB/AMBAEeT YyBCTBUTE/NbHOCTb K PErncTpy U MOKeT
NpMHMMaTb 3HaveHuna false (6e3 yyeTta peructpa) mam true (c yd4etom perncrpa). Bropoit U TpeTuil aprymeHThbl
Heoba3aTeNbHbl, N0 YMOYaHWUIO MMetoT 3HaveHuna —1 u false cooTBeTcTBEHHO (MCKaTb BO BCcem nakeTe, 6e3 yyeTa
peructpa). Npumepsl: str('GET',-1, false), str('GET',-1), str ('GET').

hex - Copeprkmmoe naketa. 3a4aeT yC/I0BME, YTO NAKET LOJIKEH COAEPrKaTb OnpeaeneHHbln 16-puyHblit Habop.
PyHKUMA MMeeT ABa aprymeHTa: obpaseL, noncka n mectonosoxeHue. Mepeblit aprymeHT — 16-puyHan BennumHa,
Hanpumep, 0x4500. BTopoii aprymeHT — YMC/o, 3aJatolee cMelleHe BHYTpY nakeTa. OTcyeT BeAeTca C Hyas, T. e.
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nepBbln 6alT NaKkeTa COOTBETCTBYET CMeLeHUto, paBHOMY 0. YTobbl MCKaTb BO BCEM NaKeTe, 3a4alTe CMeLLgHMEe
paBHbIM —1. BTOpoi aprymeHT HeobfA3aTeseH, MO YMOMYAHUIO MMeET 3HayYeHMe —1 (UcKaTb BO BCeM nakeTe).
Mpumep: hex(0x04500, 14) , hex(0x4500, OxOE), hex (0x010101).

bit - CopepMmoe nakeTa. 3agaeT YCcNOBME, YTO MAKET [AOJ/IKEH COAEPHKATb MO YKAa3aHHOMY CMELLEHMIO
onpeaeneHHbIn 6UT, UMetoLWMIt 3HaYeHMe 1. B aTom ciydae GyHKLUMA BEPHET KO BO3BpaTa true. Ecam e cKombli
6UT uMeeT 3HadYeHMe 0 UAM HAXoAMTCA 3a Mpefenamu naketa - OYHKUMA BepHET Koa Bo3BpaTa false. Mepsblit
aprymeHT — Homep buTa B BaiiTe, HaUMHaA C HyAA; JONycTUMble 3HauYeHus 0-7. Takum obpasom, ecam Bbl ULEeTe
BOCbMOW BUT, yCTAaHOBUTE HOMEP PaBHbIM CeMWU. BTOpol aprymeHT — uncno, obosHavawlee cMmeweHne 6aiTa B
nakeTe, HauMHasA C Hy/A, TO €CTb, €C/IM HY)KEH MepBblii BalT NakeTa — CMmelleHUe AO/MKHO 6biTb paBHO 0. O6a
aprymeHTa obasaTesnbHbl, Hanpumep: bit(0, 14), bit(5, 1).

ToDS, FromDS, MoreFrag, Retry, Power, MoreData, WEP, Order, Ftype, FsubType, Duration, FragNum, SeqNum -
NMo3BO/IAIOT BaM WMCNONb30BaTb 3HA4YEHWUA MOJIEeM 3aroJIOBKOB MakeToB cTaHgapta 802.11. MimeHa napameTpos
NMOJIHOCTbIO COOTBETCTBYIOT MMEHAM MOJIEN 3aro/I0BKOB MAaKeTOB, ONUCAHHbIX B cneuuMduKkaumm ctaHgapra 802.11.
JonyctumbiMu 3HaYeHMsMKn ans noneit ToDS, FromDS, MoreFrag, Retry, Power, MoreData, WEP n Order asnstoTcs
0 wvnn 1. Ona nonen Ftype, FsubType, Duration, FragNum n SeqNum gonyctumbl TaKke ApyrMe YNCN0Bble 3HAYEHUA.
Ona 6onee nogpobHoM WHPOPMALMM O CMbICAE 3TUX NOAEN WM AOMNYCTUMbIX 3HayYeHWAX, obpaTutecb K
cneumduraumm ctaHgapta 802.11.

BbiweonncaHHble KatoyeBble C/1I0Ba MOXKHO UCMONb30BaTb CO CAeAYIOWMMN ONepaTopamu:

and - KoHbloHKUMA, Byneso U.

or - AnsvloHKuma, byneso UIU.

not - byneso oTpuuaHue.

= - ApudmeTnyeckoe paBeHCTBO.

I= - ApudpmeTnyeckoe HepaBeEHCTBO.

<> - ApudmeTnyeckoe HepaBEHCTBO.

> - ApudmeTtmyeckoe ycnosue "bonblue, yem".

< - ApudmeTtmyeckoe ycnosue "meHblie, yem".

() — CKobKM, ynpasnsatowme NOPASKOM BblYUCAEHUA NPABU.

Ymucna moryT 6biTb B AECATUYHOM MM WIECTHaAUATEPUYHOMN cucteme. [NA yKasaHMA Ha LWeECTHaAUaTePUYHYIO
HoTauuto, ucnonb3yite Ox nepes 3HavyeHnem, Hanpumep, 15 n OxOF 3a4a0T OAHO M TOXKE YMCno.

IIpumepui

Huxke npuBeseHbl HECKONbKO MNPUMEPOB, MNOACHAOWMX CUHTAKCUC npasua. K Kakgomy npaBuay [AaHbl
KOMMEHTapum, oTaensemble ABOMHOM KOCOM YEepTON.

= dirl=pass // 3axBaTbiBaTb TO/NLKO BXOAALWME N UCXOAALME NAKETbl. TpaH3UTHbIE NaKeTbl UTHOPUPYIOTCA.

= (smac=00:00:21:0A:13:0E or smac=00:00:21:0A:13:0F) and etherproto=arp // 3axsatbiBaTtb naketbl ARP,
nocolnaemole asyma komnbtotepamm ¢ MAC 00:00:21:0A:13:0E 1 00:00:21:0A:13:0F.

= jpproto=udp and dport=137 // 3axsatbiBatb naketbl UDP/IP, nocbinaemsie 8 nopt 137.

= dport=25 and str('RCPT TO:', -1, true) // 3axBaTbiBaTb NakeTbl TCP/IP nnau UDP/IP, cogepalme CTPOKY
"RCPT TO:" n HanpaBasaemble B nopT 25.
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= not (sport>110) // 3axBaTbiBaTbh BCE NaKeTbl, KPOME TeX, YTO MMEIOT MOPT-UCTOYHMK C HOMepPOoM Bbiwe 110.

= (sip=192.168.0.3 and dip=192.168.0.15) or (sip=192.168.0.15 and dip=192.168.0.3) // 3axBaTbiBaTb TO/NbKO
IP-nakeTbl, cnegywowme mexagy Asyma xoctamm, 192.168.0.3 wn 192.168.0.15. Bce ocTanbHble
WUFHOpUpYHOTCA.

= ((sip from 192.168.0.3 to 192.168.0.7) and (dip = 192.168.1.0/28)) and (flag=PA) and (size in 200..600) //
3axBaTbiBaTb TCP-nakeTbl, pa3mep KOTOPbIX IEXNUT B AMana3oHe oT 200 ao 600 6alitos, npuxoaswme c |P-
agpecos B AnanasoHe 192.168.0.3 - 192.168.0.7, npuuyem |IP-agpeca nonyyatenein HaxoasaTca B CErmeHTe
192.168.1.0/255.255.255.240, n nmetowme TCP-dnar PSH ACK.

= Hex(0x0203, 89) and (dir<>in) // 3axBaTbiBaTb nakeTbl, comaepskalime 0x0203 B cmeuweHUn 89, npu 3ToMm
HanpaB/aeHMe NaKeTa - He "Bxoaawmin".

= not(ftype=0 and fsubtype=8) // UrHopupoBaTb management-naketbl TMna beacon
= ftype=2 and wep=1 // MNepexBaTbiBaTb 3alINPPOBAHHbIE NaKETbl JaHHbIX

=  MoreFrag=0 and FragNum=0 // NepexBaTbiBaTb HepparmeHTUPOBaHHbIE NaKeTbl
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lpeaynpexaeHus

B 37Ol 3aKk/fagKe MOMKHO CO34aBaTb CUCTEMY MpPeaynpeXKaeHWin O CyLEeCTBEHHbIX COObITUAX B CETM, TaKUX Kak
noAsneHMe noao3puTesibHbIX MNaKeToB, MOBbllLEHUNE ceTeBom Harpy3ku, HeWTaTHble aapeca W TaK Adanee.
I'Ipep,ynpex(p,eHMﬂ MOTYT O4YeHb NMOMOYb, €C/IN BaM HaJ0 OTC/NEXNBATb TaKMne cobbiTHA B CeTn, KaK CKaH1UpoBaHue
nopToB, NOABNEHNE ONpeaesieHHON Nocnef0BaTeNbHOCTN BANTOB B NMaKeTax, HEOKNAAHHOE NOAKAOYEHME HOBbIX
YCTPOWMCTB.

BaHO: npeaynpexaeHMa MOryT MOKa3blBaTbCA TOJIbKO A/ TEX MaKeToB, KOTOpble MPOLIIN

dunbTPbl Nporpammbl. Ecam, Hanpumep, Bbl CKOHOUTYPUPOBaAWU NPOrPammMy TakKuMm 06pasom, 4To

OHa oTceunBaeT To/1Ibko UDP-nakeTbl Ha OCHOBE COOTBETCTBYIOLLEro NpaBuaa, B TO BPeMA Kak Balle
npeaynpexaeHne  OO/MKHO  NOKa3blBaTbCcA npu  noaydyeHun UDP-naketa, TO TaKoe
npegynpexaeHne HUKorga He 6yaeT NoKkasaHo.

YnpasneHue npegynpexaeHnAMM OCYLLECTBAAETCA C NOMOLLBbIO NOKAa3aHHOIO HMXe CNUCKa:

BrntounTe NpegynpesaeHmna

s Tun cobemua AoBaenTe...
®
O alarm 21 MakeTel B CERYHAY et TE...
Sec. breach Hewze. Touka goctyna
HTTP Probe OBHapy#eHWE NAKETA Y ganuTe
DMS Probe OBHapy#eHWE NAKETA
O Mew hardware HenzeectHmid MAC-agpec Hacrpoiika e-mail...

B Kaxgol CTpOKe MOKa3aHO OTAenbHOEe npeaynpexaeHue, a GNa*kok pafom C Ha3BaHWEM npeaynpexaeHus
MOKa3blBaET, aKTMBHO OHO MK HeT. MNpu cpabaTtbiBaHMM NpegynpexaeHnn gnaxok cbpacbiBaeTtca. YTo6bl NOBTOPHO
aKTUBM3MPOBATb OXWAaHWe cpaboTaBllero npeaynpexaeHus, yctaHoBuTe ¢na)ok Bo3ie ero umeHu. [na
OTK/IIOYEHMA BCeEX NpeaynpexaeHnin — copocbte Gpnakok Bkalountb npegynpexaeHus. Ytobbl f06aBUTb HOBOE,
OTPeAaKTMPOBATbL UM YAANUTL KaKoe-IMbo npeaynpexkaeHne, BOCNOIb3yUTECh KHOMKaMM cnpasa OT cnucka. Ecan
Bbl XOTUTE UCMO/Ib30BaTb onoBelleHMe no E-mail, To nocpeacteom onunm Hactpoiika E-mail BBeauTe HacTpolikm
Bawero SMTP-cepBepa (cm. HUKe).
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Hu)Ke NoKasaHO OKHO HACTPOIKM NpeaynpeKAeHUA:

HacTtpoika npegynpexasHug “
CcHoeHoOE Henctena
Hazeanwe: |SOCKS Probe [#] Bnroueno [[]Nokasars coobuienne:

Tun coBeiTna
[ MpousHecT cooBuyeHme:

(@) OBHapyKeHWE NakeTa, cooTe. GopMyne:

ipproto=tcp and dport=1020 3BYKOEOW CHrHan:
Zh\Ringawav (1

[ ] 3anyctute nporpamny:

(C) BaiiTel B cexyHay > 1 =

() Heuse. MAC-appec: Hacrpoiika... Mocnate e-mail no agpecy:

: 1199993333 @ pager.icg.com

(_) Heusze. [P-agpec: Hactpoiika.. [obBaenTe TeKCT:

. CkaH noprtoe ¢ agpeca 5P %

() HenzeecTHaa ToYKa AocTyna Hacrpoiika... P AP i ’
[ ] BrntounTts npaenna saxsara:

() Cetn Ad Hoc: Hactpo#ka...

Bricn. gpyrue npegynpesgeHma:
Hactynnenue coBeimuii

DMS Probe
w -
Croneko coGeITWA Hy:KHO AnA cpaBar.: 1 =
HauaTte 3anuce nakeTos
- =
Kon-so cpaBateigannii: 3 - [ ] 3aeepwmTe 3annce nakeTos

QK CTraeHa

B none Umsa onncoiBaeTca HasHayeHMe Tekywen GyHKLUKN NpeaynperaeHus. YcTtaHosuTe ¢piakok BKaroueHo, ecnm
TpebyeTca aKTMBMPOBATb NpeaynpexaeHue, KOTOpoe Bbl B AaHHbIM MOMEHT pefakTvpyeTe. IToT (GaKoK
COBMAAaeT CoO 3HaYeHWEM COOTBETCTBYIOLLEN KOMIOHKM B CMIUCKe MNpeaynpexaeHuii. B none Tun cobbiTMA MOXKHO
BblOpaTb OANH M3 CEMU TMMNOB COObITUIA:

= O6Hapy}XeHue NaKeTa: JTo npeagynpexaeHue cpaboTaeT NpyM 06HAPYKEHUM MaKeTa, COOTBETCTBYHOLLErO
yKasaHHoW dopmyne. CUHTaKcuc Gopmyn coBnafaeT ¢ CMHTAKCMCOM COCTaBHbIX MpPaBua M MOAPO6HO
onucaH B rnaBe YHVBEpPCabHbIe Npasuia.

=  BaifTbl B CEKYHAY: ITO npeaynpexxaeHne cpaboTaeT Npy NpPeBbILLUEHUN YKAa3aHHOTO YPOBHSA 3arpy3Kku ceTu.
3HaueHWe cnegyeT yKasbiBaTb B 6aTax. Hanpumep, ecam Tpebyetca cpabaTbiBaHWE MpU NPEBbILEHUM
ypoBHA Tpaduka B 1 MbaiiT/cek, yKaxunTte nopor, pasHblin 1000000.

* [lakeTbl B ceKyHAy: JTO npeaynpexaeHne cpaboTtaeT npu NpeBbllEHUN 3a[aHHOMO YPOBHA YacTOThl
nepesauv NakeTos.

* BpoAKacTbl B CEKYHAY: DTO npeaynpesxkaeHue cpaboTaer npy NpPeBblleHUM YKa3aHHOTO YPOBHA YacTOThl
nepesayv LWMPOKOBELLATE/IbHbIX MAKETOB.

=  MynbTUKACTbI B CEKYHAY: ITO NpeaynpexaeHue cpaboTaeT Npu NpeBbileHNM YKa3aHHOTo YPOBHSA YacToTbl
nepesayv MHOroaZpecHbIX NAaKeTOB.
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=  CRC-owunbKM B ceKygHy: IT0 npeaynpexaeHme cpaboTaeT npy NPeBbIEHMN YKa3aHHOTO YPOBHS YacTOTbI
BO3HWKHOBeHUA owmnbok CRC.

= Retry-naketbl B CEKyHAY: JTO npeaynpeskaeHne cpaboTaeT npu NpesbilleHUW YKa3aHHOTO YPOBHSA YacTOThl
BO3HWKHOBEHUSA Retry-nakeTos.

= HewusBecTHblii MAC-appec: 3To npeaynpexgeHue cpaboTaeT Npu nepexsaTte NPOrpammoit MaKeToB C
HensBecTHbIMWM MAC-agpecamm oTnpasuTens nambo nonyyatensa. Onumsa HacTpoiKa nossosseT 3a4aTtb
CMUCOK W3BECTHbIX agpecoB. JOTO nNpeaynpexaeHWe MOXHO MWCNoAb30BaTb ANA  Ob6HapyxeHuA
NOAKAOYEHNI HOBOTO WM HECAHKLMOHMPOBAHHOMO 060pya0BaHMWA B CETb.

= HewussecTHblit IP-agpec: 3T0 npegynpexaeHune cpaboTaeT npu nepexsaTe NPOrpammoli NaKeToB C
HensBecTHbIMK IP- 1 IPv6-aapecamn otnpasutens amMbo nonyyatens. Onuma HacTpoiMka no3sonsieT 3a4atb
CMMCOK W3BECTHbIX aApecoB. ITO npeaynpexgeHMe MOXKHO MUCNob30BaTb A8 O6HapyxeHUA
HECAHKLWOHWPOBAHHbIX NOAKAOYEHUI Yepe3 KOPNOpPaTMBHbIA BpaHamaysp. s paboTbl c agpecamm IPvo
TpebyeTtca Bepcusa Windows XP nau Bblle, a TaKXKe YyCTaHOBJ/IEHHbIN NPOTOKoA IPV6.

= HeusBecTHaA TouKa gocTtyna: 3To npeaynpexaeHue cpaboTaeT Npu noaydeHMM nporpammon beacon-
nakeTa OT HEW3BECTHOMN TOYKM goctyna. B Hactpoikax moxHo 3agaTb MAC-agpeca M3BECTHbIX TOYEK
Joctyna. 3To npeaynpeskaeHne mMoxeT 6biTb MosiesHo AnAa Oob6HapyeHUA HeaBTOPU30BaHHbIX TOYEK

Aoctyna.

= Cemn Ad Hoc: 310 npeagynpexgeHue cpaboTaeT npu nepexBaTe nporpammon beacon-naketa oT
HeunsBecTHoM Ad Hoc-ctaHumm. Onuua HacTpoiiKa no3Bo/iseT 3a4aTb CNMCOK nsBecTHbix MAC-agpecos Ad
Hoc-cTaHUMIA, ecan OHM ecTb. ITO NpeaynpeXkaeHmne NonesHo AnA obHapy»KeHUA HeCaHKLUMOHUPOBAHHOTO
ucnosb3oBaHua Ad Hoc-ceteir.

Mone CKoNbKO cobbITHii HYXKHO ANA cpabaTbiBaHUA NO3BO/IAET YCTAHOBUTb KOJIMYECTBO COObLITUI, KOTOPOE AOJIKHO
npousonTn, u4tobbl cpaboTano npeagynpexaeHne. Hanpumep, ecnuM yCTaHOBUTb YPOBEHb pPaBHbIA 3,
npegynpexaeHne He cpaboTaeT, MoKa cobbiTMe He npousongetr TpuKAabl. [pyu  pesakTUPOBAHMU  yiKe

CYLLECTBYIOLLErO NPeaynpeXaeHnsa npoucxoamuT 06HyIeHNe BHYTPEHHErO CHETUMKA COBbITUIA.

Mone Kon-Bo cpabatbiBaHUI onpeaenseT, CKOMbKO pa3 MOKeT cpabaTbiBaTb MpeaynperKaeHue, npexae 4em
CTaHeT HeaKTUBHbIM. 10 yMONYaHUIO, 3Ta Be/IMYMHA paBHa 1, n npeaynpexaeHne oTKAUMTCA Nocae NepBoro e
cpabaTbiBaHUA. YBENIMYMB 3TO YNCIO, MOXKHO HacTpouTb CommView for WiFi Ha MHOrokpaTtHble cpabaTbiBaHUSA
npegynpexaeHnn. Mpu peaakTUpPOBaHMKM  yXKe CYLLEeCTBYIOWEro npeaynpexaeHns npoucxoant obHyneHue
BHYTPEHHErO CYETYMKA CODOBITUIA.

B none AeictBUA MOXKHO BblbpaTb AeliCTBME, KOTOpPOE ByAeT UCMOJIHEHO NpU cpabaTbiBaHMKU NpeaynpexKaeHus.

CnMCcOK BO3MOMKHbIX AeACTBUIN MMEEeT cneayowmii Bua;

= [lokasaTb coobuieHune: noaBaseTca cooblieHme (B HEMOLAAbHOM OKHE) € npesBapuUTeNbHO 3anMCaHHbIM
coobweHnem. [laHHoe AelCTBME MO3BONAET UCMONb30BaTb NepemMeHHble, B KOTopble 6yayT 3anucaHbl
AaHHble U3 NaKeTa, Bbi3BaBLUEro cpabaTtbiBaHMe NpegynpexaeHna. Huxe npMseaeH CNUCOK NepemMeHHbIX:

%SMAC% -- MAC-aapec UCTOYHMKA.
%DMAC% -- MAC-agpec nony4yaTtens.
%SIP% -- IP-aapec UCTOYHMKA.
%DIP% -- IP-agpec nonyyatens.
%SPORT% -- NOPT-UCTOUHMUK.
%DPORT% -- nopT-nonyyartens.
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%ETHERPROTO% -- umsa Ethernet-npoTtokona.

%IPPROTO% -- uma IP-npoToKona.

%SIZE% -- pazmep nakeTa.

%FILE% -- nyTb K BpemeHHOoMY dpainy, cogepKallemy 3aXBayeHHbIN Naker.

Hanpumep, B coobuweHun "SYN-nakeT nonydyeH ot %SIP%", B nosBuMBLUEMCA OKHe TekcT %SIP% 6yaet
3aMelleH Ha IP- agpec UCTOYHMKa NaKeTa, Bbi3BaBlUero cpabaTbiBaHMe. ECM MCNOIb30BATb NEPEMEHHYHO
%FILE%, B nanke BpemeHHbIx d¢ainnoB 6yaer cosgaH o¢aiin .NCFX, yaaneHue paHHoro danna —
OTBETCTBEHHOCTb Ballero obpaboTuMka AaHHbIX. He Mcnonb3yiiTe nepemeHHble B NpeaynpexaeHusx,
cpabaTbiBatoWmx Mo 3HayeHUo baliT B cekyHAy vau MaKeToB B CEKYHAY, TaK Kak OHW He BbI3blBatoTcA
KaKUM-IMHO KOHKPETHbIM MaKeTom.

= [lpousHectn coobuweHune: aatb Windows KomaHZy npousHecTM coobuleHne BCAYX C  MOMOLLbBHO
BCTPOEHHOTO MexaHM3Mma peyeBOoro BocnpomsseaeHua Tekcta. Ecam B Bawen Bepcun Windows HeT 3Toro
MexaHu3ma, TO AaHHaa onuua byaeT HepocTynHa. Mo ymonyaHuio B coctas Windows BKAOYEH AULlb
aHIN0A3bIYHLIA peyeBOr Moaynb, Tak yTo Windows MOMKeT OKas3aTbC HE B COCTOAHUW KOPPEKTHO
BOCMNPOM3BECTM COODLLEHMA, BBEAEHHbIE HE HA aHMMIACKOM A3blke. B TeKkcTe coobuweHuns Bbl MoXKeTe
MCNo/ab30BaTb NepPeMeHHbIe, ONUCaHHbIe Bbllle A8 onuuu NoKasaTtb cooblieHume.

= 3BYKOBOM curHan: MNpourpbiBaeT yKasaHHbIi WAV-daiin.

=  3anycTuTb Nporpammy: 3anyckaeT yKasaHHbI EXE- nam COM-dainn. B none Mapamerpbl MOXKHO 3a4aTtb
napameTpbl KOMaHAHOM CTPOKW, €C/IM OHU TpebyloTca ANA 3anycka npuaoXKeHua. MoXHO Mcnosib3oBaTb
nepemeHHble, onncaHHble B NyHKTe MoKa3aTb coobueHune, YyTobbl NepeaaTb NpPorpaMmme UHGOpPmMaL MO O
nakeTe, Bbl3BaBLUeM cpabaTbiBaHMe NpeaynpexaeHusa.

= Mocnatb E-mail no agpecy: Otnpasnset E-mail no ykasaHHomy agpecy. OBA3ATE/IbHO ykaxkute SMTP-
cepBep, KOTOpPbIM Ao/IKeH nonbzoBaTbcs CommView for WiFi npu oTnpasKke. 4aa 3TOro HaxKMUTE KHOMKY
Hactpoiika E-mail, 3apainte yctaHoBknm SMTP-cepBepa M oTnpaBbTe NpPobHOe MNMCbMO. 3ayacTyo,
OMOBELLEHMA MO INEKTPOHHOWM NOYTE MOXKHO MCNOIb30BaTb A5 OTMNPABKM COOBLEHNIN Ha Neliaep, B BUAE
SMS Ha mobuabHbIN TenedboH man nengxkep. Hanpumep, ytobbl nocnatb coobueHne aboHeHTy ICQ,
yKaxkute agpec E-mail B Buae ICQ_USER_UIN@pager.icq.com, rae ICQ_USER_UIN Baw Homep B cucteme
ICQ, a B cBolicTBax ICQ yctaHoBuTe "PaspewnTb EmailExpress messages". MNoapobHee o HACTPOMKax Cy»KObl
SMS Bbl MOeTe y3HaTb Yy CBOEro COTOBOro onepaTopa. B nosne [o6aBUTb TEKCT MOMKHO BBECTM
npousBosibHoe coobuleHus ans E-Mail. Bbl moKeTe MCNO/b30BATh NEpPeMeHHble, ONUCAHHbIE B CEKLUU
Mokasatb coobuieHume.

. Bknountb npasBuna 3axeBaTa: BratouyaeT YHuBepcasibHble MpPaBuaa; YKaXXUTe Ha3BaHWA MNpaBu/, ecau

TpebyeTca HECKOIKO NPaBw/, NEPeUNCIMTE MX HAa3BaHMA Yepes 3anaTyto (AN TOUKY C 3anAToM).

"  BbIKAOUMTb ApyrMe npeaynpexKAeHUn: BbIKNoUYaeT HeHY)KHble MPeaynpeXKaeHus; YKaKuTe HasBaHue
npeaynpexaeHuna. Ecam TpebyeTca OTKAIOYUTL HECKO/IbKO MpeaynpekaeHnid, nepedumcamte Mx HasBaHuA
yepes 3anaATyto (MAK TOUKY C 3anAToMn).

= HauaTb 3anucb NaKeToB: Bk/oyaeT aBTocoxpaHeHne (cmoTpuTe rnasy BegeHune Log-daiinios); CommView

for WiFi HauHeT 3anucb NepexBayYeHHbIX NAKETOB Ha AWCK.
" 3aBeplLUTb 3aNUCb NAKETOB: BbIKAOYAEeT aBTOCOXpaHeEH e,

HaxkmuTte OK, uTobbl COXpaHUTb HACTPOMKM U 3aKPbITb ANANOT HACTPOMKM NpeaynpexRaeHuUA.

Bce cobbiThA, M OTHOCALLMECA K HUM AeiCcTBUA, nepeumcantoTca B nose 3anucb CobbITMiA, KOTOopoe HaxoguTca noa
CMMCKOM NpeaynpexaeHui.
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Kmroun WEP /WPA

[na pacwmdpoBKM nepexsadveHHbIX NaKETOB MOXHO BBecTH Katoun WEP, WPA nan WPA2 B okHe Kntoun WEP/WPA.
be3 aTux KaoYen nporpamma He CMOXKeT pacwudpoBaTb NaKeTbl AaHHbIX, NepefaBaemble B Balleil JIOKa/NbHOW
b6ecnposoaHol ceTu. MNMOCKONbKY B HEKOTOPbLIX CETAX MCMOJIb3YETCA CMELUAHHbIN pexum wudpoBaHMa, Koraa
naeHTMduKaumna npomssoamtca no WEP n WPA, Bbl morkeTe BBecTu Katod WEP n ycnosHyto dpasy-naposb WPA
O04HOBpPEMEHHO.

WEP

CTaHZapT No3BO/IAET UCMNO/b30BaTbh A0 YeTblpex Katouven WEP, Tak 4YTo Bbl MOMeTe yKasaTb OAMH, 4Ba, TPU UK
YyeTblpe Katoua. [ANHY Katoda MOXKHO BblOpaTh M3 BbiMAaZatowero cnucka. MNoaaepuBaemble 3HaveHMa — 64, 128,
152, n 256 6uT, Tak yYTo BamM noTpebyeTcs BBECTM LWECTHaAuaTePUUHble CTpoku anumHoh 10, 26, 32 u 58
COOTBETCTBEHHO.

WPA

CtraHpgapT WPA (3awmiueHHbit goctyn K WIiFi) pernameHTUMpyeT KO/IMYECTBO PEXMMOB MAEHTUOUKAUMKU WU
wudposaHma. He Bce U3 HUX nogaepxnsatotca nporpammort CommView for WiFi ns-3a orpaHuyeHmin, cBa3aHHbIX
C orpaHuyeHusmm 6asosont mogenm 6esonacHoctn. CommView for WiFi noagaepxusaet pacwmnoposbiBaHne WPA
nnn WPA2 B pexkume PSK c mcnosnb3osaHunem npotokosa TKIP nam AES/CCMP. Bbl moskeTe BBeCTM Kak ¢pasy-
Maposib, TaK M LWWECTHAALATEPUYHYIO CTPOKY A/MHON 64,

Ba)kHOo: o06paTute BHUMaHWEe, 4TOo TpadukK, wudpoBaHHbli WPA3, He MOMKET ObiTb
pacwudpposBaH. CraHgapt WPA3 uncnonb3yer nNaposib TOJIBKO AAs  ayTeHTUudUKauuu;
pacwnppoBbiBAHNE HEBO3MOKHO.

BarkHO: MHPopmaums o Tom, Kak CommView for WiFi ob6pabaTbiBaer TpadukK, WNbPOBaAHHBIN
WPA, cmoTpute B rnase PacwmndposbiBaHne WPA. Ecav Bbl BBenu HoBbi WPA-napoab, Bam

MOXeT I'IOHa,CI,06MTCFI moaynb Peaccoumaunm y3nios.
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WEP

Knrou 1

|CBFAA34BESU?BFFDBAEDSTT34?
Knmoy 2

Mapone WPA-PSE:

Tender is the night

3arpysuTe ... CoxpaHnTe ...

Ona coxpaHeHWsa Tekyuwlero Kawoya Haxkmute CoxpaHuTb. [nA 3arpy3knm paHee COXPAaHEHHOTO K/AK4Ya HaMXmuTe
3arpysurb.

Kntouun, 3arpyskeHHble 1av BBeAeHHble B 3TOM Avasnore 6yayT NPMMEHEHbI K MaKeTam, NepexsayeHHbIM B pexmnme
peasbHOro BpemeHM, a TakkKe Ko Bcem NCFX-¢dalinam, coxpaHeHHbiMm paHee. Koraa nepexBauyeHHble MaKeTbl
coxpaHaoTtca B ¢ain NCFX, Te nakeTbl, KoTopble 6blAM ycnewHo pacwuppoBaHbl byayT COXpaHeHbl B
pacwnppoBaHHOM BUAE, @ TE NAKETbl, KOTOPbIE HE MOTYT 6bITb pacwmdpoBaHbl ByayT COXPaHEHbI B UCXOAHOM BUAE.
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PekoHcTrpykuus TCP-ceccuit

C nomolubto 3TOM YTUAUTbI MOMKHO MPOCMOTPETb MPOLLEeCC OOMeHa Mmexay ABymAa xoctamu no TCP. Y1obbl
BOCCTaHOBUTb TCP- ceccuio, HeobxoaAMMo cHavana BbibpaTb nakeT TCP B 3aknaake Maketbl. B 3aBucMmocTu ot
yctaHoBOK (MUcKaTb Hayano ceccuu nNpu peKoHCTpyKuum TCP-ceccuit B meHio Hactpoiika => YcTaHOBKM =>
DeKopep), ceccua byaeT BOCCTaHOB/IEHA HAYMHAA C BbIOPAaHHOrO MaKeTa, KOTOPbIN MOXKET OKa3aTbCA B cepefuHe
ceccumn, MMbo c ee Hayana. Hanga u BbIGpaB HYXKHbIA NaKeT, WENKHUTE NPaBOM KHOMKOM MbIWKMA Ha HEM, B
noAaBuMBLLIEMCA MeH0 BblbepuTe PekoHcTpyKuua TCP-ceccum, Kak MOKa3aHO 34eCh:

IP HazH. Mopt vctoud,  MNopT Hazk, Bpemn Jetanu

? 0 192,168.0.1 http 52851 16:47:37.625403 Tep: Flags=...A.5., SrcPort=HTTR(20), DstPort=
= wikipedia-lb.es... 52852 http 16:47:37.630746 Hitp: Request, GET fwiki/Instant_messaging
== wikipedia-lb.es... 5285 .PEKOHCIWKL[HH TCP-ceccum Tcp: Flags=..A...., SrcPort=52851, DstPort=H1
EE 173.0.14.249 nethi - btns: Query Request for *<00= < 00> <00> -«

? | 239.255.255.250 netbi btns: Query Request for *<00= < 00> <00> -«

Pekoncrpykumna UDP-noToka

Mpouecc BOCCTaHOB/IEHUA Nlydlle Bcero paboTaeT ANA TEKCTOBbIX NPOTOKONOB, Taknx Kak POP3, Telnet, unn HTTP.
BO3MOKHO TaKKe BOCCTAHOBJIEHME Mpouecca nepecbiikn bonblioro ZIP-apxmBa, HO Ha 06pPabOTKY HECKOJIbKUX
merabaint gaHHbix CommView for WiFi noTpebyeTcs C/AMWKOM MHOro BpemeHu. Kpome Toro, B 60/blUMHCTBE
c/yyaeB nonyvyeHHasa nHoopmauma byaer 6ecnonesHa. B 3aknaake Coaep:KMmoe nokasaHbl paKkTMUYECKNE gaHHble
no ceccuu, a B 3aknagke AHanus TCP-ceccum nokasaH NoTOK peKOHCTpynpoBaHHo TCP-ceccum.

Huxe nokasaH npumep pekoHcTpyKumm HTTP-ceccuun, coaepxkalweit gaHHbie HTML, B pexumax ASCIl u HTML
COOTBETCTBEHHO:

=2 TCP-ceccms = =

Daiin  Pegaktnpoeate Y CTaHoBKW

Coaepxumoe | Apanms TCP-ceccun

GET /wiki/Inatant measaging HITES1.1l ~
Leocept: text/html, application/xhtml+xml, */*

Referer: http://en.wikipedia.org/wiki/Computer network

Accept-Language: en-US,en;q=0.7,ru;g=0.3

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6€.2; Win64; x64; Trident/6.0)

UA-CPU: RMDE4

Locept-Encoding: gzip, deflate

Host: en.wikipedia.org

DNT: 1

Connecticn: Heep-Alive

Cookie: uls-previcus-language3=:5B%22ent2235D; mediaWiki.user.id=TYQ]GYthdTKdI2riGwDgSWEIml COEmMAN
centralnotice bucket=1-4.2

HITE/1.0 200 OK

X-Content-Iype-0ptions: nosniff

Content-Language: en

Last-Modified: Sun, 30 Jun 2013 22:40:08 GMT

Content-Encoding: gzip

Content-Length: 34260

Content-Type: text/html; charset=UTF-&

Date: Wed, 10 Jul 2013 13:15:28 GMT

Server: Apache

Cache-Control: private, S-maxage=0, max-age=0, must-revalidate

Vary: Accept-Encoding,Cookie

¥-Cache: MIS5 from sgé3.wikimedia.org hd
192,168.0.1:52852 = > wikipedia-Ib.esams.wikimedia.org:80 * 1,692 BaiiT 8 3 nakere(ax) Nloruka oToBpaxceria:

V] wikipedia-Ib.esams.wikimedia.org:80 => 192.168.0,1:52852 * 35,540 Gaiit & 28 nakere(ax) ASCIl iv
Beero 37,232 GaiiT 8 31 narete(ax), Bpema ceconn: 0 cerynaala) Haeurauma: ECAN B NE S

m PaboTta c nporpammoit | CommView for WiFi



@ TCP-ceccua = =
Qaiin  PegaktupoBate  YCTaHoBKM
Coaepxumoe | Ananms TCP-ceccun
gain market share at the expense of nE ~
Mobile instant messaging|edit]
Mobile instant messaging (WM is the technology that allows instant messaging services to be accessed from a portable device,
ranging from standard mobile phones to smartphones (e.g. devices using operating systems such as Android, Blackberrv 05, i05,
Symbian OS, Windows Phone, ef al). It is done two ways:

o Embedded clients — tailored IM client for every specific device.

s Clientless platform — a browser-based application that does not need to download any software to the handset, and which
enables all users and all devices from any network to connect to their Internet IM service, ideally. In practice, browser limits can
pose problems.

In web browser|[edit]
In 2002, Icg introduced a web-based version of their IM client that works in a web browser and doesn't require download and install
Soon after, Yahoo did the same thing. Later, some e-mail services integrated their web-based Instant Messengers into their web-
based e-mail pages. Gmail infroduced instant messaging ability in its webpages, which can be used in a web browser with no need to
download and install the M client, and indeed, Google doesn't make one available. Later, Yahoo! Mail and Hotmail also implemented
this. Several independent SaaS providers offers instant messaging of different IM services. Generally such services are limited to text
192.168.0.1:32852 = > wikipedia-Ib.esams.wikimedia.org:20 * 1,692 Baiit & 3 nakere(ax) Nloruka otoBpakeHns:
[¥] wikipedia-lb.esams.wikimedia.org:80 => 192.168.0.1:52852 * 35,540 Gaiit 6 28 nakere(ax) HTML v
Beero 37,232 GaiiT 8 31 nakete(ax), Bpema ceconn: 0 cexynaala) Haewrauma: <O | e 222

B perkmme oTobpaxeHua HTML runeprekctoBble CTpaHWMUbl OObIMHO He coaepyaT rpaduyecknx 06BEKTOB,
NMOCKOJ/IbKY B pamkax npoTtokona HTTP un3o06paskeHUs nepegatotca oTaenbHO. [nAa npocmoTpa n3obparkeHui
06bl4HO TpebyeTca nepenTn K cnegytowein TCP-ceccumn. Huke npuseaéH npumep HTTP-ceccum, copeprkaleit
rpaduyeckne 06bEKTbI, KOTOPbIE OTOOPaXKAOTCA TMNEPTEKCTOBOM peXUME:

A TCP-ceccus = =

Qaiin  PegaktupoBate  YCTaHoBKM

Coaepxumoe | Ananms TCP-ceccun

GET /wikipedia/commons/thmmb/9/9e/Network _card.jpg/220px-Network card jpg HTTP/1.1 Accept: image/png, image/svg+xml, ~
image/*;q=0.8, */*.q=0.5 Referer: http://en wikipedia org/wikiNetwork card Accept-Language: en-US en;q=0.7 m;q=0.3 User-
Agent: Mozilla’5.0 (compatible; MSIE 10.0; Windows NT 6.2; Win64; x64; Trident/6.0) UA-CPU: AMDé&4 Accept-Encoding: gzip,
deflate Host: upload wikimedia org DNT: 1 Connection: Keep-Alive

GET /wikipedia/commons/thimb/9/9e/Network _card jpg/220px-Network card jpg HTTP/1.1 Accept: image/png, image/svg+xml,
image/*.q=0.8, */*.q=0.5 Referer: http://en wikipedia org/wikiNetwork_card Accept-Language: en-US en:q=0.7 .r:q=0.3 User-
Agent- Mozilla/5.0 {compatible; MSIE 10.0; Windows NT 6.2; Win64; x64; Trident/6.0) UA-CPU: AMDé&4 Accept-Encoding: grip,
deflate Host: upload wikimedia org DNT: 1 Connection: Keep-Alive HTTP/1.1 200 OK X-Object-Meta-Shalbase36:
fepgyuep9mbhgSpwSrxb68b2dlwlffim Content-Disposition: inline filename*=UTE -8 "Network_card jpg Last-Modified: Fri, 05 Oct
2012 23:50:09 GMT Etag: baf5{73deee’ ceeba’eibT7ad446c8fdd X-Timestamp: 1349481009.13452 Content-Type: image/ipeg X-
WVarnish: 2750626329 2690942334, 1116142366 1017062737, 665192969 664720389 Via: 1.1 varnish, 1.1 varnish, 1.1 varnish
Content-Length: 7389 Accept-Ranges: bytes Date: Wed, 10 Jul 2013 14:57:43 GMT Age: 110396 Connection: keep-alive X-Cache:
cpl062 hit (494), cp3010 hit (607), cp3010 frontend hit (1) Access-Control-Allow-Origin: *

v
192.168.0.1:33339 => upload-Ib.esams.wikimedia.org:80 * 437 Baiit & 1 nakere(ax) Nleruxa etoBpaerus:
upload-lb.esams.wikimedia.org:80 => 192.168.0.1:53339 * 8,015 GanT & b nakeTe(ax) HTML v
Bcero 8,452 Baiit B 7 nakere(ax), Bpema ceccum: 0 cexynaala) Haewrauma: ECARD SN
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Mo ymonuaHuio, CommView for WiFi pasapxusupyet web-TpaduK, cxkaTbih ¢ nomowpto GZIP, n BoccTaHaBaAMBaeT
n3obpaxkeHMa M3 OMHaAPHbIX MOTOKOB AaHHbIX. YTOOblI BbIKAOYMTL 3TU ONUMMK, BOCMOJL3YATECH 3aKAaLKOM

Aekoaep.

MO3HO MrHOPUPOBATb AaHHble U3 OnpeaesieHHOro UCTOYHMKA, YCTAHOBMB COOTBETCTBYIOWMIN GNAXKOK B HUMKHEN
YyacTu okHa. [na yaobcTea BXxoAalme M Ucxoasaiume AgaHHble NomeyeHbl pa3Hbim LBETOM. ECM Bbl XOTUTE U3MEHUTb
LBETOBYIO rammy, BbibepuTe YcTaHOBKM => LiBeTa 1 BOCMOAb3yATECh NAANTPON. MOXHO BKAOUYUTb UAU BbIKAOUYUTD
nepeHoc cnos: YcTaHOBKK => MepeHoc no caoBam.

Boinagatowee meHio JlorMKa oTo6pakeHUA No3BOASEeT MPOCMATpPMBaTb BbIOPaTb perkumbl npocmoTpa ASCII
(06bIuHbIN TekceT), HEX (wecTHaguaTepuyHble gaHHble), HTML (web-aokymeHTbl 1 KapTuHKkn), EBCDIC (KoanpoBska,
ncnosbsyemas B meliHopenmax IBM) n UTF-8 (loHuKog). YuTuTe, 4To pesynbTaTbl NPOCMOTPA AAHHbIX B peume
HTML moryT BbIriA4eTb HECKOJIbKO MHaye, Yem Mpu MNPOCMOTPe HacToAwWwMm Opaysepom (Bbl He yBuauTe
rpaduyeckne 06bEKTbI U T. M.), 04HAKO BMOJHE MOXHO NPeACcTaBUTb, KaK BbIrAgena AaHHaa CTpaHMUa Ha caMom
aene.

BbibpaTb BUA OTOBPaXKEHMA MO YMOIYAHUIO MOXKHO B 3aKnaake JeKkoaep.

KHOMKM HaBurauMm no3BOAAIOT OCYLECTBAATb Nepexos mexay npeabiaywen u nocnegytowen TCP-ceccnsmu.
MepBan KHoMKa "Bnepéa" [>>] nepelgéTt K cnenyowen ceccnm mMexay TEMU Ke XOCTaMM, YTO U Npy NePBOM Bbi30Be
PEKOHCTPYKUMN. BTopas KHoMKa "Bnepén" [>>>] nepenaéT K cnegytowen ceccnm mexxay nobbimn ABYMA XOCTaMU.
Ecnv B 6ydepe HECKONIBKO CeCcCcUi, peKOMEHAYeTCA HauMHaTb PEKOHCTPYKLMIO C CamMOl NepBOM, TaK Kak KHOMKa
BO3BpaTa [<<] He CMOKeT nepenTn Ha ceccuto, NpeaLlecTBYOLLYI0 TOM, C KOTOPOW Havyanacb PEKOHCTPYKLUSA.

MonyyeHHble JaHHbIE Bbl MOMKEeTe 3anMcaTb Ha AWUCK B ABOWYHOM Buae, B TekctoBom, HTML nan RTF-popmare,
BblOpaB Pann => COXpaHUTb KaK.... [IpM coxpaHeHMU B TeKcToBOM dopmaTe, Bbl nonyunte dan B KogmpoBKe
Unicode UTF-16. Mpu coxpaHeHun nHpopmauum B HTML-dpopmaTe, KoanpoBKa BbixogHOro daina byaert 3aBucetb
OT 3Ha4YeHuA onuum Jloruka otobpaxkeHua. Ecam BbibpaH pexkum npocmoTtpa HTML, To daiin byaet umets dpopmat
ANSI; ana octanbHbIX pexMmoB npocmoTpa — ¢opmat Unicode UTF-16. O6bpaTtute BHMMaHMe, YTo coxpaHas HTTP-
CEeccuto BMecTe C M30b6parkeHnsamu, nsobpaxkeHma us HTML-dalina coxpaHAOTCA BO BPEMEHHOW AUPEKTOPUM
Ballero AMCKa, MO3TOMY €C/IM Bbl XOTUTE WX OCTaBUTb, OTKPOWTE COXPaHeHHbIM ¢dain B Bawem Opaysepe wu
nepecoxpaHuTte ¢aiin B dopmaTe, KOTOPbIA MOMET BKAOYaTb M306paxkeHua (Hanpumep, MHT) go Toro, Kak
3aKkpoeTte CommView for WiFi.

[LnA NoncKa CTPOKKM B nNpegenax TeKyWein ceccuu, HaxkmuTe Pegaktuposatb => Haittu...

AHaau3 ceccuil

B 3aknaake AHanus TCP-ceccum okHa TCP-ceccua nokasbiBaeTcAa BoccTaHoBseHHaa TCP-ceccua B rpadumyeckom
BuAe. 34ecb Bbl YBUAWUTE MOTOKM AAHHbIX B 3TOM Ceccuu, OWMOKM, 3a4epKKM M aKTbl NOBTOPHOM nepesayn
notepsasLwenca MHGopmaumu.

ﬂ,ﬂﬂ KaXX4o0ro naketa ceCCMu nNokasaHa caieayroulan MH¢OpMaLI,MFII

= ®narn TCP.

=  ABCONOTHbIE U OTHOCUTE/IbHbIE 3HaYeHnsa SEQ n ACK.

=  Bpemsa npubbiTUA naketa.

=  BpemMeHHOW MHTEepPBAA MeXAy TEKYLMM M Npeablaywmm nakeTamu.
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" Homep naketa B BOCCTAaHOBJ/IEHHOW Ceccuu.

Ecnv nakeT cogepKuT oWwmnbKM, To ByaeT NoKa3aHO TEKCTOBOE ONMCaHMe 3TUX OWMBOK cnpaBa OT KapTUHKK. Korga
Bbl HaBeAETE KypCOpP MbILLM Ha MaKeT, BO BCMN/bIBAOLWEM OKHEe ByAeT NOKa3aHo ero CoAepXnumoe npu ycaoBuM, 4to
NaKkeT COAEePKUT AaHHble. MoMHUTe, YyTo B none Jlormka oTobparkeHusa 3agaeTca cnocob AeKoAMPOBaHUA AAHHbIX
BO BCM/biBatowem oKHe. lNpumep okHa aHanau3za TCP-ceccMun NOKasaH HUXKe.

=2 TCP-ceccms = =
Daiin  Pegaktnpoeate Y CTaHoBKW
Cogepacumoe | Ananms TCP-ceccun
[XVETET T [annbie: 437 @aarn: [PSH ACK] ~
Seq: 1 (62881829) Ack: 1 (670564983) Bpema coeguHenua:
T4 0.047143
®narm: [ACK] e —— 5 Bpema oTeETa cepeEpa:
16:5?:3?.]5152? — Seq: 1 (B.-"DSBilSBB]ﬂAck: 438 (.E\EEBEEEE\] 6 0.000424
0.04157 JaHHele: 1420 ©naru: [ACK] B )
16:57:30.185051 | ~ Seq: 1 (670564983) Ack: 438 (62882266) . PEMA MEPEAZHM ASHHBLG
0.000196 Janneie: 1420 Bnaru: [ACK] —— | 0.000000
16:5?:3?.]??1 %ii — Seq: 1421 (670566403) Ack: 438 (62882266)
16:57:30.186157
0.000033 | T m—m————_ ®narw: [ACK]
Seq: 438 (62882266) Ack: 2841 (670367823) >
Janneie: 1420 @narw: [ACK] —_ "
16:57:30.186294 . Seq: 2841 (670567823) Ack: 438 (62882266)
0.000137 Janneie: 1420 ©aarw: [ACK] 10
16:5?:39.]:}?91? — Seq: 4261 (670569243) Ack: 438 (62882266)
16:57:30.187041
0,000025 | T T m——— o Onaru: [ACK]
Seq: 438 (62882266) Ack: 5681 (BT0370663)
—> |1
v
~|192,168.0.1:33339 = > upload-Ib.esams.wikimedia.org:80 * 437 Baiit 8 1 nakere(ax) Jloruka otoBpaxerns:
¥| upload-Ib.esams.wikimedia.org:30 => 192,168.0.1:33339 * 8,013 GaiiT & 6 nakere(ax) HTML
Beero 8,432 GaiiT B 7 nakete(ax), Bpema ceccum: 0 cexyHaala) Haeurauma: ECARN YRS

B npaBoﬁ naHe/ M N0OKa3aHa OCHOBHAA CTaTUCTUKa ANA LI,aHHOﬁ ceccunu:

BpemAa coepguHeHUa — Bpems, 3aTpayeHHoe Ha ycTaHoBseHMe TCP-coegmHeHus. MHbIMKM cnoBamu, 3TO Bpems
TpexcTopoHHero obmeHa no TCP (SYN => SYN ACK => ACK).

Bpems oTtBeTa cepBepa — BpemMAa C MOMEHTa Haya/ibHOro 3anpoca KAMeHTa 40 NepBOro OTK/AWKa cepsepa.

Bpema nepegaun faHHbIX — BpemMs Mexay nepsbiM M nociegHum oteeTom cepsepa (0 B Tom cayyae, ecam 6bin
BCEro oAuH OTBET OT cepsepa).

Bbl MO*KeTe coxpaHUTb rpaduyeckoe npeacraBaeHne BocctaHoBneHHol TCP-ceccuu B dpannbl BMP, GIF namn PNG,
K/MKHYB NO PUCYHKY NPaBON KHOMKOW MblM U Bbi6pPaB B KOHTEKCTHOM MeHlo COXpaHUTb M306pa)keHue Kak.
Ceccua ¢ 601blIMM KONMYECTBOM NaKeToB OyaeT pa3buTta Ha HECKOJIbKO Painnos.
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PekoHcTpyKuusa UDP-OoTOKOB

ITOT MHCTPYMEHT BO MHOTOM CXOX C @aHA/MIOMMYHbIM MHCTPYMEHTOM ANA PEKOHCTPYKLUMM TCP-ceccuii, ONMCAaHHbIM B
npeablaywen rnase; Bbl MOXeTe HaWTU B Hel NoapobHy uHPopmauuto. OgHaKo, NOCKOJbKY B OTAMYME OT
npotokona TCP, UDP-npoTokon He TpebyeT yCTaHOBNEHUA COEANHEHUS, MEXAY PEKOHCTpyKunamm TCP-ceccmin m
UDP-NoTOKOB ecTb cneayowme oTanumsA:

=  OTtcyTcTBYeT BKAaAKa AHanam3 TCP-ceccumn, nockonbky UDP He npeaycmaTpuBaeT Haanuma ceccuid, SEQ nam
ACK.

= [lockonbky B UDP otcytctBytoT SYN maum FIN, Bce nakeTbl mexkay IP-agpecamn M cOOTBETCTBYIOLWMMMU
nopTaMm CUYUTAIOTCA NPUHALNEKALWMMN OAHOMY MOTOKY.

IloucK makeTa

[ns noncKa NakeToB, B KOTOPbIX COAEPHKUTCA ONpPeaeneHHbI TEKCT UK agpec, NCNo/b3yinTe Ananor noncka (Mouck
=> HailTu nakeTt). BBeauTe nNoAcTPoKy ANA Noucka, BbibepuTe TN gaHHbIX (CTpoKka mMam Hex) un HaxmuTe Haitu
BAanee. Nporpamma HageT NakeTbl, Y40BNETBOPAIOLIME KPUTEPUIO MOUCKA M NOKAXKET MX B 3aKNaaKe MaKkeTbl.

TeKCT MOKHO BBECTU KaK CTPOKy, WecTHaguaTepuyHoe 3HavyeHne, MAC- nam IP-agpec. NoncK TEKCTOBbIX CTPOK
b6yaeT ocywecTeneH Kak B ASCII, Tak n B popmate Unicode (UTF-8 n UTF-16). Hex-cTpoka ncnosb3yetca gns BBoda
HerneyaTaembIX CMMBOJIOB: MPOCTO BBEAUTE WeCTHaAUaTeEPUYHYIO CTPOKY, Hanpumep, ADOA027804.

[na perncTpo3aBMCcMMOro noucka yctaHosute daar C yuetom pernctpa. s noucka CTPOKM, KOTOpaa HaunmHaercs
C onpefeneHHoro cmelleHuns, yctaHosute o¢nar Co cmeweHua (hex). T[MomHUTe, 4YTO CMelleHUe
WecTHaALaTepPMYHOER U HaYMHARTCA C HYNA (eCAn Bbl UWMTE NepBbIi 6aiT NaKkeTa, TO 3HaUYeHUe cMmeLleHMA pasHo 0).
TakKe Bbl MOXeTe BblbpaTb HanpaBieHMe NoucKa: Beepx nam BHus.
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CTaTUCTHKA U OTYEThI

BbibpaB B MeHto Bua => CTaTUCTUKA, MOXKHO O3HAaKOMMUTBCA C TAaKUMK NapaMeTpammn CETEBOMN CTAaTUCTUKM CErMEHTa
LAN mau Bawero KommbioTepa, KaK KO/IMYECTBO MaKeToB B CeKyHAy, 6aliToB B CEKyHAy WAM pacnpeaeneHune
npotokonoBs Ethernet, IP 1 nognpoTokonoB. [BaKabl WEAKHYB N0 AMarpaMmmam, UX MOXKHO CKONMPOBaTbL B bydep
obmeHa. [na yaobcTBa NPOCMOTPA CEKTOPHbLIX AMArpamm, UX MOXKHO BpalLaTb C MOMOLLbIO ABYX HebOo/bluMX

KHOMNOK B NMPaBOM HUXHEM yrny.

[aHHble Kaxaon CTpaHWULbl MOXHO COXpPaHUTb uan B dopmate bitmap unm B TekctoBom daine CSV. [na atoro
BOCMO/Ib3YUTECH KOHTEKCTHbIM MEHIO WM NPOCTO nepeTawmTe OO6bEKT MbIWKOW. Bbibpas nyHKT meHto OTtuer,
MOHO CO34aBaTb aBTOMaTU4eckne otyetbl B HTML namn tekctosom popmate CSV.

CeTeBan CTaTUCTMKA MOMKET CTPOUTLCA HA Ha3e BCeX NAKeTOB, NPOXOAALMX Yepes3 afanTep, UM ¢ y4eToM Npasui,
YCTaHOB/IEHHbIX Ha AaHHbIA MOMEHT. Ecam TpebyeTca, UTobbl B CTaTUCTUKE YUMTLIBAZINCh ANLb TEKYLLME NpaBuAa,
cneayet otmetuTb paar Apply current rules (C yuetom geiicTeytowmx npasun).

O6uwee

Mctorpammbl Buaa "MakeToB B cekyHay" M "BanT/6UT B cekyHAy", WHAMKATOP WMCNONAb30BaHMA MPOMYCKHOM
CNocobHOCTU (yaenbHbI TpaduK, AeNeHHbI Ha HOMMHA/NbHYIO CKOPOCTb CEeTEeBOro afantepa MAM MOLEMHOTrO
coeAnHeHus), a TakKe obliiee KOIMYeCcTBO NaKeToB U BanT.

IIpomoko.1bl

Pacnpegenenune Ethernet-npotokonos: ARP, IP, SNAP, SPX u 1. 4. Bbinagatowee meHto NMocTpouTb No... N03BOAET

BbI6paTb mMeToAbl: NO YACAY NaKeETOB UAN Ynchy 6anrT.

IP-npomoko.bl

Pacnpe,u,eneHme |P-I'IpOTOKO}'IOB. Bblna,u,a}ou.l,ee MEHIo I'Iocrpomb no... nepeknyaetr metoabl noacyerta: nNo

KO/IM4YeCTBY NAaKeToB UK MO KOJINYECTBY 6anrT.

IP-nodnpomokobi

PacnpegeneHne ocHoBHbIX |P-npoToKo0B ypoBHA npuaoxeHua: HTTP, FTP, POP3, SMTP, Telnet, NNTP, NetBIOS,
HTTPS n DNS. YTo6bl f,06aBUTL COBCTBEHHbIE NPOTOKO/IbI HAXXMUTE KHOMKY HacTpoiika. MoKHO 334aTb 0 BOCbMMU
NPOTOKO/I0B, BBeAA Ha3BaHue, TUN IP-npoTokona (TCP/UDP) u Homep nopTa. Beinagatowee meHto MoctpouTb no...
nepekto4aeT MeToAbl NOACYETA: MO KOIMYECTBY NAaKEeTOB MM MO KOANYecTBy HaunT.

Pa3zmepul

Pacnpe,u,eneHme pa3mepa NnakeTos.

Xocmvui no MAC-adpecy

Cnucok aktmBHbIX LAN-xoctoB no MAC-agpecam, cO CTaTUCTUKOW nepedaur gaHHbix. MAC-agpecam MOXKHO
NPUCBOMUTL NceBAOHUMbI (anmnacskl). Ecam B Bawel ceTu odeHb MHOro multicast-naketos u Tabanua Hosts by MAC

C/IMLIKOM Meperpy:keHa AaHHbIMM — MOXHO CrpynnupoBaTb MX B oAHY CTpoKy GroupedMulticast. 3ta onums
BK/lOUaeTca Gnaxkkom Fpynnuposatb mysibTUKacT-agpeca. O6paTuTe BHUMaHMe: rpynnupoBaTthca 6yayT TONbKO
BHOBb MNOJlydyaemble NaKeTbl. [laHHble, MOJIlyYeHHble A0 MOMEHTa BK/OYEHUA A[AaHHOW onuuu, He 6yayT
rpynnMpoBaThbeA.
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Xocmui no IP-adpecy

CnucoKk aktuBHbIXx LAN-xocToB no IP-agpecam, co CTaTUCTUKOW nepefaun AaHHbIX. ocKonbKy |P-naketsl,
HaKanaMBaemble NPOrPamMMoOn, MOryT NPUXOAUTL C HEOTPAHMYEHHOro Yncna IP-agpecoB (Kak BHYTPEHHUX, TaK U
BHELWHMX), NO YMONYAHWUIO [JaHHaA 3aKnafka He oTobOpakaeT HUKAKOM CTAaTUCTUKM. YTOObI MoAyuuTb ee,
HeobxoaMMoO 3agaTb AnanasoH |P-agpecoB B cOOTBETCTBYHOWEM nose. 3agaBaembli AMANA30H  A0JKeH
npuHagnexatb Bawei ceTn. MOMKHO 3a[aTb HECKONbKO Auana3oHoB, HO obuwee uncno |IP-agpecoB He MoXeT
npesbiwats 1000. Y1066l yaanuTb AManasoH, LWEJAKHUTE MO Hemy npaBOM KHOMKOW MbllM W BblbepuTte
COOTBETCTBYIOLLYO KOMaHay (YAanutb AuvanasoH, Yaanutb Bce AuanasoHbl). IP-agpecam MOXKHO MNPUCBOUTL
ncesaoHUMbI (annacsl).

Mampuya no MAC-adpecy

JTa CTpaHMLA NOKa3blBaeT obLEeHMe Y3108 CeTM B rpaduyeckoin popme, ONMpasch Ha 3HaveHns MAC-aapecos.
KomnbloTepsl, npeactasneHHble nx MAC-agpecammn, pacnosioXKeHbl MO KPyry, a CecCMM MeXKLy HMMM MOKasaHbl
JNIMHUAMU, COEANHAIOLWMMMN COOTBETCTBYIOWWME Y3/bl. [0ABEeAA MbILLKY K Y31y, Bbl YBUAUTE BCE CECCMU, UMEBLUMECH
Yy O@HHOTO KOMMbIOTEPa C OCTasibHbIMK. MeHasA 3HavyeHne nons Camble aKTUBHbIE NAapPbl, Bbl MOXETE YNPaB/iATbh
KO/IMYecTBOom oTobpakaemblx cBA3el B matpuue. MeHsAa 3HauyeHue nons CumtaTb NOCAEQHMX Nap, Bbl MOMKETE
ynpaBAsATb YMC/AOM Map aApecoB, OTCAEXKMBAEMbIX MNPOrPamMmoin AnA NOCTPOeHWA MmaTtpuubl. Ecav B Bawem
cermeHTe HabAAAETCA CAMILKOM MHOTO WMPOKOBELWATENbHbIX MAKM Multicast-nakeToB, NepenoHAWMX MaTpULy
— Bbl MOKETE UTHOPUPOBATb TaKME MaKeTbl, YCTAHOBUB COOTBETCTBYHOLWMIA dnaxkok: UrHopupoBaTb 6pogKacTbl Man
MrHopupoBaTb My/IbTUKACTbI.

Mampuya no IP-adpecy

Ha 3To# cTpaHuMue nokasaHa rpadpuyeckan matpuua obmeHa y3namum cetu co ceoumu IP-aapecamu. Y3nbl cetn (ux
IP-afpeca) pacnosiosKeHbl N0 KPYry, a CeCCUN MeXAY HUMM NMOKa3aHbl AMHUAMM, COEANHAIOLLMMMN COOTBETCTBYIOWME
y3abl. Moaseaa Mbllwb K Y37y, Bbl YBUAMTE BCE CECCUMU, MPOUCXOAMBLUME Y AAHHOTO MEXAYy AaHHbIM Y3/10M M
ocTasibHbIMK. MeHAs 3HayYeHne nosia Camble akKTUBHbIE Napbl, Bbl MOMKETE YNPaB/iATb KOIMYECTBOM OTOB paxaembix
cBAsel B matpuue. MeHas 3HaueHne noasa CUMTaTb NOCAEAHUX Nap, Bbl MOXETE yrNpaBaATb YAC/IOM Nap afpecos,
OTCNEXMBAEMbIX MPOrPaMMO AN NOCTPOoeHUs maTpuubl. Ecav B Bawem cermeHTe HabAI0A4aETCA C/IMLLIKOM MHOTO
LUIMPOKOBeLWaTebHbIXx Uan multicast-nakeTos, U3NLWHE NeperpyXatolmx MaTpuLy — Bbl MOMETE UIHOPUPOBaTb
TakMe MakeTbl, YCTaHOBMB CcoOOTBeTCTBYOWMI naxok: WUrHopuposatb 6popgkactel uav WrHopuposaTb
MYNbTUKACTbI.

Omuyem

3aKnagKa Mo3BOSIET HACTPOUTb aBTOMATMYECKM co3gaBaemble oTyeTbl B ¢opmatax HTML (c rpaduyeckum
npescTaBieHUem ructorpamm) nam B popmate CSV.

Bo3MOKHO Noly4eHne CTaTUCTMKKM MO paHee cobpaHHbIM NakeTam. 1A aToro 3arpysuTe ¢paiia B yTUAUTY NPOCMOTPA
Log-dbainnos u Bbibepute ®aitn => MoAyUUTb CTAaTUCTUKY. pU KeNaHUM MOXKHO COPOCUTL YyXKe Mmetowmecs
3HayeHMA B OKHe CTaTUCTUKA. OTa QYHKUMA HE MOKAXKET pacnpeaesieHne NakeToB BO BPEMEHM, OHa OrpaHMYeHa
06WMMM CBEAEHUAMM, TMCTOFPAMMAMM NPOTOKON0B M Tabanuyamm xoctos LAN.
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IlceBAOHUMBI

CommView for WiFi mokeT noactasnate smecto MAC- unum IP-agpecoB nerko Yntaemble U IErKO 3anoMUHaemble
MMeHa Npu 0TObpParkeHMM NaKeToB B 3aKnafKax Makerbl n CtatucTuKa. Hanpumep, 00:0F:3D:E9:0D:35 cTaHeT AP.

YT1o6bl co3paTth uma (anmac) gna MAC-agpeca, LWeNKHWUTE MPaBOi KHOMKOW MbIWKM Ha NakeTe M Bblbepute B
KOHTeKCTHOM MeHto Co3aaTtb ncesaoHUM, ucnonblya MAC ncrouHumka nam ucnonbsya MAC nonyuartensa. loasutca
OKHO C y)Ke 3anosiHeHHbIM nosem MAC-agpeca, Tenepb MOXHO BBECTM noaxogswee ums. [pyroi crnocob:
BblbepuTe B meHio HacTpoiika => MceBAOHUMbI W 3aN0IHUTE NOJIA BPYYHYIO. Y43 INMTb UMA AN CTEPETL BECb CMMCOK
WMEH MOXKHO, LLLE/IKHYB NPaBOiM KHOMKOW Mbiwn B OKHe MceBaoHUMBbI 1 BbIOpas YAanutb 3anucb Manm O4UCTUTD
Bce. TOYHO TakK e npoucxoamuT paboTa c IP-agpecamu. Ecim HoBadA 3anuch |IP-umeHn cospgaeTcs WenYKom npasom
KHOMKM MbILWW MO MAKeTy, NoJe MMEHW aBTOMATUYECKM 3aN0HAETCA MMEHEM XOCTa (eC/iM OHO JOCTYNHO), a 3aTem
Nnonb30BaTe/lb MOXET ero pefakTMpoBaTh.
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l'eHepaTop nakeToB

JTa yTMAMTa NO3BOAAET CO34aBaTh M NepesaBaTh NaKeTbl Yepes ceTeBol agantep. Boibepute B meHto UHCTPYMEHTbI
=> [eHepaTop NakeToB. Nau, BbI6paB NakeT B 3aKnaaxe MNaKkeTbl, WeEAKHMTE Ha HEM NPaBOM KHOMKOM MbIlK, @ 3aTEM

BblbepuTe KoMaHay OTNPaBUTb NaKerT.

3 OtnpaeuTs naket (Kanan 9) = =
- wireless Packet Info BxPB: B8 02 00 B8 FF FF FF FF FF FF G0 @D 88 17 BA B8 ....Jyyyy.. ...
4.802.11 Bx18: BB 20 A6 4F F4 C2 60 B2 AA AA B3 00 00 00 08 06 . |0BA 32i... ...
| L.Frame Control: exezes (s2e) Bx20: 0D 01 08 BB 06 B4 BB 01 00 20 AS 4F F4 C2 (0 A8  ......... 10BAA™

..Duration: exeeee (e) Bx30: 0D 03 00 0B 00 0O BB 00 CB AB 88 83  ........ AL

- Destination Address: FFIFF:FF:FF:FFIFF

-~ BS5 ID: 88:8D:88:17:8A:B8

- Source Address: 2@:28:1A614F:F4:02

- Fragment Number: exeess (@)

... Sequence Number: @x@B2& (2854)

> - Logical-Link Control (LLC): Command: Unnumbered frame,
4-Arp: Request, 192.188.8.3 asks for 192.158.8.3
- HardwareType: Ethernet

- ProtocelType: Internet IP (IPva)

- HardwareAddressLen: & (8x5)

- Protoceladdressien: 4 (@xd)

- OpCode: Request, 1(exl)

- SendersMacAddress: 28:28:AG14F:F4:02

- SendersIpsaddress: 192.168.8.3

- TargetMacaddress: @@:80:22:80:80:828

- TargetIpsaddress: 192.168.8.3

BusyaneHeIil KOHCTPYKTOR NaKEToR
-

leHepaTop nakeTos

MakeTos B cekyHay: 10 = ONn 2 | pas(a)

Ckopocts 802,11, Mbps: | 243 (.11n 40Mhz DS) v Long Preamble v

MoxKanyicra, npounTanTe 3Ty MHGOPMaLMIO 06 OrpaHMUYEHUAX U 0COBEHHOCTAX PaboTbl ¢ FeHepaTopom MMakeToB U

6ECI'IPOBOAHbIMVI agantepamu:

= [lonb3yiTecb reHepaTOPOM MaKeTOB TO/IbKO B TOM C/lydae, eCNM Bbl TOYHO 3HAeTe, KakoBa Balla Lesb.
Mepenaya NakeToB B CETb MOMKET NPUBECTU K HENPEACKasyembiM nocieactemam. CoBeTyem Mnosib3oBaTbCs
3TUM UHCTPYMEHTOM JIMLb B TOM CJIy4ae, €CAN Bbl OMbITHbIN CUCTEMHbIN aA4MUHUCTPATOP.

=  Baw agantep MOXKeT He OTNPaBUTb HEKOTOPbIE NaKeTbl UM OTNPABUTL OMpeaeNeHHble NakeTbl MHOTO pas.
Takoe nosegeHne agantepa KOHTPOAMPYETCA TO/IbKO ero NporpammHbiM obecrneyeHnem m He HaxoaMUTCs
noA, HalllMM KOHTPONEM.

= [lpolwMBKa Ballero agantepa MoKeT He NMo3BO/IUTb Nepesady NakeTos C NPOM3BOJ/IbHOWM CKOPOCTbIO. BnosHe
BO3MOMKHO, YTO KOTga Bbl yKarkeTe ckopocTb B 1000 nmakeToB B CeKyHAy, MPOLIMBKA agantepa byaet

nepenaBaTtb 3T NAaKeTbl HAMHOTIO meaJieHHee.

O6paTnTe BHMMaHME Ha To, YTo FeHepaTop NAaKeTOB He MOXET M He A0/KEH 6biTb MCMO/Ib30BaH A/1A MOCbIIKA
MaKeTOB C YPOBHA MPW/IOMKEHMI, TO €CTb OH He C/leAMT 3a WMHKPEeMEHTOM 3HadeHuin SEQ, ACK, 3HauyeHuamM
KOHTPO/IbHbIX CYMM, pa3mepamu NakeTos u T. 4. Ecaun TpebyeTca nepecnatb notok TCP, cieayeT BOCNOAb30BaTLCA
Winsock-npunoxeHunem. FleHepaTop NakeToB npeaHasHauyeH A/1A BOCMPOM3BEAEHMA YiKe 3aXBauyeHHOro Tpaduka,
TECTMPOBaHMA BPaHAMaAY3pPOB UM CUCTEM ODHAPYKEHUA BTOPMKEHMA, a TaKKe ONA APYruX uenen, roe Tpebyetca
pyYyHOE CO34aHMe NaKeToB.
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leHepaTop nakeToB MO3BOAAET WM3MEHATb COAEPXMMOE MakeTa W OJHOBPEMEHHO TMOKasbiBaTb ero B
AeKoaMpoBaHHOM BUAeE B IeBOM OKHe. MOXHO co34aBaTthb tobble BUAbI MAKTOB, NOJy4aA MNONHbIN KOHTPO/Ib Haf UX
cogepxumbim. Ona naketos IP, TCP, UDP un ICMP KOHTpPO/ibHaa cymma aBTOMATMUYECKM KOPPEKTUpYyeTcA npu
Ha)XaTUM Ha KHOMKy "curma". [na nomowy B peAakTMPOBaAHWMKU NakeTa NpeayCcMOTPEH CheunanbHblii Moaynb -
Bu3yasibHbI KOHCTPYKTOP NaKeTOB; €r0 MOXHO BbI3BaTb, HAaXKaB Ha COOTBETCTBYIOLLYHO KHOMKY.

Bocnonb3yintecb KHOMKOW (C M306pa*keHHOW Ha HeW CTPesikoi) ANA MNOJlyYeHMA CNMUCKa AOCTYMHbIX WabioHoB
naketoB. B nporpamme ectb wabsoHbl TCP, UDP n ICMP nakeToB; UX MCNONb30BaHME 3a4aCTyl0 OKa3blBaeTCA
yOobHee, Yem BBOA 16-pUyYHbIX 3HAYEHUI B OKHE pedakTopa. Bo3amokHo, B wabnoHax TCP-, UDP- n ICMP-nakeToB
Bam noTpebyetca mameHuTb nona MAC- u IP- agpeca, Homepa nopTtoB, SEQ- u ACK-Homepa u T. 4. BmecTo
BCTPOEHHbIX Wab/OHOB MOXHO MCMONAb30BaTb COOCTBEHHblE, NEPEMECTMB MAKeT U3 3aknagKku MaKkeTbl B OKHO
wabnoHa B FeHepaTope NaKeToB. B cnyyae nepeHoca HECKOJIbKUX MAKETOB, TONbKO MEPBbIM U3 HUX OyaeT
MCMNONb30BaH B KayecTBe WabsoHa. B cnucke painnos wabnoHoB noasutca HoBbIM ¢aiin — New Template, KoTopsbii
MOHO NepenMMeHOBaTb N0 NPaBOMY LLENYKY MblluK, BbiIbpaB Rename nnun yaanutb, Bbibpas Delete. Mocne Bbibopa
wabnoHa, oH ByaeT 3arpy*KeH B OKHO pefakTopa, r4e MOXHO M3MEHUTb COAEPKMMOE NaKeTa nepes ero oTnpaBKoM.

Kpome Toro, MoXHO cKonMpoBaTb Npon3BosibHble pannbl NCFX B nogaupektopuio TEMPLATES. CommView for WiFi
bynet oTobpaxkaTb B cnucke wabnoHos ¢ann(bl) NCFX, obHapyskeHHble B noganpektopum TEMPLATES. Ecaum B
¢daiine NCFX 6yget 60nblle 04HOrO NakeTa — B KayecTse WabsoHa byaeT NCcnob3oBaH TOJ/IbKO MNEPBbIN NaKeT.

HuKe npvBeaeHbl napameTpbl Nepeaaym:

Pasmep nakerta — 3a4aTb pa3mep nakera.

MakeToB B CEKYHAY — YCTAaHOBUTb YaCTOTy Nepesayn nakeToB. byabTe OCTOPOXKHbI M HE MPeBbIWaNTe NPONYCKHYIO
cnocobHocTb coeamHeHua! MonbiTka nepecnate 5000 pa3 B cekyHAy nakeTbl anvHoh B 1000 6aiT npesbicUT
BO3MOXHOCTM 10Mbit-oro ceteBoro agantepa.

HenpepbIBHO — BK/OYNTb PEXUM HENPEPLIBHOM Nepeaayn, noka He HaxkmeTe OCTaHOBUTD.

KonunuectBo pas —3aZaTb YMC/I0 OTNPABOK NaKeTa B CETb.

Ckopoctb 802.11 — 3apaTb ckopocTb 802.11 (rate), ucnonbayemyio A1 OTMNPaBKM MNaKeToB. BO3MOXHOCTb
MCMO/Ib30BAaHUA TOM UM MHOM CKOPOCTM 3aBUCUT OT BbIOPAHHbIX B HACTOALWMI MOMEHT AManasoHa W KaHana.
Hanpumep, naketbl 802.11a He moryT bbITb NepedaHbl Ha ckopocTh 2 Mbps.

Long/Short Preamble — yctaHoBuTbL TUN Npeambynbl ans naketos 802.11b 1 802.11g. HenpumeHnmo ana 802.11a.
OtnpaButb/OCTaHOBUTL — BO306HOBMTL/OCTaHOBMTb Nepeaady nakera.

Pa6oma c HecKO/1IbKUMU nNakemamu OaHOBPBMBHHO

FeHepaTop NaKeTOB MOXET MepeaaBaTb HECKO/IbKO NaKeToB O4HOBPEMEHHO. BbibepuTe Hy)KHble BaM MaKeTbl M3
CMMCKa M NPaBbiM LLENYKOM MbllwK Bbi3oBMTe FeHepaTop nakeToB. Kpome TOro, MOXHO NPOCTO nNepeTawmTs dpain
c naketamu (B No6om noaaepskmBaemom popmate) B okHo FeHepaTopa naketos. [lpu paboTe B 3TOM perkume

AeKoaep U pefaktop NakeToB OTKAKOYAOTCA.

CoxpaHeHue ompedaKmupo8aHHbIX NAKEMO08

Ecav Bbl OTpeaaKTMpPOBaAM MAaKeT U XOTUTE €ro COXPaHMTb, MPOCTO MEpeTaLLMTE MbllWbIO AEPeBO AeKogepa Ha
pabounit cton nam B Nobyo nanky. byaert cosgaH HoBbin ¢ann B popmate NCFX ¢ umeHem PACKET.NCFX. Ecam
TpebyeTca peaakTMpoBaTb M NOCbIIAaTb HECKO/IbKO MAaKeTOB — AeslaliTe 3TO N0 oYepesm, BbIHOCA KaXKAbli MakeT Ha
pabounit cTon n 3agaBadA emy HoBoe MMA. 3aTeM OTKpouTe okHO MpocmoTpa Log-¢dainos, BHecuTe B Hero
OTpPeAaKTMPOBaHHbIE MaKeTbl, Bbibepute X U, yaepxusas Knasuiuy Shift, akTMBU3NPYINTE U3 KOHTEKCTHOTO MEHIO
FeHepaTOp NaKeToB.
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Bu3ya/ibHbIii KOHCTPYKTOP NaKeTOB

BusyanbHblil KOHCTPYKTOpPa MaKeToB — 3TO MOAY/b, MpeAHa3HayeHHbI ANA pedakTMPOBaHWA MNAKETOB U KX
reHepaumu B [eHepaTope nakeToB. C MOMOLLbIO KOHCTPYKTOPA Bbl CMOXKeTe 6bICTPO 1 6e30WnboYHO co34aTh HOBbIN

naketT nAM60O peaakTUPOBaTbh CYLLECTBYIOWMIA, MCMO/b3YA MNPV 3TOM roToBble WwabnoHbl. Mocne cosgaHua wam
peaaKkTUPOBaHMA NaKeT MOMHO OTNPaBMUTb B CETb C MOMOLIBIO [eHepaTopa NakeTos.

Twuna nakera: |ARP

802.11/802.2 LLC

Version Frame Type Frame Subtype
o v|  |2:Data v|  |0:DATA

Source Address Destination Address B5SID
00:20:A6:4F:FAC2 | w | FRFRFRFFFRFF | |00:0D:88:17:0A:B8

Frame Flags

[]TeDs From DS [ Mare Fragments | Retry

[] Power Management []More Data [] Protected Frame [Jorder

Sequence Mumber
54 = b

Fragment Mumber Duration

Command Protocol
= |me3 2] |ox0806:ARP

ARP [ARP Request]

Hardware

Type

Address Length

|cm}m : Ethernet

=

Sender Address (MAC)

Target Address (MALC)

|1}EI:2'I]I:AE::4F:F4:C2

|00:00:00:00:00:00

Metwork Protocol

Type

Address Length

|1}xﬂ30ﬂ:IP

=

Sender Address (IP)

Target Address (IP)

122.168.0.1

192.168.0.3

Operation

1: ARP Request
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MoaneprkmBaetca reHepaunsa naketos TCP, UDP, ICMP (Ha ocHoBe Bepcuii 4 n 6 npoTokosa IP), a TakKe nakeToB
ARP. [lna co3gaHnA nakeTa BbibepuTe ero BuA B BbiNagatolwem cnucke Tun nakerta. Bce 3HaYeHMA NO YyMOAYaHULIO
nosnen naketa 6yayT 3an0/IHEHbl aBTOMATMUYECKN, HO MOTYT ObITb BNOCAEACTBUM OTPEAAKTUPOBAHbI.

MakeTbl ICMP, TCP, UDP 1 ARP cOCTOAT M3 HECKO/IbKNX OTAE/bHbIX C/IoeB; nHTepdelic BU3yanbHOro KOHCTPYKTOpaA
NakeToB CO34aH MO TaKOMY e npuHuuny. OnumMmn, merolme OTHOLIEHNE K O4HO U TOMY e C/1010, PAaCMO/IOMKeHbI
Ha oTaenbHOM NaHenun. K npumepy, naket TCP coctouT 13 4 cnoes; nonsa agpecos Source MAC u Destination MAC
pacnonoxeHbl B naHenn Ethernet Il (KaHanbHbIN ypoBeHb); nona Scr Port n Dst Port HaxoaAaTca B naHenu TCP
(TpaHCMOPTHbLIN ypoBeHb). EcCAM  Bbl XOTUTE CKPbITb MNaHenb, Ha)KMUTe KHOMKy CBepHyTb/Pa3BepHyTb,

pacnoJ/IOKEHHYO B NPaBOM BEPXHEN YacT NaHenu.

MOMHUTE, YTO HEKOTOPbIE 3HAYEHUA B "pPoANTENLCKOM" YPOBHE MOTYT BAMATbL HA TUM MaKeTa B HU3LIMX YPOBHAX,
NO3TOMY U3MEHEHUA B BEPXHUX YPOBHAX MOTYT MPUBECTU K NepecTpoiike 60see HU3KUX YpoBHEN NakeTa. Takum
obpasom, ecnv Bbl U3MEHUTE TUN NPOTOKoNa B naHenu Ethernet Il (KaHanbHbIM ypoBeHb), TO 3TO NpuBedeT K
NnepecTpoiKe BCEro MakeTa. YUTUTE TaK¥Ke, YTO 3HAYEHWUS O4HWX MOJIe U HU3LIMX YPOBHEM MOTyT 3aBUCETb OT
3HaYeHWi Apyrux nosnei. Mpumepbl TaKMX NOJEN: KOHTPOJIbHbIE CYMMbl U AAMHbLI 3arofI0BKOB U/UAN AaHHble C
HU3LINX YPOBHEN. BU3yanbHblli KOHCTPYKTOP NAaKETOB BbIYUCASAET 3TU 3HAUYEHWA aBTOMATUYECKU. TeM He MeHee, Bbl
MOMeTe C034aBaTb U HeCTaHAAPTHble NakeTbl. s 3Toro BbibepuTe onuuio YCTaHOBUTbL CBOU 3HAYEHUA BMECTO
MCNO/Ib3yeMbIX NO YMOJIYAHUIO U BBeAUTe Tpebyemble 3HaUYeHUs.

MpumeyaHue: BU3yasibHbI KOHCTPYKTOP MAKETOB MOMOraeT Bam OTC/EeXMBaTb KOPPEKTHOCTb

CO34aHHOrO MakeTra MyTem MOACBETKM HEBEPHbIX WM HecTaHAaPTHbIX
LBeToOM.

HecmoTpsa Ha TO, YTO B KOHCTPYKTOpE NakeToB NpeayCcMOTPeHa NoaaepKa TonbKo ana npotokonos TCP, UDP, ICMP
n ARP, Bbl MOXeTe MCNOAb30BaTb €ro ANA pefaKTMPOBaHUA NAaKeTOB APYrMx NPOTOKONOB. B aTom cnyyae cneayet
MCNo/b30BaThb WeCTHAaALATEPUYHbBIA pesaKTop.

Mocne co3paHMA NaKeTa Bbl MOMETE ero COXPaHUTb M MOTOM CHOBa 3arpy3uMTb B KOHCTpPyKTOp. [ns 3toro
MCMO/Ib3yTe COOTBETCTBYIOWME KOMaHAbl MeHo Dain. Bbl moxkeTe 3arpy3nTtb ftoboit pann CommView for WiFi ¢
nepexsadyeHHbiMM naketamu (NCFX); npy sToM NOMHUTE, YTO ecan 3TOT Ppan coaepKnT 6onee oaHOro naketa, To
b6yaeT 3arpy»KeH NnLb NepBblii NaKeT.
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IIpoussoauTenn NIC

Mepsble 24 6uTa MAC-aapeca ceTeBOro agantepa no3BoAsOT OAHO3HAYHO ONpeneanTb UMA GUPMbI-U3FOTOBUTENA.
3ToT 24-6UTHBLIN KOoA MmeeT HasBaHue OUI (Organizationally Unique Identifier). YTo6bl onpeaenvts Ha3BaHue
npoussoautens, sbibepute UHCTpymeHTbl => OnpegenerHune usrotosutens NIC, seegmute MAC-aapec v HaxkmuTe
Onpegenntb. byneT nokasaHo uMms npoussoauTensa. Mo ymonyaHuto, B 3aknagke Makerbl CommView for WiFi
3ameHseT nepsble Tpu 6anta B MAC-agpece Ha MMA Npou3BoaUTens agantepa. Takol anroputm MoKeT 6biTb
M3MeHeH, ecn aeakTueBupoBaTb onuuto MokasaTb HasBaHuA npousBoguTeneit B MAC-agpecax B AMa/fioroBom
OKHe Onuuu. Cnncok nponssoautenen Haxoautca B panne MACS.TXT B nanke CommView for WiFi. Bbl moxkeTe
OTpeaaKkTMpoBaTb Gpann BPYUHYIO.

3axBaT IO pPaCliuCaAHHUIO

YTUAMTa-n1aHMpPOBLIMK NO3BOAAET 3aJ4aBaTbh pacnmMcaHue cb6opa Naketos. ITON YyTUAMTON yA06HO NO/b30BaThCH,
Koraa TpebyeTcsa HauyaTb IM60 ocTaHOBMTb c60p NakeToB 6€3 NOCTOPOHHEro HablAeHWUA, HaNPUMEP, B BbIXOAHblE
WAM HOYbl. YTObbI f06aBUTL HOBOE 3ajaHMe B pacnucaHue paboTbl, 3aiiguTe B MHCTPYMeHTbl => 3axBaT no
pacnucaHuIo U HaXKMUTe KHOMKY [L,o6aBUTb.

B none Hauatb 3axBaT yKaxkuTe gaTty u Bpema, Korga CommView for WiFi gosykeH HauyaTb nepexsaT nakeTos. B
BbiMagarowem cnucke Aaantep Bblbepute Tpebyemblt agantep. B none OCTaHOBUTb 3axXBaT YKAXKUTE MOMEHT
OKOHYaHMA nepexBaTa NakeToB. 3an0/HATL 06a nona Hauyatb 3axBaT 1 OcTaHOBUTb 3axBaT Heobs3aTeNbHO. Ecan
Bbl 3aM0/IHUTE TONbKO NepBOe MoJse, nepexsBaT HayHeTcA M OyAeT NPOAO/IKATBCA A0 MOMEHTA OCTAHOBKM
nonb3osatenem. Ecnm Bbl 3ano/sHUTE TONbKO BTOPOE MOJe, HA4aTb NepexBaT MPUAETCA BPYYHYIO, 3 OCTAHOBKA

NPOU3oiAeT B yKazaHHOE BpeMs.

Ecan CommView for WiFi y»ke Haxoauacs B pexnume 3axBaTa NaKeTOB K MOMEHTY Hayana paboTbl MO pacnucaHuio,
W 3aMn/JaHMPOBAHHbIN aganTep OT/IMYAETCA OT UCNONb30BAHHOTO B TOT MoMeHT, CommView for WiFi npnoctaHoBUT
BbIMOJIHEHWE TEKYLLEro 3a4aHus, NepekJlounT agantep M HayHeT paboTy No pacnucaHumio.

BaxkHo: CommView for WiFi BbinoaHAeT paboTy No pacnucaHMio Wb B TOM CJ/ly4ae, ec/iv OH 3anyLeH.
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Peaccouuanus y3/jioB

MocKonbKy anropntm wndposaHma WPA HOCUT AMHAMUYECKUI XapaKTep, 3HaHMA WPA-napons HeAoCTaTOYHO AnA
pacwudposbiBaHUA TpadMKa cpasy nocne BeBoga napons. Ona pacwuoposbiBaHns WPA-Tpadmuka CommView for
WiFi ponkeH paboTaTb M nepexsBaTbiBaTb NakeTbl BO Bpema ¢asbl o6meHa Katovamu (3Ta dpasa npomsBoAnUTCA NO

npotokoay EAPOL).

MOLI,y}'Ib peaccoumaymnm yanos MOXXHO MCNONBb30BATb 414 UHNUUKNPOBAHNUA obmeHa Kntoyamu:

PeaccouwaumWa y3nos "
Kanan Mocnate naketos: WuTepean, mcek.:
157 1 = 10 =
Mocnate 2anpoc Ha geayTEHTUGMKALNID oT daHHoro AP:
D-LinklnFC:EG:26 (Deviet) L
() MocnaTe Bcem KAMEHTaM Brumanue! Vicnonesyiite

3ITOT MHCTPYMEHT TONBKD

ANA MHWLMANNZ3LAK
(@) MNocnate BEIBpaHHEIM KNMEHTAL  Hogoro oBMeHa KIHYaMK B

WPA-PSK. Mocenka naketa
AEAYTEHTURMKALIMN NPEREET
Hto 9% 7A:F7 COEAWHEHKWA B CETH.

Apple:BD:AD:3T

) Meocnate BpogkacT

Ajpeca KNWEHTOE

[Mocnate cefdac

oK

Moaynb nocblaeT 3anpoc Ha AeayTeHTUOUKALMIO OT MMEHU BbIBpPaHHOM TOYKM AOCTyna. ITOT 3aNpoC NPUBOAUT K
peaccouMaLMn CTaHLMW U TOYKM pocTyna. Mpouecc peaccoumaumm ob6blMHO 3aHMMaeT He 6oJsiee CeKyHAbl U
no3BonsieT nporpamme nepexeBatbiBaTb EAPOL-nakeTtbl, Heobxoaumble ansa pacwmnoposbiBaHna WPA-PSK.
Mcnonb3ynte 3TOT MOAY/b /ML B TOM C/ly4ae, ec/iv Bam Tpebyetca paclumdposbiBatb Tpadmk WPA-PSK.

[na Havana npouecca peaccoumaumm BblibepuTe U3 BbiNaAatOLLEro CMMCKa TOYKY A0CTyMa, Bblbepute CTaHUMU U
Ha*kmuTte Mocnatb ceituac. Onumm Mocnatb Bcem KaneHTam v Mocnatb BbIGPaHHbIM KAMEHTaM NO3BOJIAIOT NOCAaTh
unicast-nakeTbl BCEM UK BbIBPAHHbIM KNMEHTaM, COOTBeTCTBEHHO. Onuus Mocnatb 6pogKacT No3BoAAeT NocaaTb
bpoaKacT-nakeT Ha agpec FF:FF:FF:FF:FF:FF. XoTs 3Ta onuma no3B0/iAeT NOKPbITb BCE KIAMEHTbI, HEKOTOPbIE KJNEHTbI
MOTYT NPOUTHOPUPOBATb 3aNpoc AeayTeHTUPMKaALMIO, NOCNAHHbIM Ha BpoakacT-agpec. TakKe MOXHO MOCNaTb
HECKOJIbKO MaKeToB: Bocnoab3yntecb nonamu Mocnatb naketosB 1 UHTepBan.
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Pa6ora c CommView Remote Agent for WiFi

CommView Remote Agent for WiFi — 3To BcnomoraTesibHaa nporpamma aaa yaaneHHoro MOHUTOPUHIa CeTeBoro
Tpaduka. YctaHoBuTe Remote Agent for WiFi Ha KomnbloTepe-obbekTe HabnoaeHWUs, 3aTemM C MOMOLLbIO
CommView for WiFi nogxkntoumtech K Remote Agent for WiFi. MNocne nogknioyeHns 1 aBTOpU3aLUM Bbl CMOMKETE
HabnoaaTb TpaduK yaaneHHOro KOMMbOTEPA TaK, KaK 3TO Obia Obl Balll IOKAbHbIN KOMMbIOTEP.

BaxHo: B 3TOM rnaBe o6bAcCHAETCA, Kak ncnonbsosatb CommView for WiFi ans ceasun c CommView.
Remote Agent for WiFi u ana yaaneHHoro nepexsaTa TpaduKka. 3a nogpobHon nHdopmaumen o6

yCcTaHOBKe M HacTpolike Remote Agent obpaTutechb K ero cnpaske. [lepes pabotoit ¢ Remote
Agent Mbl HaCTOATE/IbHO COBETYEM MOAPOOHO 03HAKOMUTLCA C €ro AOKYMeHTauuen. Mporpammy

MOXHO CKayaTb C Hallero Beb-cauTa.

YTOObl BKAOUMTL PEXUM YAANEHHOFO MOHWUTOPWHIA, BbibepuTe B MeHlo Pain => Pexum yaanéHHoro
MoHuTOpUHra. B CommView for WiFi nosasuTtca gononHuTenbHasa NaHe b MUHCTPYMEHTOB PAAOM C rnaBHon. Ecau bl
paboTaeTe yepe3 bpaHagmayap (palipBosin) UAM Yepe3 NPOKCU-CEPBEP, UM €CIU Bbl YCTAHOBUAN HECTAaHAAPTHbLIN
Homep nopta 8 CommView Remote Agent for WiFi, Bam npuaérca ykasaTb NopT, HaXKaB KHOMKY J,ONOAHUTENbHbIEe
YCTAHOBKM CETU U/MAK BBECTU HACTPOMKKM NpoKcu-cepsepa SOCKSS. B gnanore [ononHUTenbHble YCTaHOBKU CETH
MOHO yKa3aTb, 6yaeT im Remote Agent npumeHATb NpaBuaa GUAbTPALMM OKaNbHO Uan ByaeT nepecbinatb BeCb
3axBayeHHbIn Tpadnk B CommView for WiFi. 9To byaeT onncaHo HUXKe B 3TOM rnaBse.

% % D0 2@

KocT naw agpec: Mapone:

|192.153.54.123 v| |........

Kanan:

[] MoamerwnTs Tekywmii HaBop npasnn

Pesaktupoeate Gopmyny

Dopmyna:
MopmMyna He BEESEHE

loToB

Haxkmunte KHONKy HoBoe coeauHeHue YpaneHHOro AreHTa A1A YCTAaHOBKM HOBOrO COEAMHEHUA WMAN KHOMKY
3arpy3sutb npodpuab YaaneHHoro AreHTa gas 3arpy3kuM paHee COXpaHeHHoro npoduns. PaHee COXpaHEHHbIM
npoduab MOXKHO ByaeT 3arpysntb 13 okHa CoeguHeHUe € yAaNeHHbIM areHToOM.

B noasuswemca okHe CoeanHeHMe € yaaneHHbIM areHTom BBeguTe |IP-agpec KOMnblOTEPA, HA KOTOPOM 3anyLueH
CommView Remote Agent for WiFi, naposb noakno4eHma 1 HaxxmuTe KHonky CoeguHUTbeA. Ecv naposib BEPHbIN,
coeanHeHue byaet yctaHoBeHo. MoasuTtca coobuweHne CoeduHeHue 20moego, a B BbINALAOLLEM CNINUCKE KaHaNoB
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NoOABATCA KaHa/bl, noggepxmneaemblie 6eCI'IpOBO,CI,HbIM aganTepom, YCTaHOB/IEHHOM Ha ygaZlEHHOM KOMNbHOTEpPE.
MNepBbiM B CNUCKe KaHaNoB 6y,u,eT nomelleH PexXxum cKkaHepa.

Ecan Bbl BbiGepuTe Pexknm ckaHepa, yaaneHHbIn 6ecnpoBoaHOM agantep 6yaeT nepexsaTbiBaTh AaHHbIE C KaKA0ro
KaHasa B TEYEHUU HECKONbKUX CEKYHA, N TaK no Kpyry. C noMoLLbto HEGO/bLLOI KHOMKM, PacroioXeHHOoW cnpasa
Haf, CMUCKOM KaHa/oB, Bbl CMOMETe HacTpouTb paboTy cKaHepa. HaskaB 3Ty KHOMKy, BblibepuTe KaHaibl ANs
MOHWUTOPUHTA B PEXKUME CKaHMPOBAHUA U YKaXKMUTE MHTEPBA/ B CEKYHAAX Ha KaHaJl.

© Coeamnenue c yaaneHHbim arentom — O

% % |0 0| P @

XocT nnm agpec: Mapone:

192,168.64.128 ssssssne

|

Kanan:

£

Pexcum ckanepa

P esciam cn:aHeEa ~
]

2 - 802.11b/g/n
3 - 802.11b/g/n
4- 802.11b/g/n
5- 802.11b/g/n
6 - 802.11b/g/n
7 - 802.11b/g/n v

CopnHeHne roToso, BeIBepnTe KaHan n HaxmuTe "HavaTe saxeat”

Tenepb MOXHO YCTaHOBUTbL NpaBu/ia NepexsaTa B 3akaaake Mpasuna rnasHoro okHa CommView for WiFi. Bbl Takxke
MOXeTe MNOAMEHUTb TeKywuili Habop npaBun, OTMETMB COOTBETCTBYHOLWMIA (AAKOK W HaXKaB KHOMKY
PepaktupoBatb ¢popmyny, nocse 4ero B NoABMBLLEECA NOJE MOXKHO BBeCTU GOopmyny, onpenenaroLLyo npaBmna
3axBaTa. CMHTaKcuc GopMy/ibl TOT }Ke CaMbli, YTO U B YHUBEPCA/IbHbIX NPaBUaax.

Koraa Bbl roTOBbI K Ha4yaly MOHWUTOPUHTA, BbiIGEpUTE B CIMCKE HYXKHbIM KaHan M Ha)KMUTe KHOMKy HauaTb 3axsar.
CommView for WiFi no3sosiseT coxpaHUTb HAaCTPOMKN COeauHeHUA B BMAEe Npoduns, uyTobbl 6bl B Byaywem ero
MOXKHO 6b1710 BbICTPO 3arpy3nTb. [0 3TOr0 BOCNOAb3YIMTECH KHOMKOM COXpaHUTb npodunb 1 BBegnTe MMA daina.
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© Coeamnenve c yaanenHoim arestom — &

%|0 0|®
« %W d @
XocoT nnu agpec Mapone:
192.168.64.123 TTTTTYY
Kanam:
157 - 802.11a/n

[ NogmernTs Texyumii HaBop npasun

Pegaktmposate dopmym

3axeat gaHHer ¢ 157 - 802.11a/n

CommView for WiFi HauHeT nepexBaTbiBaTb TPadUK C yAaNeHHOro agantepa Tak, Kak ecim 3To 6bia Ball IOKabHbIN
TpaduK; B yaaneHHo n nokanbHol pabote CommView for WiFi HeT npuHUMNManbHOM pasHMUbl. YTOObl 3aKOHUYNTL
yAanéHHoe HabntoaeHne, HaXkMUTe KHONKY 3aKOHUYMUTb 3axBaT. MOXHO 1AW BbIGpaTb APYroi KaHaa U3 CNUCKa, UK
OTKNUNTLCA OT Remote Agent coBcem, HaxaB KHONKy Pa3opBaTtb coeguHeHue. YTobbl BEpHYTbCA B CTAHAAPTHbLIN
pexum, BolbepuTte B MeHi0 ®aiin => PeXxum yAanéHHOro MOHUTOPUHI U AONOJIHUTENbHAA MAaHeNb ynpaBaeHUs
ncyesHer.

CommView for WiFi moxeT paboTaTb ¢ HeckonbkMmu Remote Agent ogHoBpeMeHHO. Bbl MoXeTe co34aBaTb
HECKO/IbKO yAaneHHbIX NOAK/IOUYEHUN, KaXK40€e CO CBOMMM HACTPOMKaMM M HEe3aBUCMMbIM Habopom npaBuna, Tem
CaMbiM MOJIlyYad BO3MOXHOCTb cbopa TpadMKa C HECKOJIbKMX JIOKa/ibHbIX 6ecnpoBOAHbIX CeTel M3 OAHOro
aksemnaApa nporpammbl CommView for WiFi.

Cosembl no 3¢hgekmusHoMy ucnoavzoeaHuio CommView Remote Agent for WiFi

Ona apdekTnsHom paboTbl ¢ Remote Agent HeobxogmMmo ybeanTbeA, YTO No0ca NPONYCKaHMA A0CTaToYyHa ANs
nepegaun gaHHbIx mexay Remote Agent 1 CommView for WiFi. KaK ye roBopuaocb paHee, Nporpamma A0/KHa
ObITb YCTAHOBJIEHA Ha KOMIMbIOTEPE C COBMECTUMbIM BecnpoBOAHbIM aganTepom (ana MoHuUTopuHra) n Ethernet-
agantepom (ana cBsA3u mexay nporpammamm Remote Agent 1 CommView for WiFi).

Mo ymonyaHutio Remote Agent nepecbliiaeT Bce 3axBayeHHble NakeTbl 06patHo B CommView for WiFi, HesaBucumo
OT Tex MpaBuAa, KoTopble MoryT 6biTb HacTpoeHbl B CommView for WiFi. 3To genaetca ansa wundpoBaHua n ana
NnpeAoCTaB/IEHNA KOPPEKTHOM CTaTUCTUYECKOM WHPOpMaLMKM, a TaKKe A48 KOPPEKTHOM wuaeHTUduKaumm
becnpoBoaHbIX y310B. [1OCKO/IbKY MOMIHOCTbIO 3arpykeHHaa 6ecnpoBogHas CeTb MOXET 3aHMMaTb MoJsiocy
nponyckaHua okono 1 I6ut/c, BaxHO, 4Tobbl NpoBOAHON KaHan mexay CommView n CommView for WiFi mor
BblAepKaTb TaKyto Harpysky. B coBpemeHHbIx opucax ¢ cetamm Gigabit oanH agantep Gigabit moXKeT ¢ nerkocTbro
NPUHUMATL AaHHble ¢ AecAaTKa Remote Agent.

BbiBatoT cuTyaumm, Korga 6bicTpas cBA3b — 3To npobnema. Hanpumep, B Tom caydae, ecan Bbl Habnogaete
yaaneHHyo 6ecnpoBoaHyto ceTb yepe3 UHTepHeT. [Jaxe noaxknodeHuns tuna T3 (4.5 M6uT/c) HepocTaTouHo Ans
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nepefayM BCex NaKeTOB CO cpefHe3arpyXeHHon 6ecnpoBOAHON CeTU. B TaKMx ciydaax Bbl MOXKeTe U3MEHUTb
Haya/ibHble YCTaHOBKM, HacTpouB Remote Agent Ha ¢uabTpaumio NMaKeTOB nepes MUX OTNPaBKOW B Nporpammy
CommView for WiFi. C nomouwblo KHOMKM JlONOAHUTENbHble YCTAaHOBKU CEeTU [AOMNOJIHUTENBHON MaHenn
WHCTPYMeEHTOB rnaBHoro okHa CommView for WiFi moxHO BKAOUMTb onunio MUHUMU3UPOBaTb 3arpy3Ky KaHana.
Koraa ata onuma BKAKOYEHA, TeKyLWMM Habop npasun CommView for WiFi nepnoanyeckn nepecbliaetca B Remote
Agent. 3aTem 3TOT Habop NpaBu/I NPUMEHAETCA JIoKasbHO, Tak YTo B CommView for WiFi nepegatotca avuwb Te
MaKeTbl, KOTOpble Npowan GuabTpaLmio. B aTOM pexknume 3aKknazKa Y3/bl MOXKET He 0TOOpaKaTb HUKAKUX Y3108, A
B 3aKnagake KaHanbl He ByaeT NnokasaHa CTAaTUCTUKA MO OTAE/NbHbIM KaHanam. Mo3ToMy UCNOb3YATE 3TOT PEKUM
TONbKO TOrAa, KOrga Bbl OrpPaHMYeHbl B MPOMYCKHOM cnocobHOCTM Ballero KaHasna u Bam TpebyeTtca poctyn K
naketTam u3s yganeHHon 6ecnpoBoAHOM CETU.

Mo Tem e npuyYMHaAM, CBA3aHHbIM C MPOMYCKHOW cnocobHocTblo, Mbl HE pekomeHagyem WCNonb30BaTb
becnpoBogHOE NOAKAOYEHNE ANA Nepeaayun gaHHbIx mexay Remote Agent 1 CommView for WiFi. 3To HeyaayHan
MbIC/Ib XOTA 6bl MOTOMY, YTO HecnpoBoAHOM aganTep, NCNONb3YEMbIA ANA MOHUTOPUHra, byaeT nepexsaTbiBaTb
nakeTbl, OTNpaBasemble 6ecnpPoBOAHbLIM afanTepPoOM, KOTOPbLIA CAYKUT ANA CBA3M MeXay ABYMA Nporpammamu,
€c/n 3TM aganTtepbl paboTaloT Ha OOAHOM M TOM Xe UM B/IM3KMX KaHanax, YTo MOXKET MPUBECTU K JIaBUHHOMY

addekry.

Ecam CommView Remote Agent for WiFi 3axBaTut 60/blue AaHHbIX, YeM OH cnocobeH nepeaatb B CommView for
WiFi, To Remote Agent 3ageicTByeT CBOM BHYTPEHHUI bydep ANnA XpaHeHMA TeX NaKeToB, KOTOpPbIe He MOTyT ObITb
nepegaHbl HemeasneHHo. Pasmep 6ydepa coctaBnser 5 M6ant. UHankatop Ucnonb3oBaHua bydepa B OKHe
Remote Agent oTparkaeT Tekyluee cocTosiHMe bydepa. Hanpumep, ecam nporpamma 3anucana B 6ydep 2.5 Mbant
OaHHbIX, TO bydep 3apeincTBoBaH Ha 50%. Ecnam 3arpyska bydepa pocturHet 100%, nporpamma nepectaHer
3anMcbiBaTb TyAa LaHHble U MepexBayeHHble MakeTbl H6yayT UrHOPUPOBATLCA A0 Tex Mop, Noka B bydepe He
ocBoboaAnTCA MecTo.

be3zonacHocmb

CommView Remote Agent for WiFi cosgasanca ¢ yuetom TpeboBaHuit 6esonacHocTu. Bolit B Remote Agent MoKHO
TOJIBKO C MOMOLUBIO MAPOAA, KOTOPbIA HWKOr4a He nepefaeTcs OTKPbITbIM TEKCTOM, a NPOBEPSETCA MO CXeme
"3anpoc-oTBeT" C UCNONb30BAHMEM X3LW-DYHKUMK. ECnM aBTOpU3aLMA NpoLLaa YCrewHo, Becb nepeaaHHbIn Tpaduk
apxusupyetca 1 wudpyeTca ¢ NOMoLpo 3Toro napons. MoxanyicTa, fAepute Ball Naposib B cekpeTe. Ecam oH
CTaHeT AOCTyneH APyromy /uLly, TO 3TOT YeNOBEK MNOJYYMT OOLWMPHbIA AOCTYyNn K Baleh CeTM U CMOMKeT

nepexsaTbiBaTb ceTeBOM Tpad)MK Ha yAazleHHOM KOMMNbloTEpPE.
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Ucnoan3oBaHue RPCAP

BakHO: B AaHHOW rnase onucbiBaetca ¢YHKLUMOHA/NbHOCTb, KOTOpPas MOKEeT He paboTatb B
COOTBETCTBMM C ONUCAHMEM B 3aBMCMMOCTM OT TOFO, KaK OHA pPeannsoBaHa B MPOrpaMmMHOM
obecneyeHnn wanm ob6opygsoBaHUM APYrMX NPOM3BOAMTENEN. TexXHUYecKaa MoAAep:kKa mno

ONMUCbIBaeMbIM HWXKe dJYHKLI,MHM He OKa3blBaeTCA.

B AononHeHMe K BO3MOMHOCTAM YAa/IeHHOTO MOHUTOPUHra, obecneunBaembim CommView Remote Agent,

CommView TakKe MNO3BOASET NOAy4aTb TPadWK C yAaseHHbIX XocToB Mo npotokony RPCAP (Remote Packet
Capture). 3TOT NPOTOKON MOAAEPKMBAETCA HEKOTOPbIMM TUMAaMM obopyaoBaHMA (Hamp. TOYKaMu [oOCTyna
Aerohive) 1 nporpammHoro obecneyeHua (Hanp. WinPcap).

[N BKNIOYEHUS peXXUMA yaaneHHon paboTbl Bbibepute B MeHo Paiin => Pexkum yaaneHHoOro MoHUTopuHra. MNog
OCHOBHOM NaHenbto MHCTpymeHToB CommView for WiFi nosButca gononHUTeIbHAnA NaHenb. HaxkmuTe Ha KHOMKY
Hosoe RPCAP-coeguHeHune, 4To6bl OTKPbITb OKHO HOBOTO COEAMHEHMUA.

Onsa coegMHeHUA ¢ yaaneHHbIM yCTPOMCTBOM BBeAUTe ero XocT uam IP-agpec, ykaxkute nopt (no ymonyaHuio RPCAP
ncnonb3yeT nopt 2002), noctaBbTe dnar ABTopusauua nNosib3oBaTena U BBeAUTE MMA NOJIb30BaTeNA U Naposb,
ecnn 31o Tpebyetca, n noctasbTe ¢nar Pexxum promiscuous, eciivM XOTUTE OCYLLECTBIATb MOHUTOPUHI B 3TOM
pexxnme. Haxkmute KHONKy CoeauHUTbCA 1A YCTAaHOBKM coeguMHeHnA. Nocne yCTaHOBKM COeANHEHMA Bbl yBUAUTE
CNUCOK OOCTYMHbIX ceTeBbiX MHTepdeiicoB B BbiNnadalowem cnucke Agantep. Boibepute mHTepdeinc n Haxkmute
KHOMKy Hayatb 3axsar.
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HUcnosb30BaHnue Arubaremote capture

BarkHO: B r/1aBe onucbliBaeTca d)yHKLI,VIOHaﬂbHOCTb, KOTOPaA MOXET He pa6OTaTb B COOTBETCTBUU C

onncaHnem B 3aBUCUMOCTU OT TOrFO, KakK OHa pPeasin3oBaHa B NPOrpammHOM obecneyeHnn uam

o6opy,c|,osava1 Apyrux I'IpOM3BO,CI,MTe.I'Iel7I. TexHnyeckaa noaneprkka MO OMUCbIBaeMbIM HUXKe
dJYHKLI,MﬂM He OKa3biBaeTCA.

B oononHeHMe K BO3MOXHOCTAM yAaneHHOro 3axaarta, obecneunsaembim CommView Remote Agent, CommView

for WiFi Takke no3Bo/seT nosiy4aTb NOTOK AaHHbIX OT TOYEK A0CTyNa, NPOU3BOAUMbIX KoMmnaHuel Aruba Networks
Inc.

[na BKAOYEHMA peXXMMa yaasieHHOTO 3axBaTa BblbepuTe B meHio ®aiin => PeXKum yaaneHHOro MoOHUTOpuHra. lMNog,
OCHOBHOM NaHenbto MHCTpymeHToB CommView for WiFi nosButca AononHUTeIbHAA NaHenb. HaxkmuTe Ha KHOMKY
HoBoe coeguHeHune Aruba remote capture, 4To6bl OTKPbITb OKHO HOBOTO COeAMHEHMA.

YaaneHHbll 3aXBaT A0/IKEH HAYMHATLCA HA CTOPOHE TOYKM AOCTyNa Yepes MHTepdenc KomaHaHOM CTPOKKU. Aruba
remote capture MmeeT cneayowmii CUHTAKCHKC:

pcap start <interface-mac> <target-ipaddr> <target-port> 4 <maxlen>
Mpumep:
pcap start 18:64:72:e3:6a:10 192.168.0.2 5000 4 2346

Mocne Toro, Kak Bbl HACTPOUTE YAANEHHbIV 3aXBaT MAKETOB HA CTOPOHE TOYKM AOCTYNA, YKa*KUTe BblbpaHHbIM Bamu
HOMep NOPTA, U HaXKMUTe KHOMKy CoeanHUTbCA, YTOObI HavaTb NOlyYeHMe NAKETOB OT TOUKM AocTyna Aruba.

UHpopmanus o moprax

OkHO (Bug, => UHPopmaumua o nopTtax) oTpaxkaeT TabauLy HOMepoB MNOPTOB U COOTBETCTBYHOLME UM MMEHA
cepBucoB. JTa uHopmauus bepetca u3 danna SERVICES, koTopbih yctaHoBneH Windows. ®aiin SERVICES
pacnonaraetca B nanke C:\windows\system32\drivers\etc. Ec/i1 Bbl xoTUTe 106aBUTL NOPTbI/MMEHA CEPBUCOB, TO
MOXKeTe peaaKkTMpoBaTb 3TOT ¢ainn BpydHyto. CommView for WiFi 3arpy»kaeT sToT daitn npm 3anycke, Tak 4To Baluu
M3MeHeHUA 6yayT BUAHbI IMWb Nocae nepesanycka Nporpammel.
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YcraHnoBKa onumui

B meHto HacTpoiika => YCcTaHOBKM Bbl MOXeTe HAaCTPOUTb HEKOTOPbIE OMLMK MNPOTrPamMmbl.
OcHOBHbIE

ABTO3anycK 3axeaTa — yCTaHOBMUTE 3TOT G/IAaXKOK, eCn Bbl XOTUTE, YTo6bl CommView Hauyan nepexsaT NaKkeToB
HEenocpeaCTBEHHO MOC/e 3arnycKa NPorpammbl. ECAM B cMcTemMe HECKOJIbKO YCTPOMCTB, BbibepuTe M3 BbiNaaatowero
CMMCKa TO YCTPOMCTBO, KOTOpOe ByAEeT Npy 3TOM MUCMONb30BaTLCA.

OTKAOUUTb pacno3HaBaHue DNS — yctaHoBWTe 3TOT dnar, ecam Bbl He XoTUTe, YTo6bl CommView genan o6paTHbIN
DNS nowuck IP-agpecoBs. Ecan ¢pnaxkoK yctaHoBAEH, TO KOJIOHKA Mma xocTa 3aknaaku MocnegHue IP-coeauHeHusn
bypet nycTon.

MNpeobpasoBbiBaTb HOMEpPa NOPTOB B MMEHA CAY}K6 — ycTaHOBUTe 3TOT ¢ar, ecam Bbl XoTUTE, YToH6bl CommView
oTOb6parkan HasBaHMA CEPBMCOB BMECTO HOMEPOB MOPTOB. Hanpumep, ecan 3ToT dnaxkoK ycTaHoBAeH, nopT 21
nokasbiBaeTcs Kak ftp, a nopt 23 Kak telnet. Mporpamma npeo6bpasyeT YNCNEHHble 3HaYEeHUA B Ha3BaHMA CEPBMCOB,
ucnonwsya ¢ann  SERVICES, wuHcTannnpoBaHHbIM cuctemoir. @Pann SERVICES Haxogutca B KaTanore
C:\Windows\system32\drivers\etc. Bbl MokeTe peaakTMpoBaTb 3TOT ¢ailn BPydHY, ecnanm xotute Ao6aBuTb
ApyrMe HasBaHMA NOPTOB/CepPBUCOB.

MNpeo6pasosbiBatb MAC-agpeca B nceBAoHMMbI — 3aMmeHATb MAC-aapeca nakeTtos B 3aknaake Makertbl. Co3gaBaTh
a/machbl MOXHO KOMaHAaoM meHto HacTpoiika => MAC-nceBa4oHUMbI.

MpeobpasosbiBath IP-agpeca B nceBAOHUMbBI— 3aMeHATb IP-agpeca nakeToB B 3aknaakax Maketbl n CTaTUCTUKA.
Co3paBatb a/1Machl MOXXHO KOMaHA0M meHto HacTpoiika => IP-nceBAOHUMDI.

MpeobpasosbiBath IP-aapeca B umeHa XOCTOB B 3aK/agKe "MaKeTbl" — ycTaHOBUTE 3TOT dnar, ecan Bbl XOTUTE,
yto6bl CommView oTobpakan MmeHa XocToB BMecCTo Wx IP-agpecos B 3aknagke Maketbl. Ecnm atoT dnar
yctaHoBseH, CommView cHayana nonpobyeT HaWTM annac AAA AaHHoro agpeca. Ecam anmaca Het, uam He
yctaHoBsieH ¢nar Mpeo6bpasosbiBath IP-agpeca B nceBgoHnmMbl, CommView 3anpocut BHyTpeHHWUM Kaw DNS. Ecau
MMA XOCTa He byaeT HanaeHo, IP-agpec 6yaeT 0Tob6pakeH B BUAE YNCAEHHOTO 3HAYEHUA.

MokasbiBaTb HasBaHUA npoussoguteneit B MAC-agpecax — no ymonyaHuio CommView 3ameHseT B 3aKnagke
Naketbl Tpn nepsBbix yncaa B MAC-agpece Ha MMA nNpou3BoauTena agantepa. Ecam Bbl XoTUTE 3TO U3MEHMUTD,
CHUMUTE 3TOT PNAXKOK.

MokasbiBaTb MOBPEeXAeHHble NakeTbl — MO Pa3/IMYHBIM NPUYMHAM, Hanpumep, M3-3a Nomex B 3dupe wuau
PaccTOAHUA, HEKOTOpble MaKeTbl, NepexBayeHHble BalUMM adanTePOM MOTMYT OKa3aTbCA MCKaXKEHHbIMM, T. €.
coaepXaTb LENMKOM MAN YaCTUUYHO HEBEPHY MHbOopMaLMio. YCTaHOBUTE 3Ty OMUMIO, €CU Bbl XOTUTE, YTOObI
nporpamma nepexsaTbiBasa W rOKasbiBasna TaKMe MakeTbl. TyT ecTb CBOM MNPEMMYLLECTBA W HeAOCTaTKu.
MpenMMyLLecTBO COCTOUT B TOM, YTO €C/IM Bbl GU3MYECKM HaxoamTecb AaseKo OoT 6ecnpoBOAHbIX CTaHLMI uU/uam
TOYEK AOCTyMNa, TO BO3MOXKHO 60/IbLIOE KONMYECTBO MAKETOB C MCKAKEHUAMM M 3Ta ONUMA AACT BO3MOMKHOCTb
BUAETb 60blle MHPOPMaLMK, AaXKe eCNN OHA YAaCTUYHO MCKarkeHa. HeloCTaTOK COCTOUT B TOM, YTO Bbl MOXKeTe
BUAETb HEKOTOPbIE MAKeTbl C HEKOPPEKTHOMN MHPOPMaUUein, Hanpumep, Bbl MOYKeTe BUAETb NAKeTbl, OTNPaB/eHHble
Ha HecyuwecTBylowme |P-agpeca. Ecnm aTa onumaA akTMBHA, Nporpamma nonbiTaeTca pacwndposaTs WEP- nnn WPA-
NakKeTbl, KOTOpble He NPOLLAN NPOBEPKY Ha LenocTHocTb (ICV), HO 3aro/I0BKM KOTOPbIX HE MOBPEXKAEHbI.
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Hcnoav3oeaHue namsamu

XpaHeHue daHHbIX

MaKcMmanbHoe KO/iM4YecTBO NaketoB B 6Oydepe — ycTaHaBAMBaAeT MAKCMMA/IbHOE KOJIMYECTBO MNAKETOB,
COXPaHAEMbIX B MAMATA U KOTOPOE MOXKHO OTOBPa3nTb B CNMCKe NaKeToB (BTOpan 3aknaaka). Hanpumep, ecav Bbl
yCTaHaB/AMBaeTe 370 3Ha4YeHue paBHbiMm 3000, Tonbko nocnegHune 3000 nakeToB H6yAyT XPAaHUTLCA B MAaMATU M CIMCKe
naketos. Yem Bbiwe 3TO 3HauyeHue, Tem Bosble pecypcoB noTpebaseTca nporpammoit. Ecam Bbl xoTute UmMeTb
JocTyn K 6o/bllemy KOAMYECTBY NAKeTOB, pPEeKOMEeHAyeM BOCMO0/b30BaThbCA OyHKUMENH aBTOMATUYECKOro
coxpaHeHus (cm. rnasy BegeHwne Log-dbalinoB) — 3To NO3BOAUT COXPaHUTbL B BCe MaKeTbl B log-daiie Ha KecTKom

aucke.

MaKcMmanbHoe KONMYecTBO CTPOK B TeKywmux IP-coeaMHeHUAX - yCTaHaB/MBAET KOJIMYECTBO CTPOK B 3aKnajke
Cratuctuka. Korga KoamnyecTso COGAMHeHMH npesbillaeT yKa3aHan‘/’1 npeaen, camblie CTapble U3 HEaAKTUBHbIX
COG,CI,I/IHeHMﬁ YA3ANAKTCA U3 CNUCKA.

bydep ApaiiBepa - ycTaHaB/iMBaeT pasmep bydepa apaiiBepa. ITa yCTaHOBKA BAMSAET Ha NPOU3BOAUTENBHOCTb
nporpammbl: Yem 6o0nblle NAaMATU BbIAENEHO, TEM MEHblUe Mporpamma TepseT naketoB. lpyM HU3KOM YpPOBHe
Tpaduka B BecnpoBogHoOl ceTu pasmep b6ydpepa HeKpuTuyeH. [pu BbICOKOM YPOBHE TpaduKa B CETU MOMKET
NoHaao06uTLCA YBENNUUTL pa3mep Bydepa, ecam nporpamma HauyMHAET NPONyCKaTb NakeTbl. YTOObI y3HATb, CKO/bKO
naketoB 6b1710 NPONYLLEHO, MOYHO BOCMO/1b30BaThCsA KOMaHAol Paiin => Mpon3BoaAUTENbHOCTD.

Tekywue IP-coeduHeHUs

Tun oto6parkeHna — onuna No3BoaseT Bbi6paTh cnocob oTobparkeHna nocaegHUx coeanHeHnin. B Bbinagatowem
cnucke ByaeT nokasaHo onMcaHue BbibpaHHOro cnocoba oTobparkeHns. B 6onblIMHCTBE C/lydyaeB pekomeHayeTca
NoNb30BaTLCA PeXXMMoOM Smart.

3apaHue nokanbHbix IP-agpecoB — 370 Tpebyerca caenatb, ecnnm Habawogaemoii LAN-TpaduKk comepKut
MHOECTBO TPAaH3UTHbIX MAKETOB, U B 0OMEHe y4aCTBYIOT KaK BHELIHWE, TaK U BHYTpeHHUe IP-agpeca. B sTom ciyyae
CommView for WiFi He moeT onpenenuTb, Kakue IP-agpeca cnefyeT cUMTaTb JIOKAZIbHbIMU, U MOXKET HEBEPHO
pacnpesennTb UX MO KOJIOHKaM JIOKa/bHbIX U yAaneHHbIX IP-aapecoB. B 3TOM OKHe MOXHO ABHO 3aaTb IOKa/ibHble
ceTeBble afpeca M Macku MoACeTH, YTobbl B OKHE CTaTUCTMKM cofeprKanacb A0CTOBepHasa WHpopmaumsa. Bce
BblleoNMcaHHoe byaeT paboTaTb TOILKO MPU BKAOYEHHOM peXnme oTobpaxkeHna Smart.

LHeema

LiBeTa NaKeToOB — yYCTaHaB/IMBAET LBET OTOOParKeHUsA NakeToB B 3aKnaake MakeTbl B 3aBUCMMOCTM OT HanpaBAeHUs
(BxomawmiA, ncxogawmMn, TpaH3UTHbIN). YToBbl M3MEHUTbL LBET, BbibepuTe HanpaBiAeHUe MaKeTa U3 CNUCKa WU
HaXXMUTE Ha NPAMOYTOJIbHUK C HYXKHbIM LLBETOM.

PacugeTKa 3aro/IOBKOB NaKeTa — yCTaHOBUTE 3TOT ¢Aar, ecam xoTute, ytobbl CommView for WiFi 3agaBsan usera
coaepKMmomy naketos. Ecnm ¢nar yctaHoBAeH, nporpamma oTobparkaeT nepsble 8 ypoBHEN MakeTa, MCMO/b3yA
pa3iiMyHble uBeta. YTo6bl M3MEHUTb LUBET, BbibepuTe TN 3aro/iI0BKa, A1 KOTOPOro Bbl XOTUTE U3MEHWUTb LBET U
Ha)MMTE Ha NPAMOYIOJIbHUK C HY>KHbIM LBETOM.

NopcseTka cuMHTakcuca dopmyn — 3ajaeT uBeTa 0T06pa)KEHVIﬂ KNK4eBbliX CNOB B d)opmynax YHU1BEPCAJIbHbIX
npasuna.
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LiBeT BblA€NIEHHOM YACTU NaKeTa — 334a€eT LBeTa 0TOOpaKeHMA NocnefoBaTeNbHOCTM BaliT, BbIGpPaHHbIX B Aepese
nekoampoBaHua. Hanpumep, ecnm BblbpaTh y3en "TCP" B gekoaepe, COOTBETCTBYHOLWAA 4acTb MaKkeTa byaer
BblaeNeHa AaHHbIM LBETOM.

LiseT management-nakeTtoB — 3a4aeT UBeTa pa3/IMYHbIM TMNAaM management-nakeTos. JTOT LBET UCMNOJIb3YEeTCA B
KonoHKe MNMpoToKon 3aknagku Maketbl.

Aekodep

MonHocTbiO pa3Bopa4ynBaTtb BCe y3/ibl B OKHe AeKoaepa — yCTaHOBUTe 3TOT d)nar, eCcnn Bbl XOTUTE, yTOObI npu
Bbl60pe NaKeTa BCe y3/ibl B OKHE AeKodepPa aBTOMATUYECKN pa3BoOpaynBaInCob.

PasBopaunBaTb NocneaHue y3nbl — YCTAaHOBUTE 3TOT Gar U yKaXkKMTe KONMYECTBO Y3/10B, €C/IM Bbl XOTUTE, YTO6bI
npu BbibOpe HOBOro MaKeTa U3 CMKMCKa aBTOMATUUYECKM PACKPbIBAaAUChL NOCAeAHMeE Y3/bl OKHA AeKOAMPOBAHUS, B
COOTBETCTBME C YCTAHOBJIEHHbIM BamMM 3HayeHMeM. [lo yMONYaHMIO pacKpbiBaeTca NepBbld y3e/n OKHa
AekoampoBaHuA. Ecam yctaHoBeH ¢nar MONHOCTbIO pa3BopaunBaTh BCE y3/bl B OKHE AeKohepa, TO 3Ta ONuua He
MMeeT 3HaueHus.

YpoBeHb pa3BepTbiBAHUA — YCTAHOBUTE YMCJIO Pa3BOPaAYMBaAEMbIX YPOBHEN. ITOT NapamMeTp yKasbiBaeT "rnyouny"
pa3BepTbiBaHMUA Y3/10B AepeBa.

Dekoauposatb Ao nepsoro ypoBHa B ASCll-akcnopTte — 3toT dnar yctaHaBamBaeT ¢oOpmaT, UCMOAb3yeMbIN NpuU
aKcnopTe nor-dainna UaM OTAEbHOTO NaKeTa B BUAE TEKCTOBOro ¢aina c gekoanposaHmem. Ecam pnarycraHosneH,
3KCMNOPTMPYIOTCA TOJ/IbKO Y3/1bl BEPXHEro YpoBHA. Hanpumep, npu cHATom ¢nare, skcnopt TCP/IP-nakerta
NPOn3oNAET C 3aNnCblo Bcex y3a108 "Tun cepsuca". Npm ycTaHoOBAEHHOM dnare 3T y3/bl HE IKCNOPTUPYIOTCA. TaKMm
06pa3om, MOXKHO MOJly4aTb MeHee AeTaflbHble, HO 60/1ee KOMMNaKTHble ¢alinbl.

UrHopupoBaTb HeBepHble KOHTPOJIbHbIe CYMMbl NMPU PEeKOHCTPYKuumn TCP-ceccuii — 3Ta onuusa BO34eNCTBYET Ha
10, Kak CommView for WiFi BocnpuHumaeT nospexaeHHble TCP/IP-nakeTbl Npu peKkoHcTpykumumn TCP-ceccuu. Mo
YMONYaHWUIO 3T ONUMSA BK/OYEHA, M MaKeTbl CO COOMHOM KOHTPONbHOW CYMMOM He oTbpacbiBatoTca npu
PEKOHCTPYKUMN. Eciv onuuio BbIKAOUYNTL, MAKeTbl CO COOMHOM KOHTPOJIBHOW CymMOM OyayT oTOpOLWeEHbl U He
nonaayT B OKHO PEKOHCTPYKUuM. BHMMaHUIO nosb3oBaTenen ceTeBbiX agantepoB Gigabit: Bce Bawn ncxogsawme
naketTbl ByayT coepaTb HENPaBWU/IbHYIO KOHTPOJIBHYIO CYMMY, €CAM Ha afjantepe npuCcyTCTBYeT CBOMCTBO
"checksum offload" (annapatHbin noacuyet). EcAM Bbl BbIKAOUYATE 3Ty ONUMIO, Bbl YBUAMTE TOJIbKO MNOJIOBUHY
pekoHcTpynpoBaHHoOM TCP-ceccumn. To Ke camoe OTHOCUTCS M K PeKOHCTPYKLMKM noKanbHbix (loopback) ceccmin, Tak

KaK 3T NaKeTbl coaepXaT HyNeBYO KOHTPO/IbHYHO CyYMMY.

BKnoyaTb HOMepa NaKeToB Npu peKOoHCTpPyKuumn TCP-ceccuit — yctaHoBuTe 3TOT dnar, ecam Tpebyerca, 4Tobbl
bparmeHTam AaHHbIX B OKHeE PeKOHCTpyKuuu TCP-ceccuii npealwecTBoBasvM HOMepa NaKeToB, COOTBETCTBYOLWME
3TUM dparmeHTam.

McKaTb Hauyano ceccum npu peKoHCTPyKuum TCP-ceccuii — ecnv gaHHbIi dnar ycTaHoBAEH, NPOrpamma nonbiTaeTca
HaWTW Hayano BoccTaHaBanBaemon TCP-ceccuu. Ecam dnar He ycTaHOBAEH, TO ceccun ByaeT BOCCO34aHa TONbKO C
BbIBpaHHOro NakKeTa, T.e. BCe NpeALlecTByoLmMe NakeTbl 6yayT NPOUTHOPUPOBaHbI.

JekomnpeccupoBatb gaHHble B popmarte GZIP - ycTaHOBUTe 3TOT ¢nar, ecam Tpebyerca pacnakoBbiBaTb GZIP-
coaepxumoe HTTP-TpadmKa n BbIBOAUTb €ro0 B YnTaemom Buae. PacnakosKa GZIP npoucxoauT, TO/IbKO eC/IN B OKHE
PEKOHCTPYKUUM BbIBpaH pexxmm npocmoTpa "ASCII".
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PeKoHCcTpyMpoBaTbh M3obpaxkeHus — yctaHoBUTe 3ToT ¢nar, ecam Tpebyetca, yto6bl CommView KoHBepTUpOBan
ABOMYHble aaHHble HTTP-noToKoB, NpeacTaBastowme n3obpaxeHuns, B camm nsobparkenma s popmatax JPG, BMP,
PNG 1 GIF B OKHe peKOHCTpYKLMKN. KapTUHKKM OTOBParKatoTCA, TONbKO €C/IM B OKHE PEKOHCTPYKLUM BbIOpaH pexum
npocmoTpa "HTML". KapTUHKK He NOKa3bIBaOTCA B PEKOHCTPYMpyembix cTpaHuuax HTML, Tak Kak OHM nepegatoTca
cepsepom B HezaBucumblx HTTP-ceccumax.

Ucnonb3oBatb HoTauuio IPv4 B oKoHuaHuax IPv6-agpecoB — ecan dnar He yctaHoB/eH, To IPvb-aapeca byayt
NoKasbliBaTbCA TO/MIbKO B LWeCTHaguatepuyHom dopmate, Hanpumep, fe80::02c0:26ff:fe2d:edb5. Ecan dnar
yCTaHOB/EH, TO nocneaHue 4 6aiTa B IPv6-aapece oTobparkatloTca C MCMNO/b30BaHMEM HoTauuu IPv4, ¢ Toukamu:
fe80::02¢c0:26ff:254.45.237.181.

Mepecobupatb ¢pparmeHTUpPOBaHHbIE IP-NaKeTbl — YCTaHOBWUTE 3TOT ¢aar, ecan Bbl XOTUTE, YTO6bI Mporpamma
nepecobpana ¢parmeHTUpoBaHHbIe |P-nakeTbl. Mo ymonyaHuto, pparmeHTMpOBaHHbIe IP-nakeTbl 0TO6paXKaloTCs B
MX UCXOOHOM BMZE, KaK OHW 6blaM nosyyeHbl. ECAM 3Ta onuus BKAOYEHA, Nporpamma 6ynaeT Mcnosb3oBaTb
BHYTPEHHUI Oybep Ans xpaHeHus ¢parmeHToB M nonbiTaetca '"ckneutb" mx. OTo6parkatbca OyayT TOJbKO
pe3ynbTaTbl yCnelwHon cbopKu.

MoKasbiBaTb ypoBeHb curHana B dBm — ycraHoBute 3T0T dar, ecam Bbl XOTUTE, YTOObI Nporpamma oTobpaxkana
ypoBeHb curHana B dBm, a He B npoueHTax. Bo3amMoXKHOCTb 0Tobpa)keHMA ypoBHA curHana B dBm 3aBUCUT OT TUNa
ncnonesyemoro 6ecnposogHoro agantepa. 3a 6o0nee nogpobHol MHPOopMaLmelr obpaTuTech K rnase O6 ypoBHe

cnrHana.

JNlornka nsobparkeHna No YMONYaHUIO - BbIOEPUTE PEXUM OTOOpPaXKEHMA M3 BbINALAIOWErO CAUCKA. ITOT PEKUM
b6yaeT ycTaHOBAEH KaK "permm no ymonydaHuto" gns GyHKUmMm BocctaHoBneHns TCP-ceccuii. Bo3mMoXKHble 3HAYeHMA
- ASCII, HEX, HTML, EBCDIC.
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VoIP

MpumeyaHue: mopynb aHanusa VolP pgocTyneH To/bko ob6siagatenam avueHsuu VolP uan

noNb30BaTeENIAM, pa6OTaIOLIJ,MM C O3HaKOMUTE/IbHOM Bepcweﬁ C Bbl6paHH

onumen VolP.

OTKMounTb aHanu3 VolP-gaHHbIX — OTKAOYMTL NEepexBaT U aHau3 gaHHbiXx VolP. BbibepuTte 3Ty onuumio, ecam Bbl

He nnaHupyeTe paboTaTtb ¢ VOIP 1 XOTUTE MUHUMU3MPOBATbL NOTPebeHNe pecypcoB KOMMNboTepa.

MaKcuMmanbHoe Koi-BO 3anuceil B CMUCKe — OrPaHNUYMTb KOIMYeCTBO oTobparkaemMbix M ob6pabaTbiBaeMbiX COObITHI
VolP. Koraa Koin4ecTBo 3anuvcel NPeBbICUT YKa3aHHbIA AMMUT, 6onee cTapble 3anvMcu 6yayT yaaneHbl U3 crivcKa.

UrHopupoBaTb MOTOKM 6e3 ceccum — ecanm onuMa aKkTMBHa, To aHanusaTtop VolP 6yaeTr wurHopuposaTb
nepexsayeHHble NoTokn RTP, y KoTopbix He byaeT "poautenbckon" ceccun. MoTtokm RTP 6e3 ceccum 06bIYHO
BO3HMKAIOT B TOM CJlydae, ec/iM MnepexBaT MaKeToB Obial BKAIOYEH YyXe B MpoLLecce 3BOHKa, CUTHaAU3UPYIOLLMIA
NPOTOKON HEN3BECTEH NPUIOXKEHMIO (T.e. 3To He SIP 1 He H.323) nan nepegava 6bina npomsseseHa HECTaHAAPTHbLIM
obpa3om (B 3aWwMdpoOBaHHOM BUAE UM KaK YacCTb APYrol ceccumn). Takne NOTOKM MOXKHO aHa/IM3MpoBaTb, a MHOTAA
[a)ke BocnponssoanTb. 3a bonee nogpobHoOM MHPopMaLmeint o npourpoiBaHMK 3B80HKOB VoIP obpaTuTech K rnase

BocnpousBegeHne 3BoHKa. EcnmM noTtokn 6e3 ceccum Bam He UHTEPECHDbI, N Bbl XOTUTE CIKOHOMUTb PeCYPCbl

KOMMbIOTEPA — OTKAOYMTE 3Ty onuuio. NOMHUTE, 4TO ecnn NoToKM Bes3 ceccum He UrHopupytoTca, aHanm3atop VolP
MOXET OWMOOYHO MPUHATL AaHHble, NepedaHHble no npoTokosny UDP 3a notoku RTP. B Lenom aTo He ABAseTca
OWNBKOM, NOCKObKY NakeTbl RTP He nmeloT egMHON CTaHAAPTHOM CTPYKTYPbI, TaK YTO NOXKHbIe cpabaTbiBaHMA B

AaHHOM C/lydae — HOpMabHOE AB/1eHUe.

UrHopupoBaTb NoBpexKaeHHble naketbl B VolP-aHanusatope — npu ycTaHOBKE 3TOWM OMNUMWU CETEBble MaKeThbl
6ecnpoBoAHbIX CeTell C HemnpaBuUIbHON KOHTPoJsbHON cymmol (CRC) 6yayt otbpolweHbl VolP-aHannsatopom. B
Cnyyae, ec/v 3Ta ONUMA BbIKAOYEHA, TaKMe MakeTbl He ByayT oTOPACHIBATLCA, YTO MOXKET MPUBECTU K CO34aHUI0

NOXHbIX CUTHANbHbIX NN Meana-noTOKOB.

T'eonokayus

leonokauma —aTo onpeaeneHue cTpaHbl no IP-agpecy. Ecam onuma srkatoveHa, CommView n3BneyeT U3 BHYTPEHHEMN
6a3bl gaHHbIX MHPOPMALUIO O TOM, K KaKoM cTpaHe npuHagnexkuT IP-agpec. Pagom c kaxkgbim IP-agpecom Bbl
MoXKeTe noka3biBaTb ISO-Kog cTpaHbl, HasBaHue ctpaHbl nan ®nar crpaHbl. Bbl TakKe MoKeTe OTKAKUUTb
reosiokauuto. [Ona HekoTopblx IP-agpecoB (Hanpumep, 3ape3epBMpPOBaHHbLIX Buaa 192.168.*.* umam 10.*.*.*)
nHdopmauLma o CcTpaHe npegocTasneHa He byget. B aTom ciyyae MmA cTpaHbl NMokKa3aHo He GyaeT, a ecau Bbl
ycTtaHoBmAu onumio NMoKasbiBatb ¢paar cTpaHbl, Hyaet nokasaH diar co 3HaKoOM BOMpPoOcCa.

MOCKONbKY MecTOHaxoxaeHue |P-aapecoB MOCTOAHHO MEHAETCA, BaXKHO, YTobbl y Bac Bcerga bblia nocneaHas
Bepcmua CommView. ObHoBAeHUA 6a3bl AaHHbIX BKAOYAOTCA B Kaxayto cobopky CommView. MNocnegHaa Bepcus
6a3bl AaHHbIX MMEET TOYHOCTb NnopaaKa 98%. be3s 0H6HOBAEHUI NOKasaTeslb TOYHOCTU MagaeT NnpumMmepHo Ha 15%
Kaxkabli rog,
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Pa3uoe

Y6upaTb KHOMKY NPOrpammbl C NaHenn 3a4ay Npyu CBOPAYMBAHUM - YCTAHOBMTE 3TOT GAar, eC/IM HE XOTUTE BUAETb
KHOMKY Nporpammsl B naHenu 3agady Windows, koraa Bbl MUHUMK3MpyeTe CommView. Ecam 3ToT dnar ycTaHOBAEH,
MCMOJIb3yiMTe 3HAYOK MPOrpammbl B NAaHENN YBEAOMIEHWNA AN BOCCTAHOB/IEHUA NOC/AE MUHUMU3ALNN,

CﬂpaLIJMBaTb noarsepXxgeHme npu Bbixoge U3 nporpammbl — YyCTaHOBUTE 3TOT d)nar, ec/in Xoturte, 4yTObbI
nporpamMmma 3anpalinsana noarsepxaeHme npu Bbixoae.

ABTOMaTnyeckan NPOKPYTKA OKHa AdHHbIX NMaKeTa - eC/n 3ToT d)nar YCTAaHOB/IEH, NMPOrpamma aBTOMATUYECKU
NPOKPYy4YNBaAET TEKCT B OKHE AAHHbIX MAaKETOB (ecnm TOJIbKO TEKCT HE NMOMeLllaeTCAa B OKHe). 9TO Nones3Ho, Korga Bbl
XOTUTE BUAETb coaepXmmoe 6onblWOro naketa bes PY4YHOTrO NPOKpPy4YnBaHMNA OKHa.

ABTOMAaTUUYECKAsA NPOKPYTKA CMUCKA NAKEeTOB A0 MOC/AeAHero nakera - ecau 3ToT ¢sar ycTaHOBAEH, Nporpamma
aBTOMATUYECKN COPTUPYET HOBbIE 3aMUCU B 3aknaake IP-CTaTUCTUKA B COOTBETCTBMM C 3aZlaHHbIMU NpPaBUIaMM
COPTUPOBKM (Hanpumep, B BO3pacTaloLlem NopaaKke yaaneHHbix |P-agpecos).

ABTOCOPTUPOBKA 3anuceit B TeKywmx IP-coeguHeHuUaAxX - ecnun 3ToT pnar ycTaHOB/EH, Nporpamma aBTOMaTUYecKu
MPOKPYYMBAET MaKeTbl B CNUCKe 3aKkaaaxku MakeTbl BHM3, 0 NOCAEAHEro NMPUHATOrO.

KoHTponb 3arpy3sku CPU — ecnu ¢nar yctaHOB/EeH, MporpamMma MbITaeTca CHM3MTb 3arpysky npoueccopa npu
06paboTKe TAKenoro Tpaduka. ITo JOCTUTaeTCA MNOHUMKEHMEM YACTOTbl O6HOBAEHUI 3KpaHa M BbiBeAEHMEM Ha
Hero meHbliero o6bema nHGopmaLmm.

3anyck nporpammbl npu ctapte Windows - eciv 3ToT dnar yctaHOB/EH, NPOrpamMma aBTOMaTUYECKMU 3anycKaeTcA
npu 3arpyske Windows. Mpu pabote nog cuctemammn Windows Vista 1 cTapuwe, yctaHoBKa 3toro ¢nara He byaer
umeTb 3dpdekTa, ecam B cucteme BraoueH User Account Control (UAC). 3To orpaHuyeHmne Windows Vista u 6onee
HoBbIX Bepcuii Windows, KoTopoe NpenaTcTBYET 3anyCKy NPUIOMKEHWUI C NOBbILWEHHbIMM NPaBaMun NpU 3arpyske
OC. Ecnv onuusA 3anycka npuaoxkeHusa npu ctapte Windows gns Bac BarkHa, oTkatounte UAC.

3anycK B CBEPHYTOM COCTOAHUM - €C/IM 3TOT dar yCTaHOBJIEH, NPOTrPamMmMa 3anycKkaeTca MUHUMU3UPOBAHHOM, U
rNaBHOE OKHO He 0TOBparkaeTcs, MOKA Bbl HE HAXKMeTe Ha 3HAYOK B MaHen YBeAOMIEHUS UK B NaHeM 3a4au.

MoKasaTb IMHUKM CETKU — MPOrpamMma PUCYeT JIMHUM CETKU BO BCEX CMUCKAX NMAaKETOB, KAHA/I0B U TOYEK A0CTynNa.
BKNIOUUTb aBTOMATUUECKYIO NPOBEPKY 06HOBNEHUI — 334aTb MHTEPBAA MEXAY NPOBEPKaMKN B AHSAX.
IInacunui

ITa 3aK/agKa UCMo/b3yeTcs CTOPOHHUMU MOAYIAAMU ANA 33a4aHUA KoHdUrypaumu. [ogpobHee...
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OTtBeThI Ha Bonpocskl (FAQ)

B 3TOl rnase Bbl MOMeTe HaWTW OTBETbI HAa HEKOTOpble M3 Hanbonee YacTo 3agasaembix Bonpocos. Ceexunit FAQ
BCcerga AoctyneH Ha http://www.tamos.ru/products/commwifi/fag.php.

B. 1 noaknouyeH K 6ecnpoBOAHOM CETM M XO4Yy MOHUTOPUTb BXOJAWMK M UcxogAawmii TpaduK cBoero
KomnbloTepa. Kakoi npoayKT MHe HyKeH, 06bluHan Bepcua CommView nam CommView for WiFi?

O. Bam notpebyetcsa obbiyHas Bepcnsa CommView. OHa NO3BOAUT BaM MOHUTOPUTbL Ball COBCTBEHHbIN TpaduK,
O/[HaKo Bbl He yBMAMUTe TpaduK aApyrux ctaHumii WLAN. B otanume oT 06bi4HOM Bepcun CommView, CommView for
WiFi nossosAeT oTcnexknBaTtb TPaduK gpyrnx 6ecnpoBOAHbIX XOCTOB, MepexBaTbiBaTb ynpasastowme dperimbl,
aHaNn3MpoBaTb YPOBEHb CUTHAMA U T.N.

B. MotpebyeTca nm cneunanbHoe ob6opyaoBaHue ana ucnonbzosaHua CommvView for WiFi?

O. Bam noTpebyetcs Kapta ana 6ecnposogHoit cetn, coemectuman ¢ CommView for WiFi. CnMcoOK coBMeCTUMbIX
KapT pasmeleH no agpecy http://www.tamos.ru/products/commwifi/. Ona aktMBauun GyHKUUMU MOHMUTOPUHIA

Balero b6ecnpoBoAHOro aganTepa Bam noTpebyeTcs chneuuasnbHblii ApalBep, KOTOPbIM BKAOYEH B AaHHbIW
npoaykt. Ecam CommView for WiFi He 3anyuweH, Baw aganTep CMOXeT 0bmeHMBaTbCs AaHHbIMU C APYIMMMU
6ecnpoBoOAHbLIMM XOCTaMM WM TOYKAMM [OCTyna, Kak OyATO Bbl MOJb3yeTeCb OPUIMHAJNIbHBIM ApaiBEPOM,
npeAocTaB/IeHHbIM Mpou3BoaMTenem Balwek Kaptbl. Echm CommView for WiFi 3anyweH, To Baw agantep byaet
nepeeBefieH B MAaCCUBHbIN PEXMM MOHUTOPUHTA B pexxnme "promiscuous”.

B. Mos 6ecnpoBogHanA KapTa He BKJ/IlOUYEHA B Ball CMMCOK NoaaepXuBaemoro obopygosaHua. Yto mHe genatb?

O. Haw cnucok nogaepkuBaemoro ob60pynoBaHUA COAEPHKUT TONbKO Te KapTbl, KOTOPbIe Mbl CaMu MPOBEPUAN B
Hawewn TecToBoi nabopaTopmn. KOHEYHO Ke, CYLLEeCTBYIOT U Apyrne KapTbl, KOTOPble MOFYT 6bITb COBMECTUMbI C
CommView for WiFi. Ecin Bbl XOTUTe y3HaTb, COBMECTUMa M Bawa Kapta ¢ CommView for WiFi, nosanyicTa,

CKayalTe M 3anycTuTe Hawy ytuamty Adapter Test Utility. Echn y Bac ycTaHOBAEHA COBMECTMMasnA KapTa, 3Ta yTuanTa
0T0b6pasnT ee HasBaHue. Mepesd Tem, Kak Bbl 3anMycTUTE Hally YyTUAWUTY, ybeauTech, YTO Ha BallEM KOMMbOTEPE
YCTaQHOB/IEHbI CaMble NOC/AeAHME BEPCUM APalBEPOB A/1A Ballel ceTeBol KapTbl. Npn HE0H6X0AMMOCTM CKavYanTe U
yCTaHOBMTE MoOcC/iefHUe Bepcun c Beb-cailTa COOTBETCTBYHOLWENO NPoM3BOAMTENA ceTeBoro obopynoBaHuA. ITo
BaXKHO, MOCKOJIbKY Pe3y/bTaTbl TECTOB O4YEHb CMJIbHO 3aBUCAT OT UCMOJIb3YEMbIX BEPCUI ApPAliBEPOB CETEBbIX KapT.
Yem HoBee Bepcua apaliBepa, Tem H60/blle WaHCOB, YTO KapTa byaeT coBmectuma ¢ CommView for WiFi. Bbl TaKKe
MOXKeTe NpUobpecTM COBMECTUMYHO KapTy, OHU COBCEM HE JOPOTU, NN 3aKa3aTb KOPobouHyto Bepcuto CommView
for WiFi, kKoTopas BKAOYaeT COBMECTUMbIN aganTtep.

B. Kakoit apanTtep Bbl peKOMeHAyeTe UCNO0/Ib30BaTh ANA PaboTbl C Balwe nporpammoin?

0. O3HaKoMbTeCb C HaWwmm CNMUCKOM COBMECTUMOTO obopynoBaHusa no appecy
http://www.tamos.ru/products/commuwifi/adapterlistl.php . B 3TOmM cnucKe Bbl CMOXeTe HalTU aganTep,

Hanbosee nNONHO oOTBevYaloWMit BawMm TpeboBaHMAM K ero d¢opm-dpaktopy (USB, BCTpoeHHbIl, U T.4.),
YyBCTBUTENBHOCTU, YacTOTHbIM 802.11-cTaHgapTtam mn nogaepxmsaemblm Windows. Ha Haw B3rnag Hanayywmm
Bbl6opom 6bin 6bl 802.11ac-coBmecTumsblin USB-aganTtep.

B. Y Kakux noaaep:KmMsaembiX afantepoB eCTb BHELWHWEe aHTEeHHble paB'bEMbl?

0. Alfa Networks AWUS1900 n Alfa Networks AWUSO36ACM.
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B. BO3MO€eH /i1 04HOBPEMEHHbDI 3aXBaT AAHHbIX C HECKOJIbKUX KaHaNoB?

O. Oa, ecnu Bbl Ucnonb3yeTe ABa 1 6onee cosmecTumbix USB-agantepoBs. bonee nogpobHana MHbopmauma 4OCTynHa
B rnaBe VIHOroKkaHa/ibHbI 3axBaT HAaCTOALLEFO PYKOBOACTBA.

B. Al yctaHOBMA gpaiiBep ANA Moero ajantepa, U Tenepb OH He MOMKeT COeAUHUTbCA ¢ 6ecnpoBOAHON CeTblo
nocne 3akpbiTua CommView for WiFi. B uem moxKet 6b1Tb npobnema?

0. Korpa Bbl nepeycTaHaB/AMBaeTe ApaiiBep Ballero aganTtepa, HaCTPOWKM KOHOUrypauum (BKAOYas HaACTPOMNKM
BbIOpaHHbIX 6eCNPoBOAHbLIX CETEN, MAPOaen U T.4.) MOTYT ObITb YTEPSAHbI, NO3TOMY BaM, BO3MOMKHO, NOTpebyeTcA
HacTpoOUTb aganTep 3aHOBO. Ecnn Baw agantep HaCTPOEH, U Bbl BCE ele He MOXeTe COeAMHUTLCA, NonpobyiTe
OTKNIIOYNTb, @ 3aTEM CHOBA BKNIOUNTb aganTep B Aucnetyepe YCTPOMCTB, MOC/E YEro CBA3b A0/IKHA BOCCTAHOBUTLCA.

B. HeKoTopble KaHa/bl B CKaHepe HeAOoCTYNHbI Ana Bbi6opa. 3To HopmanbHo? Kak 6biTb, ecamn A xouy paboTarb C
3TMMM KaHanamu?

O. OTBeT 3aBUCUT OT TMNA aganTepa:

=  BcTpoeHHble aganTepbl Intel 7xxx, 8xxx, 9xxx n AX2xxX, peKOMeHAOBaHHble aganTtepbl Ha 6ase uMnceTos
Realtek, MediaTek u Ralink, a Takke agantepbl Ha 6a3e unncetoB Atheros: Bce KaHa/bl BCeraa AOCTYMHbI
npu ucnosbzoBaHum B CommView for WiFi.

=  Apgantepbl miniPCl 1 miniPCle Ha uuncetax Atheros: B 3aBMCMMOCTM OT CTpaHbl Ball agantep MOXKET He
noanep:K1BaTb BCE YKasaHHble B OKHe KaHanbl. [nA Kaxaolh CTpaHbl Habop KaHanoB pasHbli — 3TO
pernameHTUpyeTca 3akoHogatenbctBom. Hanpumep, B CLUA, npasuna FCC (PepepanbHoe areHTCTBO MO
CBfA3M1) pa3peLlatoT UCMNO1b30BaTb TONIbKO KaHanbl ¢ 1 no 11 Ha yacToTe 2,4 Ty, MpowunsKa 6ecnpoBoAHbIX
apanTepoB, koTopoe npogaetca B CLLUA, 06biuHO KOHOUTYpUpyeTca Takmm o06pasom, 4Tobbl OTCeYb KaHasbl
12 n 13.

= [pyrve agantepbl (Hanpumep, Dell unm Broadcom): BkaodeHue 12 u 13 KaHana MHOrAA BO3MOXKHO.
OtkpoitTe nanky CommView for WiFi (06bi4Ho C:\Program Files (x86)\CommViewWiFi). Baskabl WENKHUTE
Ha ¢aiine chl213.exe, pacnosoXeHHOM B 3TOM Manke, oA ero 3anycka. MNepesanyctute CommView for
WiFi, n KaHanbl 12 1 13 cTaHyT gocTynHbl Ans Bblbopa. O6paTUTE BHUMAHME, YTO BO3MOXKHOCTb 3axBaTa
NakeToB Ha KaHanax 12 u 13 3aBUCUT OT PeryiaTOpPHOro AOMeHa, YCTaHOBNEHHOro npousBoauTenem
HOYTOYKa. ECIM OHWM BKAKOYEHDBI — B 3TOM Cayyae He byaeT npobaem. OgHaKo, Mbl 3HAaEM MHOFO Cly4aes,
KOr4a npou3BOAUTENM HOYTOYKOB He BKatoyannm 12 m 13 KaHanbl ga)ke B Tex HOyTOyKax, KoTopble
npoAaBasiMCb B CTPaHbI, r4e UCNOb30BAHME 3TUX KaHANO0B NerasibHo.

B. Mory nv A 6bITb YBEPEHHbIM, YTO NPOrpaMmMa NepexBaTUT KaXKablii OTNPaB/AEHHbIW MK NOJIyYEHHbI NaKeT BO
Bpems MOHUTOPUHra 6ecnpoBogHoO ceTn?

O. HeT, 1 BOT B Yem npununHa. Koraa 6ecnpoBoHan CTaHUMA NOAKNHOUMAACH K CETU U aBTOPU30BANACh, CTAHLMA U
b6ecnpoBoaHOM KoMmyTaTop(bl) MCNONBL3YIOT MEXaHU3M, NMO3BOJIAKOWMI UM MNepecbiiaTb MaKeTbl, KOTOpble MO
KaKkon-Mbo npuunHe (Hanpumep, paanonomexm) He BblIM NOYYEHbBI APYrON CTOPOHOM MM OblaN NOBpPeEXKAEHbI. B
cnyyae ¢ CommView for WiFi 6ecnpoBogHoi agantep nepexoAuT B MACCUBHbIA PEXUM MOHUTOPUHTA. Takum
obpa3om, aganTep He MOMKET OTMPaBWTb 3aMpoCbl Ha MOBTOPHYKO OTMPABKY MAKETOB M OH TaKXKe He MOXKeT
NoATBEPAUTL YCMElWHoe NoyYeHne NakeToB. B pesynbraTe 3TOro BO3SHMKAOT NOTepu nakeTos. [Jonsa noTepsaHHbIX
MaKeToB MOMKET M3MEeHATbCA. B uenom, yem 6aMKe Bbl HAaXOAWUTECH K APYrMM CTaHUMAM MAM 6ecnpoBOAHbLIM
KOMMyTaTOpaM, TeEM MeHbLLE MaKeToB byaeT noTepsHo.
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B. MoxeT nan nporpamma paclmndpoBbiBaTb NaKeTbl, 3alwmndposaHHbie npu nomowm WPA/WPA2?

0. Aa, B pexxume WPA-PSK. Noaaepxnsatotca Kak TKIP (WPA), Tak n AES/CCMP (WPA2). Tpaduk, WndppoBaHHbIN
WPA3, He moeT bbITb pacwudposaH. CtaHgapt WPA3 uvcnonb3yeT Naposib TOMBKO AN ayTeHTUOMKaLuu;
pacwndpoBbIBAHNE HEBO3MOXKHO.

B. l paboTaio B 6ecnpoBoAHON IOKANAbHOM ceTu ¢ 60nbiMm 06bemom TpadurKa U NO3TOMY MHE C/IOXKHO U3y4aTb
oTAeNbHble NaKeTbl, KOraa Nnporpamma NPUMHUMAET COTHU U TbICAYMN NAKeTOB B CEKYHAY, U CTapble NaKeTbl 6bICTPO
ncye3aroT U3 uUpKyaapHoro 6ydepa. MoXKHO ¢ 3TUM UTO-HMBYAbL caenaTb?

0. [la, HaxkmnTe KHOMNKY OTKpbITb TeKywmit 6ydep B HOBOM OKHE B HUXKHEN NaHenu MHCTPYMEHTOB B 3aKiajke
MakeTbl. TakKMm 06Pa30OM Bbl CMOKETE CO3/aBaTb KOMUM OKHA B IOOO MOMEHT BPEMEHMU, € toObIM UHTEPBAIOM U
M3y4yaTb NaKeTbl He TOPONACh.

B. fl 3anycTun nporpammy, Bbibpan KaHan U HaYan MOHUTOPUHT, 0AHAKO NaKeTbl He oTobpaKatoTca. MoXKanyincra,
nomorute!

O. Bo-nepsbix, nepengute Ha 3aknaaky Makerbl. 3aknagka IP-ctaTUCTMKA mMoMKeT ObITb NyCTOM, ecan ceTb
ucnonoyet wnepposaHme WEP nnm WPA. Ecnm 3aknagKka MakeTbl Takke NycTa, NOCMOTPUTE Ha CTPOKY COCTOAHMA
nporpammbl (status bar). Ecnm cyeTYMK NakeToB yBEAMYMBAETCA, 3TO O3HAYAET, YTO Y BAC aKTUBMPOBAHbLI NPaBua,
KOTOpble He MO3BOJIAIOT Nporpamme oTobparkaTb nakeTbl. Boibepute MpaBuna => COHpoOcUTL BCe, 3aTEM HaXKMUTE
TPU KHOMKM Ha nNaHenu MUHCTpymeHToB: 3axBaTtbiBaTb data-nakeTtbl, 3axBaTbiBaTb management-nakeTbl U
3axsartbiBaTb control-naketbl. Ecan cyeTunMK nNakeToB B CTPOKE COCTOAHWUA He YBE/IMYMBAETCA, CKOpee BCEero
nporpamma He o6Hapy»Kuia aKTMBHbIE TOYKM AocTyna. Ecam Bbl abCcoNOTHO yBepeHbl, YTO B 30HE OXBaTa HaX04ATCA
aKTMBHbIE TOYKM A0CTyna, coobwmTe Ham 06 3Ton Npobieme.

B. Moxet nam CommView for WiFi untatb ¢ainbl popmata NCF, co3gaHHble 06bluHOM Bepcueit CommView? A
HaobopoT?

0. Aa, CommView for WiFi moet umtatb dannbl popmata NCF, co3gaHHble obbiMHON Bepcuerr CommView.
O6bluHas Bepcua CommView moxkeT unTaTtb dpainbl popmata NCF, cosgaHHble CommView for WiFi (1 B ckopom
byayliem Takxke byaet noHumatb ¢paiabl HoBoro ¢opmata NCFX), HO Bbl He yBUAUTE KONOHKWU, OTHOCALWIMECH K
6ecnpoBOAHbIM CETAM, TaKME KaK CUNa CUTHaNa UM HoMep KaHana.

B. Pa6otaer am CommView for WiFi Ha MHOronpoueccopHbIXx cuctemax?

0. da.

B. MoxoKe, HEBO3MOKHO cOXpaHUTb 6onee 5000 nakeToB U3 nakeTHoro 6ydepa. Ectb M cnocob pewntb 3Ty
npobnemy?

O. Ha camom gene Takoro orpaHuMyeHmns HeT. A coxpaHeHUs nepexBayeHHbIX MaKeToB B NPOrpamme UCMNoib3yeTcs
KonbLEeBOW (UMpKynapHbIKn) Bydpep. Mo ymonuaHuio B H6ydepe moxkeT comeprkatbca Ao 5000 naketoB, HO 3TO
3HaYeHNe MOKHO NMOMEHATb B OKHe YCTaHOBKU. MaKcumasibHbI pasmep bydepa coctasaset 20000 naketos (bydep
HE MOMeT HbiTb 6ECKOHEYHbIM NO OYEBUAHBLIM NPUYMHAM — 06BEM ONEepPaTUBHOM MaMATU Ha BalLeM KOMMblOTepe
TOXe He beckoHeuyeH). Bbl MoKeTe 3anuncatb cogepxumoe bydepa B dann 13 3aknagru Log-dpannbl. Tem He meHee,
OAHHOE orpaHMYeHune Ha pasmep bydepa HM KOMM 06Pa3OM He OrPaHMYMBAET BALLM BO3MOKHOCTU MO COXPaHEHMUIO
noboro KonmyectBa MaketoB. Bam Bcero nvwb cnegyet BKAUUTL OMUMIO aBTOCOXPaHEHMA Ha 3aKknagke Log-
dainbl. Takum ob6pasom, nporpamma byaeT HenpepbIBHO 3anNUCbiBaTh B ¢ain(bl) BCe NnepexBayeHHble NaKkeTbl, U Bbl
CMOKeTe YCTaHOBMUTb Nt060e orpaHMyYeHMe Ha 06bem nepexBayeHHbIX AaHHbIX.
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B. Bo Bpema ucnoabsosaHua CommView for WiFi moin 6paHamaysp coobuiaer, uto nporpamma "nbitaercs
nonyumTtb goctyn B Internet”. fl 3Hal0, YTO HEKOTOpble CaTbl CNOCO6HbI OTC/IeXKMBATb NOAb30BaTeel, cobupasn
mHpopmaLuUio, NOCbIIAEMYIO0 UX NPOrpammamu yepes UHTepHert. 3auem CommView nbiTaeTca NOAYYUTb JOCTYN
B UHTepHeT?

O. Baw dalipsonn moryt 3actaBuTb cpabotatb 3 cobbiTmA. Bo-nepsblx, MOXET WMMeTb MEeCTO MOoMbITKa
npeobpasoBaHusa IP-agpecoB B umeHa xoctoB. Mockosbky CommView obpauwaerca K Bawmnm DNS-cepsepam ans
BblinosiHeHns DNS-3anpoca, HeN3beXKHO BO3HMKHET MpeaynpeXaeHue co CTOpoHbl daipsoana. Bbl moxeTe 3To
oTkounTb (HacTpoiika => YctaHoBKM => OTKAOUNTb pacno3HaBaHue DNS), HO B 3TOM cayyae B OKHE nocsiegHmux
coeguMHeHUN He 6yayT NOKa3aHbl MMeHa XOCTOB. BO-BTOPbIX, Bbl MOT/IM HACTPOUTL NPOrpammy Takum 06pasom, 4YTo
OHa aBTOMATUYECKMN NpoBepAeT Hanume ob6HOBAEHUI UAN HOBbIX Bepcuid. na storo CommView coeamHaeTca
caitom www.tamos.com. Bbl moxeTe 3To oTKAouMTb (HacTpoiika => YcTaHOBKM => Pa3Hoe => BKaOUuTb

aBTOMATUYECKYIO NPOBEPKY 06HOBNEHUIA). B-TpeTbKx, Nocae NOKyMNKM Nporpammsl TpebyeTcsa ee aktmsauma. Ecam
Bbl BbibepeTe OHNANH-aKTMBaLMIO, TO MPOrpamMmMa cama NOAK/YMTCA K WWW.tamos.com. ITOTO MOMKHO n3bexartb,

BblI6paB aKTMBALMIO BPYUYHYIO. ITO e4MHCTBEHHbIE BUAbI COEANHEHU, KOTOPblEe MOXKET ycTaHaBAMBaTb CommView
for WiFi. MNMporpamma He BeAeT HUKAKOTO CKPbITOro 06MeHa AaHHbIMKU — Mbl He NPOAAeM spyware.

B. 3auacTylo A BXOXKy KaK nosib3oBatenb 6e3 agMUHUCTPATUBHDbIX NpaB. CeayeT M MHe KaXKAblii pas BbIXOAUTb
M 3aX04UTb BHOBb Y}Ke KaK agMUHUCTpaTOp?

O. Hert. OTtkpoiite nanky ¢ CommView for WiFi u, yaepxunsan Haxkatoi knasuwy Shift, wenkHnTe npaBon KHOMKOM
MbILWKN Ha CV.exe M BbibepuTe B MeHI0 MYyHKT "3anycTutb Kak'. Beeaute agMMHUCTPATUBHbIE JOMMH/Naponb U
HaxmuTe OK ana 3anycka nporpammsl. Moa onepaymoHHbimK cuctemMammn Windows Vista u ctapwe CommView for
WiFi aBTomMaTn4eckn 3anyckaeTca C NOBbIWEHHbIMW NPaBaMu.

B.  peKoHcTpyupoBan TCP-ceccuio, cogepkawyto HTML-cTpaHULbl HA ANOHCKOM UM KUTaUCKOM A3blKe, HO i He
BUXY TeKcTa!

O. [Ona Toro, utobbl MMETb BO3MOMKHOCTb MPOCMATPMBATb BOCTOYHbIE A3bIKM, BaM HYKHO YCTaHOBUTb
cooTBeTrcTBylowme wWpndTbl. OTKpoiTe MaHenb ynpasneHua => fI3blKk U perMoHasibHble CTaHZapPTbl, Bbibepute
NYHKT "A3bIKKM" 1 BKAOUMTE onuuto "YCTaHOBUTbL NOAAEPHKKY S3bIKOB C MMCbMOM Meporandamm”.

B. MHe HenoHATHbI TUNbl auueH3sun ana CommView for WiFi. He moram 6bl Bbl 06bACHUTD pasHULY MeXay
HUMH?

O. B HacToswee Bpema ana CommView for WiFi ecTb ABa BMAa AMLLEH3UIA: CTaHAAPTHAA MLUeH3us n VolP-nmueHsus.
Hanbonee goporas VolP License akTMBM3npyeT Bce GyHKLMM NPOrpaMmbl, BKIOYan aHanausaTtop VolP, B To Bpems
KaK CTaHZApPTHAA IMLEH3UA He umeeT GYHKUUM aHanm3aTopa VolP.

bonee noapobHas MHbOPMaLMA O NULLEH3MPOBAHUM AOCTYMNHA B ANLEH3UOHHOM COralleHMn, CONPOBOKAAOLWEM
NPOAYKT.

B. Moapep:xkuBaet am aHanusartop VolP akcnopT ayguo-uHpopmauum 8 WAV uan MP3?

O. Hanpsamyto — HeT, HO Ha pbIHKe NPeACTaB/EHO AO0CTaTOYHOE KOIMYECTBO NPOrpaMm, KOTOpble MOTYT PeLnTb 3Ty
3agauy. PaKTnyeckn, Bam HyxeH "BUPTyasibHbIN ayano-Kabenb'", T.e. BO3MOMKHOCTb COXpaHeHus B daia BCEro, YTo
npourpbiBaeTcA 4yepes Bawy ayguo-Kapty. K npumepy, Bbl MOXKeTe WCMNo/sb3oBaTb nporpammy Xilisoft Sound
Recorder (ucnonbsynte pexkum "What you hear").
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Ananu3 VolP

BBeaeHue

MpumeyaHne: mogynb aHanusza VolP pgoctyneH Tonbko obnagatenam auueHsuu VolP wuan

nosb3osatenam, paboTaloWwmm C O3HAKOMWUTENIbHOW Bepcuen ¢ BblOpPaHHOW MpPU YCTAaHOBKE

onuuen VolP.

AHanusatop VolP — 370 BcTpoeHHbIN B CommView moaynb, npegHa3Ha4YeHHbIN g5 nepexsata v aHanM3a B pexunme
peanbHOro BpemMeHMu TaKux cobbituit UHTepHeT-TenedoHun (VolP), Kak 3BOHKWU, CECCUM, perucTpalmm, noToku
OAHHbIX, OWKMOKKM U T. A. NpeacTaBnsa gaHHble B rpadmMyeckom BUAE U OLEHMBAET KaueCcTBO r0/I0COBOM Nepenayu,
3TOT MOAY/Ib NMOMOMKET Bam MOBbICUTb 3$PEKTUBHOCTL OTAagKM VolP-ceTeit, mMporpamMmHOro M annapaTHOro
obecneyeHns. AHanmsatop VolP noagepskvMBaeT curHasbHble NpoTokoabl SIP 2.0 u H.323, meaniiHbie MOTOKU
AaHHbIX RTP 2.0 n MHOXeCTBO pacnpoCTpaHEeHHbIX KOAEKOB. [MOMMMO aHanM3a B pexume peanbHOro BpeMeHM,
CYLLECTBYET BO3MOXKHOCTb MMMOPTA U UCCAEA0BaHUA YIKe NepexBavyeHHbIX AaHHbIX B pa3Hbix popmaTax (Hanpumep,
Tcpdump, EtherPeek u . g.).

Ecnu B Bawen 6ecnpoBogHom cetu ucnonbsyetca WEP- nam WPA-wndposaHue, To Bam cneayeT NpaBUAbHO BBECTU
Kntoun WEP nnm WPA. B npoTMBHOM caydyae aHanus VolP byaeTt HeBo3mMoKeH. 3a 6onee noapobHolt nHdopmaumen
obpaTtutechb K rnasam Kawouv WEP/WPA un PaclwmdposbisaHmne WPA.
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Pa6oTa c anasmsatopom VolP

MpumeyaHne: moaynb aHanusza VolP pgoctyneH Tonbko obnagatenam auueHsuu VolP wuan

nosnb3oBatensm, paboTatowMm C O3HAKOMWUTENbHOM Bepcuei c BblOpaHHOW MpPU YCTaHOBKE

onumen VolP.

AHanusatop VolP gocTtyneH 13 3aknagku VolP rnaBHOro okHa nporpammsl. B aTolt 3aKknagKke nponsBoanTCA aHanus
nepexBayeHHbIX MAKETOB B PEXMME pPeasbHOro BpemeHU. AHAIM3aTOp TaKKe AOCTyneH M3 OKHa [lpocmoTtpa VolP
Log-balinoB, B KOTOPOM Bbl MOMETE M3ydyaTb paHee MepexBayvyeHHble AaHHble, codepawmeca B log-pannax.
AHanusatop VolP paboTaeT napannenbHO ¢ NepexBaToM NAaKeTOB M MNOKa3blBAaeT Pe3y/bTaTbl B PeasibHOM BPEMEHMU:

Qaiin Mowck  Buag  WiHctpymedTtel  HacTpoika  [Mpaewna  Cnpaeka

DOwe e P Q8@ 22888
@)’mml K,ananml’ﬁ Teqmnelp-comnnenml% FlaxeTn||V°|P Log-¢aﬁnn||¢ Mp |% Mpeaynp |

@ CecamSIP (3) i Ceccum SIP
@ Cecanm H.323 (0)

IP wcTouH. IP Hazn. Hauano Korey Onutene.. CocTtoaHne Wma nHugmat..  SIP-agpec unn..,
@ Morokn RTP (2) [ 35.140.116.2  |aw 212.53.35.219 635420 PM £:54:20 PM 0:00:00.1  He 380H0K 3326845@sipn...
@ Perncrpauynm (1) 351401162 lew 2123335219 6:3212PM 6:33:31 PM 0:01:39.2  Hessonok 3326845@sipn...
@ Cravumn (2) . 35.140.116.2 e 212.53.35.219  6:52:11PM 6:32:43 PM 0:00:364 Zasepuien 3326845@sipn...

@ Ownbkn (6) <
@ Log-daiinei secrkos || i SIP-ceccma

@ Otuer Cecena | Motokm RTP (2)
Bpemn Bpemenn.. Onepauma  3anpoc/Oteer

= Cetesoii Tpancnopr 18:52:11.965304 0.000000 INVITE INVITE sip:52932292679@sipru A
IP ncTouH, 1 35.140.116.2 18:52:12.021826 0.056522 4= 100 Trying
Mopt uctous, 3068 18:52:12.021911 0.000085 = 401 Authentication required
IP HazH. D 212.53.35.219 18:52:12.034609 0.012693 ACK sip32932292679@sipnet.
MopT HasH, 5060 18:32:12.046649 0.012040 INVITE B INVITE sip:32952292679@sipr
MpoTokon upp El 3aronosox
= Bpemennbie xapakrep... INVITE sip:52952292679%(
Hauano 8/23/2006 6:52:1... Via: 5IP/2.0/UDP 192.168.1:
Kowew, 8/23/2006 6:52:4... From: <sip:3326845@sipne
JnuteneHocTs 0:00:36.4 To: <sip:52052292679@sip
= Kauecreo Call-ID: 29002@192.168.13
MOS Score 34 CSeq: 21 INVITE
R-Factor 66.4 Contact: <sip:3326845@19
= SIP Authorization: Digest user
ID seoHKa 29002@192.168.... Max-Forwards: 70
= Mnnumnarop seoHKa User-Aaent: PortSIP softok ¥
VIMA MHUUMETODE 2L 2

Makerer: 0 | Kniowe WPA AgTocoxp.: Bein, Mpaewna: Buikn. Mpeaynp.: 28kn. 11% 3arp. CPU PRREQ

NHbopmaLma pacnpeseneHa No HECKObKMM KaTeropuam. CIMCOK KaTEropuin pacnosioXKeH Ha NaHenu, rae MoXKHO
BblOpaTb Nt0bylo M3 KaTeropuit. MNoapobHaa cTaTUCTMKA OypeT npeacTaBieHa B NPaBOM 4acTM oKHa. Cnucok
KaTeropui UMeeT cneayrowmii Bua;

Ceccuum SIP — cnncok nepexeBayeHHbIx ceccuit SIP 2.0.

Ceccum H.323 — cnncok nepexBadeHHbIx ceccuit H.323.

Notokun RTP — cnncok nepexsayeHHbIX NOTOKOB RTP.

Perncrpaumm — CN1coK KAMEHTOB, 3aPerncTpUPOBaHHbIX Ha CEPBEPE U UCTOPUA PETUCTPALLUIN KIMEHTOB.
CTaHLUMM — CNMCOK paboumx CTaHUMI, yyacTyroWmMX B 06MeHe VolP-gaHHbIMM.

OWKMBKM — CNUCOK OLIMBOK, 3aperncTpUpPoBaHHbIX MPU 0bmeHe AaHHbIMK No VoIP.

Log-daitnbl 3BOHKOB — HaCTpOliKa onumii coxpaHeHua log-dannos gna nepexsayeHHon nHoopmaymm VolP.
OTyeT — HacTpPoliKa reHepaLMn OTYETOB, BK/IOYAA aBTOMATUUYECKUIA PEXUM.

3a 6onee noapobHOM MHPOPMALMEN O TOM, KaK OpPraHM30BaHbl ZaHHble B aHanM3aTope VolP obpaTtutecs K rnase
PaboTa co cnuckamu B aHasmn3satope VolP.
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Ceccuu SIP and H.323

MNpumedaHune: moaynb aHanusa VolP pgoctyneH Toabko o6sagatenam auueHsuu VolP uau

nosb3oBaTenam, paboTatowmm c 03HAKOMUTEIbHO BEPCUEN C BbIOPAaHHOM NpW YCTAaHOBKE Onuuen

VolP.

B HacToAwee Bpemsa aHanm3atop VolP nogaeprkmsaeTt asa Buaa cUrHanabHbix npotokonos — SIP n H.323. Ceccum SIP
n H.323 npeactaBieHbl Ha MAHeNW C/ieBa KaK ABe OTAeslbHble 3anucu. BbibpaB ogHy M3 HUX, Bbl yBMAUTE
COOTBETCTBYHOLUME CECCUMU, NepexBaYeHHbIE MPOrPaMMON, a TaKKe NoAPOOHY MHPOPMALLMIO MO KaXKAoM ceccum B
OTAENbHOCTY:

o EIEIE || Cocomste

@ CecamH323 (D) IP netoun, IP Hazh. Hauano Koney Coctoanue WMma wHngmar..  SIP-agpec uhn..
@ MoTokn RTP (2) m 85.140.116.2  lww 212.53.35.219  £:54:20 PM 6:54:20 PM He ssonok 3326845@sipn...
@ Pervcrpaum (1) i 85.140.116.2 e 212.53.35.219 £:52:12 PM £:53:51 PM He z80HOK 3326845@sipn...
@ Crangn (2) . 35.140.116.2 e 212.53.35.219 &52:11 PM 6:32:48 PM JaeepLueH 3326845@sipn...

@ Owwmbkn (8) <
@ SIP-ceccna

Cecewa | Motokn RTP (2)
Bpema Bpemenn... Onepauma  3anpoc/Oteer

=l Cevesoii Tpancnopr 18:52:11.965304 0.000000 INVITE = INVITE sip:52952282679@sipnet.s
IP ucroun. 1 85.140.116.2 18:52:12.021826 0.056522 B <= 100 Trying
MopT netous. 3068 18:52:12.021911 0.000085 B 4= 401 Authentication required
IP HazH. [ 212.53.35.219 18:52:12.034609 0.012698 B = ACK sip:52952292679@sipnet.ru:
MopT HasH. 5060 18:52:12.046649 0.012040 INVITE Bl =+ INVITE sip:329522926T9@sipnets
MpoTtokon upp Jaronosok

= BpemenHble xapakrep... = Copepwumoe
Hauano 8/23/2006 6:52:1... v=0
Koney, 8/23/2006 6:52:4... o=- 17714651 17714651 IN IP:
JAnuTteneHocTe 0:00:36.4 s=PortSIP VOIP SDK 2.0

= Kauecteo c=IN P4 192.168.131.70
MOS Score 34 t=00
R-Factor 66.4 m=audio 54874 RTP/AVP 4

= SIP a=rtpmap:4 G723/8000
ID zB0HKa 29002@192.168.... 18:52:12.110702 4= 100 Trying

= Mnmumarop seonka Gecn s nnanTe * B~ T T

Ha BepxHelt naHenn nokasaH MOJIHbIA CNNCOK nepexBadeHHbIx ceccuit SIP u H.323. MNpu BbIGOPE B CNMCKE ceccuun
SIP/H.323 Ha HMKHel naHenn byaeT nokasaHa noapobHas MHGopMaLUmMa O AAHHOW Ceccum, BKAoYasa noapobHbIi
JKYPHaN ceaHcos, 06Lyto U CTaTUCTMYECKYHO MHPOopMaUUto M NoTokn RTP, oTHocALWMeECA K BbIBpaHHOM ceccuu:

Ananusz VolP | CommView for WiFi



Daiin

@ CecamSIP (3) i Ceccum SIP
@ Cecaun H323 (D)

IP ncToun. IP Hazh. Hauano Koney CocToanne WMma wHngmar..  SIP-agpec uhn..
@ MoTokn RTP (2) m 85.140.116.2  lww 212.53.35.219  £:54:20 PM 6:54:20 PM He ssonok 3326845@sipn...
@ Pervcrpaum (1) i 85.140.116.2 e 212.53.35.219 £:52:12 PM £:53:51 PM He z80HOK 3326845@sipn...

@ Cranuan (2) i 85.140.116.2 e 212.53.35.219 &52:11 PM 6:52:48 PM 3aBepLueH 3326845@sipn...

£ >
@ Owwmbkn (8)

@ SIP-ceccna B

Motokn RTP (2)

IP ncToun. Mopt .. [P Hash. Mopt ..  Havano Konew, Onutens.. Kon-so.. Cp.on..  Moadeid . Makc.
b 212.33.35.219 60638 e 85.140.116.2 3070 &5223PM 6:32:47 PM 0:00:23.3 75 19.63 58,734 0.00
1 85.140.116.2 3070  lew 2125335219 60638 65214 PM 6:52:43 PM 0:00:34.0 121 2007 87438 0.00

<

@ RTP-notox

Wnipopmauma o notoke | narpammer

Bpema Bpemenn... S5RC Moc.. RTP Times.. RTP-Harpyska

B Cetesoii Tpancnopt 18:52:31.234774 0.031310 1013768074 41226 791060810 ITU-T G.723
1P wcTouH. = 85.140.116.2 18:52:31.263718 0.028944 1013768074 41227 791061050 ITU-T G.723
MopT MCTOuH. 3070 18:52:31.293767 0.030045 1013768074 41228 791061250 ITU-T G.723
1P HazH. lew 212.52.35.219 1 31.323699 32 3 791061530 3
Mopr HazH. A0RIE 18:52:31.353935 0.030236 1013768074 ITU-T G.723
Mootoken upp <

Echm gna Bbl6paHHbIX ceccum [oCTynHbl RTP-NOTOKM, TO NOABAAETCA BO3MOMHOCTb BOCMPOM3BEAEHUA 3BOHKA
Ha)kaTvem Ha KHOMKy BocnpoussecTu.

CM. TaKxKe:

PaboTa co cnuckamu B aHaamsartope VolP
BocnpousseaeHne 3BOHKa
Pannbl NVF
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I[ToTtoxu RTP

MpumeyaHne: moaynb aHanusza VolP pgoctyneH Tonbko obnagatenam auueHsuu VolP wuan

nonb3oBatensm, paboTarowMm C O3HAKOMUTE/NbHOMW Bepcuelr ¢ BblOpaHHOW MPU YCTAaHOBKE

onumen VolP.

B npotokone 06paboTkM AaHHbIX B peanbHom BpemeHu (RTP) onpegeneH cTaHAapTHbIM dopmaT naketa Ans
nepegayv ayamo- v Buaeo-uHoopmauum B cetu MHTepHeT. Ecam npoTokosbl SIP n H.323 ucnonb3yioTca and
yrnpaB/ieHMA NPOLEeCCOM 3BOHKa (Hanmpumep, NOAKAOYEHUA, AO3BOHA, pasbeAnHeHUA U T. n.), To RTP cayxkut gaa
HageKHOW MnepefauM MaKeToB AaHHbIX U noagep:aHusa Hagnexkawero Kayectsa Cepsuca (Quality of Service).
Opyrumm cnosamu, B noTokax RTP cogepmTca peanbHas ronocosan MHGOpPMaUUA, 3aKOANPOBAHHAA C NOMOLLbIO
04HO 13 KogekoB. AHann3 gaHHbIX RTP gaeT ueHHyo MHGOPMaLMIo O KayecTBe 3BOHKa M AN1A O0TAagKu ceteit VolP.

[Ons npocmoTpa nepexBayeHHbIX Nporpammoit notokoB RTP BbibepuTe MoToKM RTP B neBoOit naHenu OKHa
aHanusaTtopa VolP:

®aiin

@ CecamSIP (3) @ Notoxm RTP

@ Cecoun H.323 (0 IP ucToun. IP HasH. Hauano Anwtene.. Kon-so.. Cp.on..  Moaseit.. Makc.. [MNotepan.. MOSS.. R-Fac
P P

@ MoTokn RTP (2) ™= 212.53.35.219 ™ 85.140.1162 &52:23 PM : 0: 3 753 19.63 0

@ Perucrpanm (1) i 85.140.116.2 e 212.53.35.219 &52:14PM  £:52:48 PM 0:00:34.0 1121 20.07

@ Cranuun (2)

@ Owwmbkn (8)

€

@ RTP-notox

WHpopmauma o noToke [Owarpamms
Bpema BpemenH... S5RC Moc... RTP Times.. RTP-Harp.. [bwwutT..

= Ceresoi Tpancnopt 18:52:23.908641 0.000000 367797761 ITU-T G.723
IP ncroun. lew 212.53.35.219 18:52:23.926219 0.017578 367797761 ITU-T G.723
Mopt ncrouH. 60638 18:52:23.968217 0.041998 367797761 ITU-T G.723
IP HazH. I 85.140.116.2 18:52:23.987745 0.019528 367797761 ITU-T G.723
MopT HasH, 3070 18:52:24.028757 0.041012 367797761 ITU-T G.723
Mpotokon upp 18:52:24.047315 0.018558 367797761 ITU-T G.723
=l BpemeHnHbie xapakTep... 18:52:24.089315 0.042000 367797761 ITU-T G.723
Hauano 8/23/2006 6:32:2... 18:52:24.108834 0.019519 367797761 ITU-T G.723
Koney 8/23/2006 6:32:4... 18:52:24.146940 0.038106 367797761 ITU-T G.723
AnuTensHocTe 0:00:23.3 18:52:24.166450 0.019510 367797761 ITU-T G.723
£ Kawecrso 18:52:24.207475 0.041025 367797761 ITU-T G.723
MOS Score 34 18:52:24.227016 0.019541 367797761 ITU-T G.723
R-Factor 66.4 18:52:24.269971 0.042935 367797761 ITU-T G.723
Mpuopurer CoS 0 (Best Effort) 18:52:24.288530 0.018559 367797761 ITU-T G.723

= Crarmcrmsa RTP (m Fams e A AnTanT  Aemaea P T e e

L= I T

[ 1Y —en

B BepxHei YacTu NoKasaH NOJHbIA CMCOK NoToKoB RTP. Mpu Bbibope noToka RTP M3 cnncKa Ha HUMKHEN NaHenu
bynet nokasaHa noapobHas MHPOpMaLMA O AAHHOM NOTOKE, BK/AOYAA MOJIHbIA CAMCOK NakeTtoB RTP, obuwasn u
cTaTUcTUYecKasa nHdopmauma u rpadmkum:
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VolIP Log Viewer [G.731 including SIP.ncf] = B

®aiin

@ CecamSIP (3) @ Notoxm RTP
@ Ceccun H.323 (0) IP ucToun. IP HasH. Hauano Koney Onwrene... Kon-so.. Cp.n.. [MoadeiiT. Makc.. [Motepan.. MOSS.. R-Fac
p P
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Ona BbIGpaHHOrO NOTOKA MOXHO MOKa3aTb A0 4 rpadMKoB OAHOBPEMEHHO, C MHTEepBanOM OT 5 0 60 cekyHA.
N306pakeHe MOXKHO NPOKPYTUTb HAaNPaBO MW HANEBO, KAMKHYB MO HEMY NPABOM KHOMKOM MbIWM N NepeTaLLmB.

JocTynHbl cneayowpye BUAbI rPaduKoB:

Kon-Bo nakeToB — koM4ecTBO naketoB RTP B cekyHAy BK/IOYasA NOBTOPHbIE, NOTEPAHHbIE U "NCKaXKeHHble" NaKkeTbl.
Monoca nponycKaHMA NOTOKA — CKOPOCTb NOTOKa B K6UT/C.

Pasmepbl naketa — cpegHMe pasmepbl naketoB RTP B Buae yetbipex anarpamm (Becb naket, RTP-Harpyska, RTP-
3aro/I0BOK, CETEBOM 3aro/I0BOK).

[KutTep — AXKUTTEP NOTOKA.

R-Factor, MOS Score — oueHKa Ka4yecTBa NoTOKa.

MexxnakeTHble MHTEpPBabl — BpeMeHHOe pacnpeaeneHne naketos RTP B noToke.

B cnncke notokoB RTP cogepaTca Bce nepexBavyeHHble NOTOKM RTP, KoTopble npuHaanexat ceccuam SIP n H.323,
a TaK»Ke Te NOTOKMU, ANl KOTOPbIX CecCUM He Bbinn onpeaenersl (T. H. "NoTokM 6e3 ceccuin”, He NpMHaANENKALLME HU
K oAHOW "poguTtenbckoi" ceccum). 3a 6onee noapobHon MHbopmaumelr 06 MckaoueHUM noTokos RTP 6es

COOTBETCTBYIOLLMX CECCUIN 0BpaTUTECh K rNaBe YCTaHOBKa 0N,

Cm. TaKxe:

PaboTa co cnuckamu B aHaausatope VolP

BocnpounsseseHme 3BOHKa
dannbl NVF
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Perucrpanuu, CTaHIIUH, OIIIUGKHU

MpumeyaHne: moaynb aHanusza VolP pgoctyneH Tonbko obnagatenam auueHsuu VolP wuan

nosnb3oBatensm, paboTatowMm C O3HAKOMWUTENbHOM Bepcuei c BblOpaHHOW MpPU YCTaHOBKE

onumen VolP.

4

[ns npocmoTpa KnneHToB VolP, 3apernctpupoBaHHbIX Ha cepBepax, BbibepuTe Ha NaHenn aHaamsaTopa VolP cnesa
NyHKT Peructpauuun. B BepxHel 4acTM npaBol MaHenu NpuBeAeH MOJIHbIM CNUCOK BCEX PermcTpauunii, BKAOYas
TeKyLMI cTaTyc perncTpaummn knmeHtos VolP. Mpu Bbibope 3anucu pernctpaummn byaeTt nokasaH CNMCOK COObLWEHUN
VolP-knneHTa, 0TNpaBAEHHbIX CepBepy perncTpaLmn Uam noaydyeHHbIX OT Hero.

[na npocmoTpa cnucka pabounx cTaHuui, 3ageicTBOBaHHbIX B 06meHe gaHHbIX VoIP, BKAoYaa cTaTUCTUYECKUue
AaHHbIe U CMUCOK Hanboee YacTo 3BOHALMX, BbibepuTe NyHKT CTaHLMM B N€BOM YaCTW NaHeM B OKHe aHamn3aTopa
VolIP. MoAHbIN CNUCOK CTaHUMI NpeacTaBieH B BEpPXHEW YacTu naHenu. Mpu Bblbope CTaHUMU B HUXKHEN YacTu
naHenn 6yayT NokasaHbl BXOAALLME U UCXOSALLME 3BOHKM OT BbIOPAHHOTO KOMMbIOTEPA WU/ YCTPOMCTBA.

[na npocmoTpa cnMcka nocaefHMX owmrboK, 3aperncTpupoBaHHbIX NPy obMeHe AaHHbIMU MeKay KaveHTamu VolP
n cepsepamu, BbibepuTe NyHKT OWKNBKM B N1eBOM NaHeu B OKHe aHanu3atopa VolP. CnMcok nocnesHmx ownbok
NoOKasaH B BepxHel Yact naHenu. MNpu BbiIbope 3aNnCK B HUXKHEN YacTu naHenun byaeT nokasaHa UHGopmaLma o
COOTBETCTBYIOLLEM 3BOHKE.
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Log-¢aiiyibl 3BBOHKOB U OTYETHI

MpumeyaHne: moaynb aHanusza VolP pgoctyneH Tonbko obnagatenam auueHsuu VolP wuan

nonb3oBatensm, paboTarowMm C O3HAKOMUTE/NbHOMW Bepcuelr ¢ BblOpaHHOW MPU YCTAaHOBKE

onumen VolP.

MaHenb Log-¢ainbl 3BOHKOB AaeT BO3MOXKHOCTb aBTOMaTM4yecKoi 3anucu Bcex VolP-naketos B log-daiinbl
CommView. BbibepuTe onunio ABTOCOXpaHEHUE U yKaXKUTe AaHHble, KoTopble TpebyeTca coxpaHAaTb B log-daiin. B
o6nactv Bknountb B log-dpaitn gaHHble yKaXKMTe BUAbI NAKETOB, KOTOPbIE CAeAyeT COXPAHATD.

MNaHenb OTyeT nNpegHasHayeHa AA8 aBTOMATMUYECKOro co3gaHua otyetoB no VolP. [lnAa BKAOYEHMA reHepauum
oTyeToB BblbepuTe onuuio FfeHepupoBaTb O0TYETbl. B 061acTV BKAOUNTD B OTYET Bbl MOXKETE YKa3aTb, Kakne gaHHble
Bbl XOTUTE B HEM YBUAETb. [TOMMMO 3TOrO0 €CTb BO3MOXKHOCTb yKasaTb ¢popmaT otdyeTa (CSV mam HTML), a Takxke
3a/aTb BPEMEHHOM NPOMENKYTOK MeXKAy reHepaumelt oT4eToB. HoBble OTYETbI MOTYT Kak 3ameLLaTb CTapble, TaK U

A0NnUCbIBATbCA K HUM.
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Bo cipou3BeJeHHE€ 3BOHKaA

MNpumeyaHue: moaynb aHanusa VolP goctyneH TosibKo ob6siagatensm aAuueHsuu VolP uau

nonb3oBatensm, paboTarowMm C O3HAKOMUTE/NbHOMW Bepcuelr ¢ BblOpaHHOW MPU YCTAaHOBKE

onumen VolP.

®PyHKUMA BOCNPOM3BEAEHMA 3BOHKA MOMKET ObITb MCMOb30BaHa 419 OL,E@HKM KayecTBa 3BYKa, MPOXOAALLErO MeXay
CTOpPOHaMM, y4yacTBYyOWMMM B 3BOHKe VoIP. B 6obliMHCTBE c/yyaeB aHanmsatop VolP gacTt Bam BO3MOXKHOCTb
BOCMPOM3BECTM NEepexBaYeHHble 3BOHKM (3TO 3aBUCUMT OT HA/AMUMA MNOALEPHKKM ANA OnpeneneHHbIX KOAEKOB,
ncnonb3yembix B gaHHom VolP-3BoHKe). [na Bocnpou3BeneHusa BblbepuTe 3anuncb B OKHe aHanusatopa VolP,
neperiguTe B 3aknagky Motoku RTP n HaxmuTe KHoNKky BocnpoussecTn. MomMMMO 3TOro, Bbl MOMeTe BblbpaTb
Nobyto 3anncb Ha NaHenu cnpaBa, rae Haxo4MTCA CNMCOK NOToKoB RTP (Hanpumep, Kateropua [oToku RTP), 3aTem
YKasaTb OOMH WM HECKOJIbKO MOTOKOB, KAMKHYTb MO HWUM MPaBOi KHOMKOM MbIlM M BbI6PaTb MYHKT MEHHO
Bocnpou3sBecty BbibpaHHOe. TakMm 06pa3om, MOXKHO YCTAHOBUTb B3aMMOCBSA3b M BOCMPOM3BECTU MOTOKM, ANA
KOTOpPbIX ceccusa nMbo oTCyTCTBYET, IMBO He NOAAEPKMBAETCA CUTHAJIbHbLIN NPOTOKOA (T.e. NPOTOKOA He ABAAETCA
SIP nam H.323).

NpumevaHne: ogHoBpeMeHHOe BocCnpousBegeHuMe MNoTokoB RTP, npuHagnerkalwmx pasHbIM
3BOHKAM, Ha4yaTbiM B pa3HOe Bpems, Kak NpaBuao, He cpabotaer. OcHOBHOW Rpob6aemol
ABNAETCA CYLWECTBEHHbIA CABUT NO BPEMEHU MEXKAY NOTOKaMU, MPUHaANEKaLUMK pasHbim VolP-
3BOHKam. Kpome Toro, npocaywmBaHue ayamo-¢parmeHTa, COCTOALLErO U3 HECBA3AHHbIX MEXAY

coboi yactemn pa3HbIX 3BOHKOB He WMeeT HWKAaKOro cmbicCaa. Bo3moKHOCTb Bb|60pa

NPOU3BOJIbHbIX NOTOKOB RTP ans nociaeayowero BOCNpou3BeAeHUa AAeTcsa Aullb AA PyYHOro
BOCCTaHOB/IEHMNA 3BOHKA M3 HECKO/IbKUX MOTOKOB B TeX CAyyasX, Koraa "poautensckue’ ceccum
SIP/H.323 HeaocTynHbI.
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Mocne HaxaTma KHOMKM Bocnpounssectn oTkpoeTca okHO Media Stream Player:

) CommView for WiFi Media Stream Player “
MpomEocTE Pazmep Gydepa geuTTepa
BocnpowseecTn
200 ms
0:00:13.7
A
I:l OTKNHYUTE 0:00.0 0:13.7 =
Payload Makerel  3aABNEHHEIN KOOEkK, Y cTaHOE NEHHEIN Konek,
98 433 audic/iLBC/B000 iLBC, 8kHz
u u
il
I:l OTKNHYUTE 0:00.0 (:13.6 =
Payload Makerel  3aABNEHHEIN KOOEkK, Y cTaHOE NEHHEIN Konek,
98 A0 audio/iLBC/B000 iLBC, 8kHz

Y10o6bl NOKa3aTb 601ee NoapPo6HY0 MHPOPMaLMK 06 ayAMOo-NOTOKAX U NOAYYUTb AOCTYN K PyYHOMY BbIOOpY KoAeKa
HaXXMUTE KHOMKY C ABOMHOWM CTpesikon. [JnA Kaxkaoro notoka RTP Bbl MmoskeTe:

. prLIHyPO CUHXPOHU3MNPOBATbL MOTOK MO BpeMeHU, T. €. NPUBA3aTb BpeMA Ha4azla BOCNpomssedeHUA K
APYr’MM NMOTOKam. ﬂ,}'l)'-l 3TOro nepemecrtuTte HebobLIOM TPEeyrosbHMUK HasieBO U1 Hanpaseo.

= BblbpaTb NpaBUAbHbIMA KOAEK ANA Kaxaoro notoka RTP. B 6osbwunHcTBe caydaeB Media Stream Player
BblOepeT HYXKHbI KOAEK aBTOMaTU4eckn. HecmoTpa Ha 3To, npu paboTe ¢ notokamm RTP 6e3 ceccuu
SIP/H.323 u, cneposatenbHo, 6e3 BCAKOM MHPOPMALUMM O HEOoBXOAMMOM KoAeKe Bam NpuUAeTCA
camocToATeNbHO BblbpaTb Kogek U3 BbiMagatowero cnucka. Ecam Bbl 3aTpyaHAeTecb B Bblbope KoAekKa,
HaxkmuTe KHonky Moaobpatb, 1 Naeep cam NOMNbITAETCA BbIOPaTb NPAaBU/bHbLINA KOAEK.

MmeitTe B BUAY, YTO MHOrAa He 6yAeT BO3MOMKHOCTM BOCMPOU3BECTU 3BYK M3 NOTOKOB RTP, NOCKO/IbKY CamMu NOTOKU
MoryT 6biTb 3awmdpoBaHbl MAM paboTaTb C MNPOMPUETAPHLIMM KOAEKaMM WM KOAEKaMu, KOTopble He

noaaepxusatotca B8 CommView for WiFi.

C nomoupto nonsyHka FPOMKOCTb Bbl MOMKETE COOTBETCTBYIOWMM 06pa3somM HaCTPOUTb FPOMKOCTb 3BYKa Mpu
BocnpousBegeHnun. C nomolubio nonsyHka Pasmep 6ydepa guttepa MOXKHO CUMyAnpoBaTtb bydep AKUTTEpa,
KOTOpbIN ncnonbayetca VolP-ctaHumamm npu peanvHbix VolP-pasrosopax. O6biMHO pasmep bydep AxuTTEpa
cocTtasnsaet ot 30 go 50 mc. YBennyeHune pasmepa 6ydepa BeaeT 3a coboi yaydleHUe KayecTBa 3ByKa, HO BMecTe
C TEM W yBENINYEHMNE 3a0EPHKKMN.

AHanus VolP | CommView for WiFi



ITpocmoTp VoIP log-daitios

MpumeyaHne: moaynb aHanusza VolP pgoctyneH Tonbko obnagatenam auueHsuu VolP wuan

nosnb3oBatensm, paboTatowMm C O3HAKOMWUTENbHOM Bepcuei c BblOpaHHOW MpPU YCTaHOBKE

onumen VolP.

Moaynb npocmoTpa VolP log-daiinoB npegHasHayeH ana otobpaxeHua u aHanusa GpanoB C NepexsBayeHHbIMU
naketamu, co3gaHHbix CommView U HEKOTOPbIMU APYIMMU CETEBLIMW aHaM3aTopamu. BbinosHAemble QyHKUMU
CX0AHbI ¢ GYHKUMAMM aHanm3aTopa VolP, KOTopbIl ABASETCA YacTbto I1aBHOMO OKHA nporpammsbl. OTanMuMe cocTouT
B TOM, YTO MOZY/Ib MPOCMOTpPA CAYKUT AS1S U3YYEHUA AaHHbIX NOC/Ae UX NepexsaTa, T. . A1A paboTbl ¢ dpaitnamu, a
He C NakeTamu B peasbHOM BpemeHM. 3a 6osee nogpobHoM MHPopmaumelr obpatTuTeck K rnase Pabota c

aHanmzaTtopom VolP.

[ns 3anycka dyHKuMKM npocmoTpa log-dalinos Bbibepnte B rnaBHom meHio ®Pain => MpocmoTtp VolP log-daiinos.
Bbl MOXeTe OTKpbITb /060e KOMYECTBO OKOH AJ/18 MPOCMOTPa, MPY 3TOM B KaXKAOM M3 OKOH MOKHO MPOBOAMUTH
aHaNN3 04HOI0 MM HECKO/IbKMX Palifos ¢ nepexsadyeHHOW MHOPMaALMEN.

Moaynb NPOCMOTPA MOXKHO UCMOJb30BaTb ANA 3arpy3ku dainos nepexsata CommView B dopmaTte NCFX u apyrux
dopmaTtax. Kpome 3Toro B flaHHbIA MOAyAb MOXKHO 3arpy3nTtb VolP-daiasl CommView (NVF).

Menio modyas npocmompa VolP log-dpaiisioe

3arpy3utb log-daitnbl CommView — OTKpPbITb W 3arpy3nTb O4MH UM HECKONbKO dainos nepexsata CommView.
UmnopT log-daiinos — umnoptmposaTb ¢palisibl NepexsaTta, CoO3AaHHble APYTMMU CETEBbIMM aHa/IM3aToOpPaMM.
CreHepupoBaTb OTYET — CO3/4aTb CBOAHbIMA OTYET MO AAaHHbIM, 3arPY>KEHHbIM B MOAY/1b NPOCMOTPA U COXPaHUTbL 3TOT
OT4YeT Ha AuckK. Mpu co34aHMM O0TYEeTa UCMO/Ib3YIOTCA HAaCTPOMKM NaHEeNN OTYETOB, PACMO/IOXKEHHOW B ITaBHOM OKHe
aHanmsaTtopa VolP.

OuncTUTb AaHHble VOIP — 04MCTUTL JaHHbIE B TEKYLLEM OKHE

3aKpbiTb OKHO — 3aKpbITb OKHO.

m Ananusz VolP | CommView for WiFi



Pa6oTa co cnuckamu B aHasmm3atope VolP

MpumeyaHne: moaynb aHanusza VolP pgoctyneH Tonbko obnagatenam auueHsuu VolP wuan

nonb3oBatensm, paboTarowMm C O3HAKOMUTE/NbHOMW Bepcuelr ¢ BblOpaHHOW MPU YCTAaHOBKE

onumen VolP.

XoTA paHHble B CNMCKaX aHan3aTtopa VolP npeactaBseHbl B Pa3HbIX d)opmax, OMUCaHHblIE HWXE npuHUMNbl

oTobpaxkeHua UHPopMaLUM ABAAIOTCA OOWMMM ANA BCeX CAMCKoB. o ymonyaHuio B
BK/IIOYEHbl TOJIbKO Hambonee 4acTo MCMO/b3yemble MOAA AaHHbIX, @ OCTasibHble NoAs

Tpebyembix nonen

COOTBETCTBYOWME ONuUMU. Bbl TaKKe MOXKeTe USMEHUTb WNPUHY U NOPALOK PAaCNONOKeHUA

MbILWbHO.

KIMKHUTE NO 3arosIoBKy CMNUCKa npaBoﬁ KHOMKOM MbIlUKM U

SN N N -+

_ ¥
& [

[<[<]e]e]<]<]

[<]<]

<]

5IP-agpec wHu..  Wma nonyuate.. SIP-agpec non..  Coctoanue

IP ncTouH,

MopT ncroun.

IP HazH.

Mopt HazH.

MpoTokon

Hauano

Koney,

JnwuTensHocTb
CocToaHne

WMrma nunypratopa
5IP-aapec vHMUWaTopa
Ter unnymatopa

User Agent nHuwatopa
Mma nonyqatens
5IP-aapec nonyyarena
Ter nonyqatens

User Agent nonyuyaTtena
MOS5 Score

R-Factor

ID 3e0HKE

BoccTaHoBWTh cTa HA3pTHRIE 3HAYEHMA

pn.. HessoHok

pn.. HessoHok
0@... 3JaeeplieH

ER sipisipnet.ru: 3060
thentication required
ER sipisipnet.ru: 3060

COCTaB 3TUX CNUMNCKOB
CKpbITbl. [nAa nokasa
BK/OUMTE/BbIKAOYMTE
nonen, nepetawms mx
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Haxatune npaBoﬁ KHOMKN MblIlN BbI3OBET KOHTEKCTHOE MEHIO CO CnedyroWMMN NYHKTaMK:

WMma waugnar..  SIP-agpec wan..  Mwma nonyyare.. SIP-agpec non.. CocTosHwe
| [ S —
P P B Bpay=ep He zeoHOK
CoxpaHnTe KakK... k JaBepLUEH
Coxpannte obbekt(bl)... k
OuncTuTE... 3

CkHO geTannsaumm

WrHopupoeate Heronocoesle 3anuck B VolP-ceconax

[NokasklBaTh TONBKD AKTMEHBLIE 3B0HKK B YVolP'-ceccnax

MpocmoTp B 6pay3epe — OTKPbITb TERyWMIA BUA B Buae HTML-¢daina B Beb6-6paysepe.
CoXpaHUTb KaK — 3KCMOPTMPOBaTb BCE UK BbIOpaHHbIE 3aNUCK B TEKCTOBbLIN daii.

CoxpaHutb 06beKT(bl) — coxpaHWTb Bce MAM BblbpaHHble 06bekTbl B NVF-¢ainn. 3a 6onee nogpobHow
nHoopmauneit no NVF-pannam obpatutech K rnase Pannbl NVF.

O4YUCTUTb — OYNCTUTb BCE MU BblibpaHHbIe 06beKTbl IMB0 CNUCKK. YaaneHne poantenbcknx 06 beKkToB NoBeyeT 3a
coboil yaaneHne govyepHnx o6EKTOB; HaNpUmep, yaaame 3BOHOK SIP, Bbl TaKKe yaanute npuHagnexalume aTomy
3BOHKy noTtoku RTP u3 cnucka Notokos RTP.

OKHO geTanun3aumnm — eciv Bbl paboTaeTe C rnaBHbIM CMUCKOM, T. €. K BbIbBpaHHOMY 06beKTy OTHOCUTCS HEKOTOpoe
KONNMYECTBO [OMNO/MIHUTENbHON MHPOPMALIMK, BKAOYEHME/OTKAoYEHNE 3TOW ONuMM noBiedyeT 3a cobol
oTob6parkeHUe/cKpbiBaHNE COOTBETCTBYIOLLMX AeTanein obbekTa. Hanpumep, npu BKAoYeHUM OKHO AeTanusauuu B
cnucke Ceccmin SIP nporpamma oTo6pasut/ckpoeT noapobHyro MHPopmauuio o BbibpaHHOM ceccum SIP. K
AeTanmsaumm oTHocATcA 06wan nHGopmaLma 0 3BOHKE U CBA3aHHbIX C HUM NoToKoB RTP.

UrHopupoBaTb 3anucu HeronocoBble 3anucu B VolP-ceccusax — CKpbITb BCE 3anucCK, KOTOpble He SABASIOTCA
roJ10COBbIMW 3BOHKaMM.

MoKa3biBaTb TO/NILKO aKTUBHble 3BOHKM B VOIP-ceccuaAx — CKpbITb BCE 3anmMcu, KOoTopble Bosblie He ABAAKTCA

AdKTUBHbIMMU.
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®daiiibl NVF

MpumeyaHne: moaynb aHanusza VolP pgoctyneH Tonbko obnagatenam auueHsuu VolP wuan

nosnb3oBatensm, paboTatowMm C O3HAKOMWUTENbHOM Bepcuei c BblOpaHHOW MpPU YCTaHOBKE

onumen VolP.

AHanusatop VolP gaeT Bam BO3MOMKHOCTb COXPaHWUTb OAMH MJIM HECKOJIbKO 06bekToB AaHHbIX VoIP B ¢aine-
KoHTeliHepe ¢opmaTta NVF. B oTamume oT apyrux ¢annos nepexsata, NVF-dalin He coOepXUT 3axBayeHHbIX
naketos. OH npeacTasaseT coboit Habop 06bEKTOB, XpaHUMbIX B eguHOM daiine. NVF-daiabl moryT npurogutecs,
€C/IN Bbl 3aX0TUTE COXPaHUTb 3BOHOK VOIP co BCceMn OTHOCALLMMMUCS K HEMY NOTOKAMM 15 NOCAEeAYIOLLEro aHanun3a.

Buabl 06beKTOB, KOTOPblE MOXHO coxpaHuTb B NVF-dainbi:

=  Ceccum SIP
= Ceccun H.323
" [otoku RTP

[na coxpaHeHua obbekta B dan NVF, BbibepuTe 04MH UAN HECKOIbKO 06BEKTOB M3 CNUCKOB aHanam3aTopa VolP,
OTKPOMTE KOHTEKCTHOE MEHI0 MPaBOi KHOMKOM MbIlK 1 Bbibepute nyHKT CoxpaHuTb 06beKT(bl). Ceccum SIP/H.323
M COOTBETCTBYIOLWME NOTOKM RTP (npu Mx Hanmummn) 6yayT coxpaHeHbl B paiin. OgHaKo, eciv Bbl peINTe COXPaHUTb
notok RTP, To cooTBeTCcTBYOWME poanTenbckue ceccum SIP/H.323 coxpaHeHbl He byayT.

CoxpaHeHHble ¢aiinbl NVF MOXKHO 3arpy3uTb B okHe [pocmoTp VolP log-dannos.
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AOHOJIHI/ITeJIbeIe rjiaBbl

MonuTtopuHr ceteit 802.11n, 802.11ac u 802.11ax

HecmoTps Ha cxoxecTb TexHosormit 802.11 a/b/g, 802.11ac u 802.11n/ac/ax, B cetax 802.11ln/ac/ax ecTb
HeKoTopble 0COBEHHOCTU, KOTOPbIE HYXKHO YYUTbIBATb NPU MOHUTOPUHTE. be3 yrnybneHnA B TEXHUYECKME acneKTbl
CTaHAAPTOB (OHW AOCTYNHbI A1 03HAKOMIEHWUS B MHTEPHETE), 3Ta [N1aBa paccMaTpuBaeT Hanbonee apdeKTnBHbIE
crnocobbl MOHUTOpPUHIA K TpeboBaHMA K obopyagoBaHuio ans ceteri 802.11n, 802.11ac 1 802.11ax.

Coemecmumocmbo aaanmepoe

3axBaT MAKeTOB OMNpeAefieHHOro CTaHAapTa TpebyeT HaMuMA afganTepa COOTBETCTBYHOLWEro uan 6osee HOBOTO
cTaHgapTa. Hanpumep, 3axBaT naketoB cTaHAapTa 802.11ac TpebyeT HannuunA agantepa 802.11ac nam 802.11ax. Bbi
He moXeTe NMPou3BOAMTb 3axBaT NakeToB cTaHgapTta 802.1lac, ncnonb3ya agantep ctaHgapta 802.11n. Cnucok
COBMECTMMbIX afanTepoB MOXHO HaWTM Ha cTpaHuue 3arpyskm CommView for WiFi Ha Hawem Beb-canTe. B
3aBUCUMOCTU OT KOHOUIrypauun aHanusmpyemoi 6ecnposogHolt cetn 802.11n/ac/ax, K agantepy moryT 6biTb

NMPUMEHUMbI O0NO/THUTE/IbHbIE TpE6OBaHVIFI. Takue TPE6OBaHVIFI I'IOApO6HO OnNncCaHbl HUXKe.

MIMO, npocmpaHcmeeHHble nomoku u Transmit Beamforming

Ncnonb3zoBaHne MIMO u TtexHonormm Transmit Beamforming (popmmpoBaHue amarpammbl HanpaBAeHHOCTU) B
cetax 802.11n, 802.11ac n 802.11ax — cepbe3Hble MUCMbITaHUA ANA 6ecnpoBOAHbLIX aHAAN3ATOPOB. TaKune cetu
CO34310T OYeHb CNOXHYI AZANTUBHYHO AMarpammy MOLIHOCTM CUTHana C YKAOHAMW M NogbemMamu, MHOrAa
COCTaB/AWMMMN BCEIO HECKO/IbKO CaHTMMeTpoB B obbeme. TaK KaK YCTPOMCTBO MOHMTOPUHIA MAaCCUBHO,
becnpoBoaHan ceTb HUKaKMM 06pa3om He aaanTUpPyeT CUrHas, MOCKONbKY NPOCTo "He BUAUT" YCTPOMCTBO, KOTOPOE
BeAET MOHUTOPUHT. Kpome Toro, curHan, nepeaaBaemblii HECKOJIbBKUMM aHTEHHaMM U C BbICOKMMU PHY-pelTamum,
CNOXKHO nepexBaTuTb 6e3 ownbok CRC. BbilweckazaHHOE O3HauaeT, YTo, KaK NPaBuMJIO, BaM cieayeT ObiTb rOTOBbIM
K 3HauUNTEeNbHO 60/bLIEMY KOINYECTBY (B NPOLEHTHOM COOTHOLWIEHWM) NOBPEXAEHHbIX ppelimos B ceTax 802.11n,
802.11ac n 802.11ax no cpaBHeHUto ¢ Bonee cTapbimm cetamm 802.11 a/b/g. 310 He byaeT asaATbLCA Npobaemoi
npu obwem KoHTposie paboTbl HecnpoBOAHOM CETU AN USMEPEHUM CUJIbI CUTHAMA OTAENbHbIX YCTPOMCTB, O4HAKO
€c/i1 Bbl aHanusupyete oTgenbHble TCP-NOTOKM MM 3aHMMaeTeCcb HU3KOYPOBHEBbIMM Npobiemamu (Ha ypoBHe
MaKeToB), 3TO MOXKET ObITb 3aTPYAHUTENbHBIM NPU 3HAYNTESIBHOM KOJIMYECTBE NOBPEKAEHHbIX GPENMOB.

[na ymeHblueHMA BAMAHUA 3TUX $akTopos, crneundunuHbix ana cetein 802.11n/ac/ax, paccmoTpute caeayoupe
BapuaHTbI:

*  HaiguTe Haunydwee MeCTOMNOIOXKEHME HOYTOYKa ¢ 3anylweHHoW nporpammoiri CommView for WiFi.
MoBopaumBasn uUau nepeasuras HoOyToOyK Aaxe Ha HeboNblOe paccTofHWE (HECKO/IbKO CaHTUMETPOB),
MOMHO OYeHb CUAbHO YAYYLWNTb UM YXYAWNTb KA4eCTBO NPUHMMaemMoro curHana. bonee toro, aaxe
MoJIoXKeHWe Ballero Tesa UM NogHATaa pyka MoryT BAMATb Ha Koanyectso CRC-ownbok.

=  Y6eauTtechb, 4To becnpoBoaHble ycTpoicTBa paboTatoT HE Ha MAKCMMAbHOM CKOPOCTU. YCMelHbli
nepexsaT MNaKeToOB Ha cKopocTax 100M6/c v Huke HamHOro 6osiee BEpPOATEH, HEXenu npu
MaKCMMa/IbHOM CKOPOCTU Mnepefayn AaHHbIX. XOTA Ha NepBblid B3FNA4 3TO NPOTUBOPEUUT UHTYULLUMK,
ec/n BalW HOYTOYK ANA MOHMTOPWUHIa HAaXo4MTCA PAAOM C TOYKOW AOCTyna, yaaneHWe KANEHTOB OT
TOYKM [OCTYNA HA HECKOJIbKO METPOB YAYYWWUT, @ He YXYALWWUT KayeCcTBO MOHWUTOPWUHra. KnaueHt
cTaHgapTa 802.11ax, pacnonoXKeHHbI Ha PacCTOAHUM METPa UM ABYX OT TOYKM AOCTyNa, CKOpee BCEro,
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6yaet nepeaasaTb M NOJyYaTb NAaKeTbl HAa cKOpocTn 720 nan 866 MBMT/c, B TO BpeMaA KakK TOT Xe K/IMEHT,
YAaNeHHbIA Ha NATb METPOB, CHU3UT CKOPOCTb A0 npumepHo 200 M6MT/c, 4TO, C TOYKM 3peHun
MOHWTOPWHTA, rOPa3ao Ay4lle.

Ba)*HO NOMHUTb O TOM, 4YTO BO3MOXHOCTM Ballero agantepa B NAaHe KoO/AMYecTBa NOAAEepPHUBaAEMbIX
NPOCTPAHCTBEHHbIX MOTOKOB [JOJ/IKHbl NPEBbIWATb WMAM COOTBETCTBOBATb BO3MOXHOCTAM aHaAU3Mpyemon
6ecnpoBoaHol ceTu. JpyruMu CnoBamm, Bbl HE CMOKETE NepexsaTUTb NAKETbI, NOCblIaeMble TPEXNOTOYHOW TOUYKOM
JOCTyna TPexmnoTOYHOMY K/AMEHTY, MCMNOAb3yA aganTtep, KOTOPblA MNOAAEpPXMBAET TOJIbKO OAWH WAM ABa
MPOCTPAHCTBEHHbIX NOTOKa (HO Bbl MOXeTe MepexBaTbiBaTb, HANPUMeEp, NAKETbI, NOCbIIAEMbIE OT ABYXMNOTOYHOM
TOYKM [OCTyMa K ABYXMNOTOYHOMY KAMEHTY, WUCMNOJIb3yA TPEXMOTOYHbIN agantep). Yucno noaneprmBaemblx
MPOCTPAHCTBEHHbIX MOTOKOB NIErKO OMNpeaennTb, ec/iM NPOCMOTPETb crneunduKaumio agantepa. Hanpumep, ans
ycTpoicTe craHmapta 802.1lac, MaKcumasbHas noajepskuBaemas ckopoctb 433  M6ut/c  o3Hauaer
OLHOMOTOTOYHBLIM agantep, 876 M6uWT/c 03HayaeT ABYXNOTOTOYHbLIM agantep, 1300 M6wuT/c o03Havaer
TPexnoTOTOYHbIN aganTep.

TexHos02usa Channel Bonding (cesa3vieaHue kaHaa08) 8 duana3oHe 2,4 I'Ty

B coBpeMeHHbIXx 6ecnpoBOAHbIX CETAX CKOPOCTb Nepeaayn AaHHbIX MOKEeT ObiTb ONUMOHANbHO YBEAMYEHA NyTEM
cBA3KM aByx 20 Mluy-KkaHanos 3a cuyeT TexHonormn Channel Bonding (cBA3KM KaHanoB), 4TO AaeT BO3MOXKHOCTb
paboTbl B pexkxnme 40 My, T.e. 3TOT peXUM Mcnoib3yeT bosiee WNPOKME NOMOCHI YAacToT (B cpaBHeHUM ¢ 20 MIu-
pexxumom 802.11a/b/g ceteir). U XOTA TexHMYECKM OAHOBPEMEHHbIN MNepexsBaT ABYX KaHaNoB He ABAseTcA
npobaemoit ans ceteBoro aHannsaTopa, obopyaosaHHoro agantepom 802.11n/ac/ax, BaskHo 06paTUTb BHUMaHMe
Ha perynaTopHyto obnactb (regulatory domain) wucnonbsyemoro o6opygoBaHWA, KOTOpPbIA HaKnagbiBaeT
OrpaHWYeHUns Ha UCMNOJIb30BAHME YacToT.

BkpaTue, npu perxkmme paboTbl B 40 MIL, YacToTa BTOPUYHOTO KaHasa 3aBUCKT OT YacTOTbl NepBMYHOro. Hanpumep,
Bbl6Op KaHana Nel o3HavaeT, YTo NepBUYHBIIM 20-MerarepLoBbli KaHan 6yaet paboTtaTb Ha YacToTe KaHana Nel, a
BTOPUYHbIN 20-MerarepuoBblii KaHan 6yaeT paboTaTb Ha YacToTe KaHa/ja, PachoJIOXKEHHOro Ha 4YeTblipe YPOBHA
BblllEe MEPBUYHOIO, T.€. HA YacToTe NATOro KaHana. Mpu paboTte ¢ "BbicoKMMU" KaHanamm, Hanpumep 10, namn 11,
AobaBneHMe YeTBEPKM K HOMepPY KaHaa byaeT 03HauaTb, YTO YacTOTa BTOPUYHOTO KaHasa BbIMAET 3a Npeaensl: B
CWA, Hanpumep, Hanbonbwnit Homep KaHana B8 2,4 IMuy-ananasoHe - 11; B 60/IbLIMHCTBE €BPONENCKUX CTPaH - 13.
B 3TUx cnyyanx BTOPUYHbIN KaHA/ MCMOJIb3YET YacTOTY, KOTOPAs HAaXOAUTCA B HUKHEM AMana3oHe Mo CPaBHEHUIO €
YaCcTOTOM MEepPBMYHOIO KaHana. Hanpumep, Bbibop KaHana NelO Ha Bawem ob6opyaoBaHMM OyLeT 03HAyaTb, YTO
nepsuyHbIi 20Mru-KaHan b6yaer paboTaTb Ha YacToTe AECATOro KaHana, a BTOPMYHbIMA 20-merarepLoBblit KaHan
6yneT paboTaTb Ha YaCTOTe KaHasa, KOTOPbI MEHbLUE NEPBUYHOIO HA 4 NO3ULMMK, T.€. Ha YaCTOTe LWeCToro KaHana.

NHKeHep no 6ecnpoBoAHbIM CETAM, paboTatoWwmin B pa3IMUHbIX PETMOHAX MMUPA, MOMKET CTONKHYTLCA C Npobaemoit,
KOr4a pervMoHasibHble OrpaHUYeHns ero 060pyA0BaHMA MOTYT HE COBMACTb C OrPaHMYeHUAMMN 6eCNpPoOBOAHON CETH,
KOTOPYIO HYXXHO MpoaHanu3mnposaTtb. Hanpumep, 6ecnpoBoaHas ceTb, PAaCNo/IOKeHHasA Ha Tepputopum FepmaHum
N paboTarolan Ha KaHane Ne9, byaeT ncnoib3oBaTb "cBA3KY" KaHanos N29 u Nel3. B To ke Bpemsa, 4nsa agantepa
6ecnpoBoHOM ceTH, KynieHHoro B KaHage, BTOPMYHbIM KaHa/loM B 3TOW CUTyauuu AomKeH 6biTb KaHan Ne5. Mo
3TOM NPUYMHE NPU MOHMUTOPUHTE BbILEYKAa3aHHOM ceTu agantep npocto "He ysuaut" 40-merarepuoBble NOTOKM
OaHHbIX B b6ecnpoBoAHOM aHanmsaTtope. [Ons paspelleHUs 3TOW CUTyauuMM Mbl pekoMeHayem npuobpeTtaTtb
obopynoBaHMe C UAEHTUYHBIMK OFPAHUYEHUAMU, INOO Ke BKIOUUTL BTOP. KaHan HUXKe NepBUYHOrO B pexume
40 MTly Ha naHenu 3axeBaT B [MTaBHOM OKHe nporpammbl. Korga sTa HacTpoMKa BKAOYEHA, YacToTa BTOPUYHOIO
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KaHa/zla, ncnosab3yemana agantepom, 6y,c|,eT HUXe 4YaCTOoTbl NEepBUYHOINO KaHana, Adaxe ec/in 3TO He Tpe6wa
PerMoHaNibHble YCTAHOBKW adantepa.

Ob6paTnTe BHMMAHME, YTO HEKOTOPbIE aganTtepsl, noagepkmeaemble CommView for WiFi, Takne Kak agantepbl Ha
OoCHoBe yMnceToB Broadcom, He nNogaeprKMBatoT CBA3bIBAaHWE KaHA/I0B U MOTYT NepexBaTbiBaTb MaKeTbl TOJIbKO Ha
KaHanax 20 Mlu. Moapo6HO 06 3STOM MOXKHO NPOUNTATL B TexHnYeckon nHbopmaLmmn. Mbl peKomeHayem BbIbupaTb

OOWH U3 aganteposB C NoMeTKO W "PEKOMEHAYEM K MCI'IO}'IbSOBaHMIO", YKa3aHHbIX Ha CTpaHWUE 3arpyskun. otn

aaanTtepbl NoAAepPXKMNBaAOT TEXHO/IOTUIO CBA3bIBAHWMA KaHA/10B.

TexHoso0z2us Channel Bonding e duana3soHe 5Ty

TexHonorua Channel Bonding B ananasoHe 5 Ty noxoxa Ha Channel Bonding B ananasoHe 2,4 Ty, HO 4yuKcio
CBA3blBaEMbIX KaHa/I0B MOET 0X0AUTb A0 BoCbMU B ceTax 802.11ac/ax, yTo 03HaYaeT, YTo LIMPUHA KaHa1a MOXKET
pocturate 160 Mry,. B otanume ot gnanasoHa 2,4 Ty, Habopbl cBA3bIBaEMbIX KaHaoB B AMana3oHe 5 [Ty, cTporo
orpaHuyeHbl cTaHgapTom. Hanpumep, npu pexkume paboTbl B 40 MI'y kaHan Ne52 Bceraa cBa3aH ¢ KaHasiom Ne56 u
He MOXeT ObITb cBA3aH ¢ KaHasom N2e48. Mo 3Toin npuunHe onumna BTop. KaHan HUXKe NepBUYHOro B pexume 40
MTruy rHopupyeTca, Koraa Bbl NPOBOANTE 3axBaT KaHANOB B AManasoHe 5 My ¢ nomolwbo peKoMeHAO0BaHHOTO
ajanTtepa; afantep aBTOMaTUYECKM BbiOMpPaeT KOPPeKTHbIM Habop KaHanoB. Hanpumep, ecav Bbl BbibMpaeTe KaHan
Ne36, aganTtep 6yaeT NnpoBoAMTb 3axBaT Ha 80-merarapueBom KaHane (KaHanbl ¢ 36 no 48). Mpu 3ToM, B AaHHOM
npumepe MakeTbl, Nepecblinaemble C MCcNoib3oBaHMeM 20-MerarepLueBoro KaHana, byayT BUAHbl TO/IbKO €C/IM OHMU
nepecbinatoTca no KaHany Ne36. MHbiMM cnoBamu, ecau Bbl NPOBOAUTE MOHUTOPUHT TOUYKKM aocTyna 802.11ac/ax,
KOTOpas CKOHOUIypMpoBaHa TakMm o6pa3om, 4Tobbl MCMO/Ib30BaTb KaHadbl ¢ 36 no 48, npu 3TOM MNEPBUYHbLIM
KaHanom sBnaeTca KaHan Ne36, Bbl yBuaAnTe beacon-nakeTbl U nepecbinaemble 80-merarepLeBble NOTOKN AaHHbIX,
€C/1M Bbl NPOBOANUTE 3aXBaT AAaHHbIX HA KaHane Ne36; HO ecain Bbl NPOBOAMTE 3aXBaT AAaHHbIX HA KaHanax Ne40, Ne44
nnmn Ne48, Bbl yBMANTE TONbKO 80-MmerarepLeBble NOTOKM AaHHbIX (M HUKaKMX beacon-nakeTos).

Kodupoeanue BCC u LDPC

Ha ypoBHe annapaTHoro obecneyeHuns nakeTtbl cTaHgapTa 802.11n/ac/ax KoanpyloTca ¢ NPUMEHEHUEM TEXHOIOTUIA
BCC (Binary Convolutional Code - gBoMyYHbIN cBepToYHbIM Kog) uan LDPC (Low Density Parity Check - kog manoi
NNOTHOCTM C KOHTPOJIeM No YETHOCTKU). BCC ABNAeTCA METOA0M KOAMPOBAHMA MO YMOMYAHUIO, KOTOPbIA NCNOAb3YET
60/IbLUIMHCTBO yCTpoiicTB cTaHgapTta 802.11n. LDPC aBnseTcs onuMOHaNbHbIM METOAOM KOAMPOBAHWUA, KOTOPLIN
noAAepXUBaAOT HBONbLIMHCTBO COBPEMEHHbIX YCTPOMCTB. Koraa ycTpoiicTBO accoummpyeTcs C TOYKOW A0CTyna,
anemeHT HT Capabilities Info B naketax association request un association response onpeaenset Ucnosb3oBaHWe
04HOro U3 ABYX MEeToA0B KoaupoBaHuA. Hanpumep, ecnm ncnonbsyetca gedonTtHbin metos BBC, HT Capabilities
Info cogepxnt none "HT LDPC coding capability: Transmitter does not support receiving LDPC coded packets".
Ecnv aHanusmpyemas becnpoBogHas ceTb McCMo/b3yeT KoaupoBaHue LDPC, Baw agantep AOO/KEH TaKwkKe
noagepuBaTb 3TOT MeTOf, KOAMPOBAHWA, MHAye MaKeT, nepefaBaemblt HT-pelitax B OAHOM MAM 06BOMX
HanpaBneHusx, byaet yTepaH UAM NoBpeXKaeH. 3axBaT NakeToB C KogupoBaHuem LDPC noppeprkuBaeTca BCEMM
pPEKOMEHA0BAHHbIMM MOZEeNAMN aganTtepoB cTaHgapTa 802.11ac u 802.11ax.
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Omu6ku CRC u ICV

Ouwu6ku CRC
Kaapblin nakeT 6ecnpoBOAHON CETU COCTOUT U3 CAEAYIOLLMX KOMMOHEHT:

= MAC-3aronoBOK, B KOTOPbIi BKAOYEHA WHOOPMaLMA O ANUTENbHOCTW, ajpece W KOHTpose
nocnefoBaTebHOCTH.

= Teslo NaKeTa NepemMeHHOW A/IMHbI, F4e CoAepXUTCa MHPopMaumua Ana 4aHHOTo TUMa NakeTa.

=  KoHTposb nocnepoBatensHocTu (FCS), coaepKawmini 4-6anToBbIN LUKAMYECKUIN U36bITOUYHbIN Ko (CRC).

MocneaHnin KomnoHeHT, FCS, ucnosb3yetca Ha MNPUHMMAIOLIE CTOPOHE A/1A MPOBEPKM LESIOCTHOCTM MaKeta.
MpUHMMaIOLWLMIA KOMMblOTEP BbluncaAeT 3HadeHne CRC M3 MPUHATOrO nakeTa M CPaBHMBAET €ro CO 3HayYeHuem,
YKasaHHbIM B MOCAeAHUX YeTbipex BaiTax NpuHATOro naketa. EcauM 3HaveHuMa He COBMaAaloT, MakeT cyMTaeTcs
noBpeKaAeHHbIM.

MpaBuna ynpasieHWA MOBPEXAEHHbIMW MaKeTamMu 3a4aloTcA MoJsib3oBatesniemM. [0 YMOMYAHWMIO TakMe MaKeTbl
WUTHOPUPYHOTCA MPOrPamMmMOM, 3a CAeAYHOWMMU UCKNHOYEHUAMU:

= OHM yBENYMBAIOT CUYETUYMKM MAKETOB M 6ANTOB.
=  OHM yBe/IMUMBAIOT cHeTUMKM owmnbok CRC B 3aknaake KaHanbl.
= OHM BKAOYEHDbI B rpadumK pasmepa naketoB oKHa CTaTUCTUKM.

MoBperKaeHHblE NAKETbl HE YYUMTBIBAOTCA B APYIMX YAcTAX MPOrpaMmmbl M Tabamuax No oY4eBUAHOMN MPUYMHE: HU
Of1Ha YacCTb NakeTa C HeBepHbIM 3HaYeHMemM CRC He MOKeT cUMTaTbCA AOCTOBEPHOM. TaKOM NaKeT MOXKET coAeprKaTb
COBepLIeHHO HeBepHbIW |P-aapec, NCKaXKeHHble JaHHbIE U T. A., XOTA B peasibHbIX CUTyaLMAX TaKMe NaKeTbl YacTo
[0BOJIbHO H6/IM3KKN NO COAEPKUMOMY K OpurnHay. Mo sTon xe npuunHe owmnbkm CRC He moryT 6bITb NpUBA3aHbI K
KOHKpeTHbIM 6ecnpoBOAHbIM TOYKaM [OCTyNa WAW CTAaHUMAM, NMOCKOJbKY HEBO3MOXXHO ONpeaennTb peasibHbli
MAC-agpec oTnpasutens.

HecmoTpa Ha 3TO, Nonb3oBaTeNb MOXET BKAOUMTL onuuio NMoKasbiBaTb NOBpeXAeHHble NaKeTbl B YCTAaHOBKaX
nporpammbl — B 3TOM CJ/ly4ae NOBpeXAeHHble nakeTbl HyayT NOKasaHbl B CNUCcKe nakeTos. [10 ymoiuaHuMIO Takue
MaKeTbl OTMEYEHbI KPaCHbIM M B KOJIOHKe OWwn6KKM 3aknaakm MakeTbl ykasaH Tmn ownbkm — CRC.

T Nakers =l volp D Log-daiine @ Mpaeuna £ MpegynpexaeHmua

MopT wetoun.  MNopt Hasn, Bpema < Cuwrhan Cropocte  [etanm OwinBrn
I M/s 14:41:55.775825 -40 1 S5ID=11N, (Infra.), Ch.#%, 5eq=1515, BI=100

[ M 14:41:55.781960 -82 1 S5ID=Codein, (Infra), Ch.#11, 5eq=3755, BI=100

PAA M/A -8 18 Reason=Reserved, 5eq=1031 CRC

R R -78 1 S55ID=skynet, (Infra), Ch.#11, Seq=1389, BEl=100 CRC

MN/A M/A -86 6 CRC

Ba*kHO NoHMMaTb, YTo NakeT ¢ owmnbkon CRC, npuHaTbin CommView for WiFi, mor 6bITb MPUHAT Y310M Ha3zHaYeHUsA
6e3 ownbKM. HecmoTpAa Ha TO, YTO MOJIAraeTcs UrHOPMPOBATb MOBPEXAEHHble NaKeTbl Y3/1I0M Ha3HayeHus,
CommView for WiFi nonbiTaeTcsa aekoamMpoBaTb 1 Aake pacliMdpoBaTb TakMe NakeThbl.

He Bce 6ecnpoBoaHble agantepbl cnocobHbl NepeaaBaTb NOBPEXAEHHbIE MAaKeTbl Ha YPOBEHb NPUAOKeHUA. Takan
bYHKUMA rapaHTMPYETCA TONbKO A1 PEKOMEHA0BaHHbIX HaMu aganTepos, noaaepxnsaembolx CommView for WiFi.
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Owu6ku ICV

3HavyeHMe KoHTpoA uenoctHocTH (ICV)— 3To yeTbipexbaToBan KOHTPO/IbHaA Cymma, ucnonbsyemas 8 WEP- n WPA-
WwindpoBaHHbIX NAaKeTax 4NA CBEPKM pe3yabTaTa pacwmndposbiBaHMA. MPUMHUMALOLWAA CTOPOHA BbIYMCAAET 3HAYeHUe
ICV ucxona ns gparmeHTa AaHHbIX NMPUHATOrO MaKeTa U CPaBHMBAET BbIYMC/IEHHOE 3HAayeHue c nocnegHummn 4
6aitTamn. Ecnm 3HayYeHMA He coBnagatoT, pacwndpoBbiBaHWE CYMTAETCA HEYAaBLUIMMCA.

Echv nonb3oBaTenb BBEA  KOpPpekTHble kawuv  WEP/WPA, CommView for WiFi cmoeT BbINOAHATb

pacwudposbisaHne WEP 1 WPA "Ha nety". MHdopmauma, ceazaHHasa ¢ ICV, noKasbiBaeTca B KOJIOHKe OWUBKK
3aknagku MakeTbl. YyeT nporpammoit ownbokK ICV 3aBUCUT OT BBEAEHHOIO K/ItOYa, @ TaKKe OT ero NpaBUIbHOCTY.
BO3MOMHbI TpU c/yYasn:

1. BBegeHHbIN KoY ABAAETCA BEPHbIM A1A AaHHOMN 6ecnpoBoOAHOM ceTu.
2. BBeAeHHbIN KoY He ABASIETCS BEPHbIM A1 AaHHOM 6ecnpoBOAHONM CEeTH.
3. Kniwou He BBEAEH.

B nepBom cnyyae nporpamma coobwmt o6 ouyeHb HebO/bLIOM Kom4yecTBe owMbOK. Bo BTOpom cnyyae Bce
nepexsayeHHble nakeTbl B6yayT MaATM C npuaHakom owmnbku ICV, NOCKOMbKY B C/y4ae BBOAA HEBEPHOro K/woua
BblYUMC/IEHHbIE U daKTUyecKMe 3HayeHus ICV He coBnaayT. B TpeTbem cnyyae owmnbok ICV He byaeT, NOCKO/bKY
nporpaMmma Aaxe He NonbiTaeTcAa pacwmdpoBbIBaTb NAKETDI.

Kak y»ke 06bAcHANOCH Bbille, B OTAKMYMKM OT "annapaTHbix" owmnbok CRC, ICV-owmnbKkm asaatoTcs "nporpammubimn”,
T.K. 3aBMCAT OT K/O4Ya Aaa pacwmdposbiBaHMA. Bawa 6ecnposogHaa ceTb MoeT paboTaTb COBepLIEHHO
HOPMaJiIbHO, HO, EC/IN B NPOrpaMMe Bbl BBeNN HeBepPHbIN WEP-KAHOY, Bbl yBUAUTE MHOXKECTBO owmnboK ICV. MakeTsl
c owmnbkamm ICV 6yayT nNOKasaHbl TEM e LBETOM, YTO M ApyrMe naketbl. LLBeT MOXHO BCerga U3MeHUTb B
HaCTPOMKax NporpaMmmbl.

Ecnv B nakeTe obHapyKeHa owmnbka CRC, To 06HapyskeHne owmnbkm ICV He nmeeT cmbicna. Moatomy CommView for
WiFi HMKorga He ycTaHaBamBaeT ¢nar owmnbkm ICV, ecam o atoro 6bina HalaeHa ownbka CRC.
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PacuuundpoBsiBanue WPA

KaK y»e ynomuHanocb B gaHHoi cnpaske, CommView for WiFi moxeTt pacwmnoposbiate WEP- 1 WPA/WPA2-
TpadukK "Ha nety". YTobbl BOCNONL30BATHCA STUMMN GYHKUMAMM, BamM NoTpebyeTcs xopollee NOHMMaHWe NPUHLUMNOB
KpunTtorpaduu.

WEP (Wired Equivalent Privacy) — 370 MexaHM3m, MCNonb3yembld ans obecneyeHua 3aWMTbl AaHHbIX B
6ecnposoaHbix ceTax. WEP gaeT BO3MOXHOCTb aAMUHUCTPATOPY ONpesensTe Habop Katouen (Mam oanH Kiatou) ana
6ecnpoBOAHON /IOKa/NbHOW CeTU. ITU KIOYM PaACTPenenatoTca Mexay KIMEeHTamMu WM TOYKaMKM AOoCTyna WM
MCNOL3YOTCA ANA WNPPOBAHMA AAHHbIX A0 MX nepefaun. Ecam y KavMeHTa HeT HyHoro katoda WEP, To oH He
CMOXeT pacwmndpoBaTb NPUHATbIE MAKeTbl, @ TaKKe HEe CMOMKeT OTMNPaBUTb AAHHble APYIMM KaneHTam. Takow
Nnoaxon, CAYKUT ANA NPefoTBPaALLEHUA HECAHKLMOHMPOBAHHOTO AOCTYNA K CETU M NoAcaylwmMBaHuA. Ecam y Bac ecTb
HY)KHbIM Kntod, To pacwuneposbiBaHne WEP — npouecc npocton. WEP saBndetcAa cTaTvyeckol cuctemoli 6es
M3MEHEHUA COCTOAHMA. DTO O3HAuYaeT, YTO eCcAu Bbl BBEAM MNPaBU/bHbLIA KAlo4 B Aguanore kawoderr WEP/WPA,

CommView for WiFi cmoKeT cpa3y HayaTb paclimMdpoBbIBATL NAKETHI.

WPA (Wi-Fi Protected Access) co3gaH Kak 3ameHa meHee 6esonacHomy ctaHgapTy WEP. B WPA ncnpaBaeHbl MHOTO
"npip" B 6e€30NacHOCTM, HanaeHHbIX B WEP: ypoBeHb 3aLWpTbl 4aHHbIX U KOHTPO/Ib JOCTYNa K 6eCcnpoBOAHbIM CETAM
CYWECTBEHHO yAayylieHbl. B oTanumm ot WEP, WPA aBfdetca AMHAMMYECKOW CUCTEMOMN C MEpUOANYECKUM
OOHOB/MIEHMEM K/OYEN, YHUKANbHbIMM KAOYaMU  A1A  KaXKAOW CTaHUMM M APYTMMM  Mepamu MNOBbILLEHUA
6esonacHocTn. WPA BKatouaeT B cebsa aBa pexunma — PSK n Enterprise, KoTopble OT/IMYAIOTCA MeXKAy coboi no
HecKo/ibkMM napameTtpam. CommView noaaepxusaeT paclwmdposbisaHne WPA n WPA2 B pexkume PSK.

MN3-3a AnHamm4yeckol cywHoctu npouecca WPA-wnppoBaHMA 3HAHUA ogHoro anwb napons WPA HefoCTaTOYHO
AN MTHOBEHHOTO Hayasia 3axBaTa MaKeToB cpa3y nocie Beoga napons. Ans pacwudposbiBaHua WPA-Tpaduka
CommView A0MKEH NPUHMMaTb NaKeTbl BO BpeMsa $asbl o6MeHa Katodamu (0BMeH KnrYamu OCyLLecTBASETCA Mo
npoTtokony EAPOL). OuyeHb BaXKHO, 4Tob6bl BCe nakeTbl EAPOL 6binK ycnelwHo nepexsayeHbl. Ecav naket EAPOL 6yaer
oTcyTcTBOBaTh MM bByaetr  nospexaeH, CommView  for  WiFi He  cMmoxeT  pacwudpoBaTb
npuHUMmaemble/oTNpaBasemble NaKeTbl U MOMKET NoTpeboBaTbCA NepexBaT CAeAyloWein CecCMUM MeXay TOYKOM
[0CTyna M cTaHuuen. 3To ABAAETCA BaXKHbIM OTIMYMEM B npouecce pacwmdposbiBaHua WEP n WPA.

BbllweonucaHHble NPUHLMNBI 03HAYaloT, YTO Koraa Bbl BBeAW naposb WPA, 3akpbinn auanor BBOAA K/uYel
WEP/WPA 1 Hayanu nepexsaT MaKeToOB, BaM HYXHO 6ygeT noAoXKaaTb ciefylowero obmeHa Kauamu, npexae
Yyem nporpamma CMOMKeT pacwudpoBbiBaTb MNaKeTbl. BnosHe TuNMYHA CUTyauMmAa, Koraa nporpamma  MOXKeT
paciumMdpoBaTb MNpuHATble/NepeAaHHble MakeTbl OT OAHOMO K/AMEeHTa, HO He MOXeT OT ApPYroro, MoCKOJ/bKY
nporpamma etle He nepexsatuaa EAPOL-nakeTbl 415 BCEX KANMEHTOB.

Peaccou,mau,Mﬂ KAMEHTa MOMKET ObiTb BbIMOJIHEHA C NOMOLbBIO MoaynAa Peaccounaumm y3nos, mbo nepesanyckom

TOYKM pgocTyna (peaccoumauua A8 BCEX aBTOPM3OBAHHbLIX CTaHUWI), AMBO NepenofkNioHeHUeM K CeTU
(peaccoumaumm ana 0AHOTO KANEHTA).

Ba)kHO: ob6paTute BHWMaHWe, 4TO TpaduK, wWudpoBaHHbii WPA3, He moKeTr 6b

pacwudposaH. CraHgapt WPA3 wncnonb3yer Maposb TOJIbK
pacwundpoBbiBaHWE HEBO3MOMKHO.
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06 ypoBHe curHaJjia

YpoBeHb pagmocurHana obblMHO M3MepseTca B NpoueHTax uan B dBm (molwHoCTb B Aeumbenax, oTHeCEHHas K
ogHomy munnmsatty). Mo ymonyanuio CommView for WiFi nokasbiBaeT ypoBeHb curHana B dBm. MNokasaTesnb B
100% cooTBeTCTBYET YPOBHIO cUrHana B -35 dBm u Bbiwe, T. e. -25 dBm n —15 dBm 6yayT nokasaHbl Kak 100%,
MOCKOJIbKY YPOBEHb CUrHana O4YeHb BbICOK. [MoKasaTenb B 1% COOTBETCTBYET YpPOBHIO curHasia B -95 dBm. B
nHTepBane ot -95 dBm g0 -35 dBm npoLeHTHaA WKafa ABaseTca IMHeNHoM, T. e. 50% cooTseTcTByeT -65 dBm.

Ecnv Bbl NnpeanounTaeTe NOKa3aHUA B NPOLEHTax, TO Bbl MOXeTe 3a4aTb 3TO Yepe3 onuuio MoKasbiBaTb YpOBEHb
curHana B dBm B meHio HactpoiKa => YcTtaHoBKM => [lekogep. Korga BkatouveHa onuus MoKasbiBaTb YPOBEHDb
curdHana B dBm, ypoBeHb curHana B 3aknagkax Y3nbl, KaHanbl 1 MakeTtbl. B gepese AeKoAMPOBAHUA MaKeTOB
ypoBeHb BCerga NokasaH Kak B NPoLLeHTax, Tak n B dBm.

3axBatTnaketoB A-MPDU u A-MSDU

CraHgaptbl 802.11n, 802.11ac n 802.11ax NO3BOAAOT OCYLIECTB/ATb OAHOMOMEHTHYIO MOCBLIIKY ABYX U 6onee
¢dpenmoB (Kagpos) nytem obbeanHeHus ¢penmoB B oauMH 6onbwoit Kagp. CyuwecTByoT Ase ¢opmbl arperaumu
¢dpenmoB: Aggregated Mac Protocol Data Unit (A-MPDU) u Aggregated Mac Service Data Unit (A-MSDU).
CommView for WiFi nogaepkvBaeT oba TMna arperMpoBaHHbIX NakeTos, 6osee NogpobHO 0 KOTOPbLIX PacCKa3aHo
HUXKe.

MpuHATblie dpermbl A-MPDU pasgenstorca Ha OTAe/bHbIe NMaKeTbl Ha ypoBHe "kenesa'". Pazmepbl Takux ¢penmos
moryT gocturatb 64 K6ait. MNpu 3axBaTe ¢perima A-MPDU OH nepegaeTcs Ha YpOBEHb MPUIOKEHWUA KaK Habop
Je3arpernpoBaHHbIX NAaKETOB, KOTOPbIE BbIMALAT Kak Ntobble apyrve nakeTbl U HUKAKMM 06pa3om JONONHUTENBHO
He BblgenstoTca B uHTepdelice CommView for WiFi. MNopaepxka A-MPDU o6s3atenbHa Ans COBPEMEHHbIX
CTaHAAPTOB, M OHW MOJYYUAWN LIMPOKOe pacnpocTpaHeHue. 3axBaT ¢perimos A-MPDU Bo3MOXeH npu
McnoJsib3oBaHUM NO6bIX agantepoBs, noaaep:kmpaembix CommView for WiFi.

MpuHaTtble ¢perimbl A-MSDU pasgenatotca Ha oTAeNbHble MaKeTbl Ha YypoOBHe nporpammbl. Pasmepbl Takux
dpeinmoB moryT gocturatb 7935 6anT. Mpun 3axeate ppeima A-MSDU oH nepegaeTtca Ha ypoBeEHb NPUNOXKEHMA KaK
e4MHbI arperMpoBaHHbIN NaKeT, T.e. B CBOEN U3HAYanbHOW dopme. Ecam arpernpoBaHHbI NAKET HE NOBPEXAEH U
MOXeT 6bITb pacwmdpoBaH (ecam pacwmdposbiBaHue Tpebyetcs), CommView for WiFi gesarpernpyetr A-MSDU u
oToOparkaeT oTAe/ibHbIe NMaKeTbl B CNMCKe NakeToB. TakMe nakeTbl 6yayT o603HaveHbl Kak "Subframe #... of A-MSDU
#..." B KOonoHKe "detann". Kpome noakaapos 6yaet otobparkeH M opurmHanbHbii A-MSDU, 0603Havaemblit Kak "A-
MSDU #....". Ecnm e arperMpoBaHHbIA MaKeT noBpexaeH Wau 3awudposaH, To OyaeT NOKasaH TOJIbKO
opurnHanbHblit A-MSDU. Mopaaepskka A-MSDU Heobs3aTenbHa ana ctaHaapta 802.11n. Takme dpelimbl 4OCTAaTOYHO
peako ucnonbsytotcs B 802.11n-ycTpoicTax. 3axsaT ¢ppernmoB A-MSDU BO3MOKEH MPU MCNOJIb30BAHUU NHOObLIX
ceTeBbIX aganTtepoB cTaHaaprta 802.11ac n 802.11ax, coBmecTumbix ¢ CommView for WiFi.

Obpawaem BHMMaHKUe, YTo HoNblUME NaKeTbl, Takne Kak A-MSDU, yacTo 6bIBatOT NOBPEXKAEHDBI, OCOBEHHO €Cn Ux
MOCbIJIKa OCYLLECTBASETCA Ha BbICOKOM CKOPOCTU Nepeaayn AaHHbIX.
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HUcnoab3oBanue CommView For WiFi Ha BUpTya/IbHOM MallIMHEe

Bbl MoxeTe yCcTaHOBUTb M Mcnoab3oBaTtb CommView for WiFi B BUPTYyanu3npoBaHHOW OMNepauMoOHHON cucteme
Windows, KoTopas paboTaeT B KauecTBe rocTeBOM OonepaLMOHHON CUCTEMbI Ha ycTpoicTeax Mac (unam PC, ecam Bbl
Mo KakMM-TO MpUYMHam npeanoyvMTaeTe MCNOJIb30BATb BUPTYaNbHYO cpeay). [nsa Toro, 4tobbl 3TO caenatb, Bam
noHagobutca NO gns BupTyanmsaumm, Hanpumep, VMWare, Parallels Desktop for Mac vnau Virtual Box.

I'ocmeesas onepayuoHHas cucmema

B KauecTBe rocteBoi onepaunoHHon cuctembl Windows Bbl MoxkeTe ucnosb3osaTts Windows 10, 8,1, 8 uau 7, xota
Mbl pekomeHayem Windows 10, 8.1 nan 8 no NnpuUmMHam, U3N0KEHHbIM HUMKE.

Annapamuoe ob6ecneveHue

[Ona toro 4ytobbl ncnonbzosatb CommView for WiFi gna naccMBHbIX MHCNEKTMPOBAHMWMK, Bam MoHazobutca
coBMecTMMbIN agantep. Korga Bbl 3anyckaete Hawe MO Ha HOyTOyKe € onepaunoHHON cuctemoint Windows, Bbl
MOeTe UCMNO0Ab30BaTh 060N N3 COBMECTUMBbIX afanTepoB B pa3/iMyHbIX Gopm-pakTopax. CNMCOK COBMECTUMBIX
aganTepoB MOXHO nocmoTpeTb 34ech. Koraa Bbl 3anyckaete CommView for WiFi Ha BupTyanbHolt Windows-
MaLllMHe, Bbl MOKETe UCNO/b30BaTb TONbKO USB-agantepsbl. Moxanyicra, o6patuTech K CIMCKY afantepos, YTobbl
HaWTU TOT, KOTOPbIM Bbl cobupaeTecb MCMOb30BaTb. Mbl HACTOATENbHO pPeKoMeHAyem BblbUpaTb aganTepsl,
OTMeYeHHble KaK "PekomeHayem K ucnosnb3oBaHuio". Bbl Takke moxkeTe npuobpectn agantep y Hac, ecnm Bobl
npuobpetaeTte KOPOHOUHYO BEPCULD.

KoHndpuzypayus npocpammHozo o6ecneyeHus 015 eupmyaiusayuu

Ecnu Bawe nporpammHoe obecnedyeHune gaa BUpTyannsauum noagepxunsaet amynaumio USB 3.0 (Kak, Hanpumep, B
cnyyae, ecau Bbl ucnonbsyete VMWare nnn Parallels Desktop for Mac), To ncnonwsyiite amynauuto USB 3.0, a He
USB 2.0, paxke ecan nopt M becnpoBogHOW ajanTtep, KOTOpble Bbl MAAHMPYyeTe WCMO/Ib30BaTb, ABAAKOTCA
yctpoiicteammu USB 2.0. Mopgaepkka USB 3.0 TpebyeT no meHbwenn mepe Windows 8 B KauyecTBe rocTteBok

onepaunoHHom cuctembl. KoHpurypauma USB B cpeae VMWare nokasaHa Ha UAMKOCTPALLUM HUKE.
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Imynauua USB 3.0 npeanoytutenibHa, TakK KaK CYLWeCTBEHHO yBe/MYMBAET CKOPOCTb Mepedayvn OaHHbIX MeXay
b6ecnpoBoaHbiM agantepom u rocteson OC. Hanpumep, B HEKOTOPbLIX aganTepax nepekntodeHne KaHana Wi-Fi
moxet gamtbca 500 nan pgaxke 1000 munaucekyHa, ecam Bbl ucnosbsyete USB 2.0, n Tonbko 100 muanuncekyHa,
ecnu Bbl ucnonbayete amynaumto USB 3.0. YuntbiBana ToT pakt, uto CommView for WiFi morKeT nepeknoyaTb KaHasbl
Kaxkapble 250 MuAnMcekyHA, pasHuua 6yaeT cywecTBeHHOW. Mcnonb3oBaHue smynsumm USB 2.0 moxker

3HAYUTENBHO 3aMenINTb pa60Ty NPUNOXKEHUA.

Mo 3Tol npuuMHEe Mbl He peKomeHayem wucnosnb3oBaTb VirtualBox B KauectBe MO gns BupTyanmsauyuun. B
HacToswee Bpema VirtualBox He umeeT nogaepxkm USB 3.0. Ecim Bbl, TEM HE MeHee, XOTUTE WUCMOJIb30BaTb
VirtualBox, To, Kak MMHMUMYM, BKAoumTe onuuto Enable USB 2.0 (EHCI) Controller. B npoTuBHOM cnyyae Ball
apgantep Wi-Fi Boobue He byaeT paboTaTb B BUPTYaNlbHOM cpeae.

Ycmanoeka adanmepa

BctasbTe USB aganTtep B Bal KomnbtoTep. Mocne Toro, Kak agantep BCTaB/IeH, BaM HYXKHO CKOHOurypuposaTtb MO
Ana BUpTyanmsaumm, ytobbl ncnonbzoBaTb 06HapykeHHoe USB-ycTpolicTBO, TO €CTb OTCOEANHUTL €ro OT I1aBHOM
OC u nopcoegnHntb K rocteBor OC. Metog KoHbUrypaunmn 3aBUCUT OT KOHKpeTHoro MO ana BupTyanmsauum,
KoTOpoe Bbl ucnonbsyete. [loxanyicta, obpaTutecb K COOTBETCTBYHOLWEN [OKYMeHTauuu. locne Toro, Kak
BMPTYyasbHasA MallnMHa NONYYMT KOHTPOJIb Hag agantepom, Windows yBegomMuT Bac, 4To obHapy»eHo HoBoe USB-
YCTPOCTBO, M MOMbITAETCA HANTU ApaliBep Ans ycTpolicTBa. Boibepute CnpaBKka => PYKOBOACTBO MO YCTaHOBKe
ApaieepoB B okHe CommView for WIiFi, 4To6bl npounTaTh MHCTPYKLMM MO YCTAaHOBKE HALLero crneumnasbHOro
ApaliBepa A/14 3axBaTa NaketoB. [locne TOro, Kak ApanBep yCTaHOB/EH, Bbl MOXKeTe nepe3anyCcTUTb NPUIOKEHUE U

Ha4aTb €ro Mcnoab3oBaTb.

m [ononHuTensHble rnasbl | CommView for WiFi



MHoOrokaHaJ/IbHbIM 3aXBaT

CommView for WiFi no3sonser ocywecTBnATb OAHOBPEMEHHbIN 3axBaT AAHHbIX C HECKONbKUX KaHanos (npu

MCcNoNb30BaHNUN HECKOJIbKUX COBMECTUMBDIX USB—ap,anTepOB).

Cneayowme USB-agantepbl 802.11ac moryT 6bITb MCMO/Ib30BaHbl A1 MHOTOKaHa/IbHOro 3axBaTa AaHHbix: ASUS
USB-AC68, Belkin FOL1109 v1, D-Link DWA-180 rev Al, D-Link DWA-182 rev C1 unu D1, Edimax EW-7822UAC,
Edimax EW-7833UAC, EnGenius EUB1200AC, Linksys WUSB6300, Linksys WUSB6400M, NETGEAR A6210, Proxim
ORINOCO 9100, Rosewill RNX-AC1200UB, TP-LINK Archer T4U, TP-LINK Archer T4UH, TP-LINK Archer T9UH v2,

TRENDnet TEW-805UB, ZyXEL NWD6605 n ZyXEL AC240.

O6palyaem Balle BHUMaHMWeE, YTO UCNOb3yeMble B paboTe agantepbl 4OKHbI 6bITb O4HOM M TOM ke mogenu. Mpu

oAHOBPEMEHHOM NOAKNHYEHNUN HECKOJ/IbKMX CETEBLIX aAaNTEPOB MEHAIOTCA cheayrowme nNyHKTbl MHTepd)eﬁca:

- OKHO Bbl60pa KaHanoBs B NaHenu 3axeaTt No3BoOsAET BblAe/INTb HECKOJIbKO KaHa0B. Bbl morkeTe BblAE/INTb

HECKOJIbKO KaHanoB, yAdepXuBaAa KaaBully Ctrl. Yucno KaHan0B, KOTOpPble Bbl Bbl6ep8Te, HE MOXeT

npesbiWwaTb YNCNO0 NOoACOEANHEHHDbIX USB—ap,anTepOB.

. MNaHenb MHAMKaTOp KaHaJzla OTpa*XaeT HEeCKOJZIbKO MHAOMKATOPOB, YNMCNO KOTOPbIX COOTBETCTBYET 4nCny

nogcoeauHeHHbIx USB-aganTtepos.
OTO NOKA3aHO Ha UANKOCTPALUM HUXKE.

Korp,a Bbl WUCNOJZib3yeTe HECKO/ZIbKO aadanTepos, nomanyﬁCTa, y‘-IMTbIBaf/‘ITE

cnepyrowme GakTopbl:

1. Notpe6bneHune aHeprun. OaMH aganTep MoKeT noTpebaaTe fo 450 mA. OauH
nopt USB 2.0 moxeTt obecneuntb o 500 mA. OguH nopt USB 3.0 moxet
obecneuntb A0 900 MA. TUNMYHBIA COBPEMEHHbIA HOYTOYK MMeeT ABa nopTa
USB 3.0, To ecTb, Bbl AO/I}KHbI UCMO/b30BaTb MO0 OAWH aganTep Ha NoOpT, Uan
Bbl MOXeTe ucnosb3oBaTb USB-xab (pa3seTsuTenb); Npu 3TOM, eciu Bbl byaeTe
ncnosib3oBaTb TP agantepa B xabe ana USB 3.0, Bbl npeBbicute MmUT 900 MA,
UYTO MOXKET MPUBECTU K HeXKenaTesibHbIM NOCNeACTBUAM, Hanpumep, afantepbl

6e3 npeaynpexaeHna nepecTaHyT 3axBaTbiBaTb MAKeEThI.

2. Bpema nepeknoyeHua KaHanos. Korga CommView for WiFi paboTaet B
peXKMMe CKaHMPOBAHWA, NEPEKNOYEHNE KaHAIOB MOMET 3aHMMATb KaKoe-To
Bpemsa, oT 20 pgo 80 muanamMcekyHZa ANA Ka)kgoro agantepa. PaccmoTpum
CUTyauMilo, Korga HY)KHO MpoCKaHupoBaTb 12

KaHanoB C WHTepBa/ioOmM

CKaHMpoBaHmMA 250 MC [nA KaXKAOro KaHasa, a MnepekntoyeHne mexay
KaHanamu, ckaxkem, 60 mc. Obuee BpeMsa CKaHMpoBaHMA noaydyaetca (250 + 60)
x 12 = 3,72 ceKkyHAbl, €CAuM Bbl UCNO/b3yeTe 04MH aganTep. Ecam Bbl cnonbsyerte
Tpu aganTtepa, obuwee Bpema cKaHupoBaHua 6yaet (250 + 60 x3) x 4 = 1,72
cekyHabl. Monyyaetcs 6GbicTpee B 2,16 pasa, a He B 3. Takum obpasom,
pobaBneHMe aganTepoB BeAET K YBE/NNMYEHUID BPEeMEHM NpU MepekntoyeHnn
KaHanos. Ecnu Bbl ucnonbdyete 12 apgantepos, YTO TEOPETUYECKM BO3MOXKHO,
CKaHuMpoBaHuMe 12 KaHanos 3aimeT 250 + 60 x 12 = 0.97 ceKyHAbI, TO €CTb, Bbl He

CUNbHO BbIUTpaeTe.
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anHMMaH BO BHMMaHWeE BbllLECKA3aHHOE, Mbl HE peEKOMeEHAYEM NUCNO/1Ib30BATb bonee ABYX U TPEX aJ4anTepoB.
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CniekTpaJsibHbI/ aHAJIU3

CneKkTpanbHbIA aHaAn3 BKAOYaeT B cebs MCNo/b30BaHMe cneumanbHoro pagmoobopyaosaHua, npeaHasHayeHHoro
019 MOHUTOPUHTA MOJI0C YacToT, MCNoJIb3yembix 6ecnpoBogHbimMm ycTpoicTeammn Wi-Fi. MOCKO/IbKY YTO 3TW YaCTOTbI
HEeNMLEH3NPOBaHHbIE, OHM YaCTO WCMO/Ib3YIOTCA UCTOYHMKAMM CUTHaia, UCNOJIb3YIOWMMKU CTaHAAPTbl AaHHbIX,
OT/NMUHbIX OT Wi-Fi, Hanpumep, Takmmm Kak 6ecnpoBoHble Kamepbl, MMKPOBOJIHOBbIE neun uamM 6ecnpoBoHble
TenedoHbl, YTO co3AaeT nomexun. HasHayeHMe CMeKkTpasibHOro aHa/in3a — [AeTeKTUPOoBaTb M MAeHTMOMUMPOBaTb
WUCTOYHMKM NOMEX, YCTPaHATb UX W/MAn naeHTMoULMpoBaTh KaHasbl 6eCcnpoBOAHbIX ceTei, rae nomexm 6yayt
MWHUMA/bHbI.

CucmemHbie mpe6o8aHus

CommView for WiFi no3soaseT npoBoANTb CNEKTPaNbHbIN aHaAU3 ¢ ucnosblosaHnem USB-aHanmsaTopa cnektpa
Wi-Spy. Wi-Spy mMmo*KHO npnobpectn y KomnaHum TamoSoft nam Hanpamyto y kKomnaHumn MetaGeek.

CommView for WiFi nogaepxusaet cneaywowme mogenn Wi-Spy:

=  Wi-Spy DBx (gByxauanasoHHasn, 2,4 MMy un 5 Mw)
=  Wi-Spy 2.4x (oaHOoAMana3oHHas, 2,4 Mwu)
=  Wi-Spy 2.4i (oagHoananasoHHan, 2,4 ITy)

Ob6paTtnte BHMMaHKWe, yto CommView for WiFi HE NOALEPHKUBAET camyio cTapyto mogens Wi-Spy ("Wi-Spy
original" c 3eneHbim norotunom) u moaenun 900x.

[syxgnanasoHHaa mogenb Wi-Spy DBx moeT ckaHupoBaTb oba pAmanasoHa no ouyepeau, MOCTOAHHO
NnepekNtovancb Mexay HMMKM BO Bpema paboTbl. Mcnonb3osaHue agyx ycTtpoicts Wi-Spy DBx oaHOBpemMeHHO
MOXKET YNIYULUTb KaYecTBO AaHHbIX, MOCKOJIbKY B 3ToM ciyyae CommView for WiFi 6yaeT ncnosib3osaTb N0 0AHOMY

YCTPOMCTBY Ha AManasoH.
Auazpammel chnekmpaabHbIX OAHHbBIX

Korga Wi-Spy noakntoueH K KOMMNbOTEPY, KAPTUHA CNEKTPa B PeaslbHOM peXXume BPeMEHU NOKa3biBAeTCA B NaHenm
KaHanbl n Cnektp rnasHoro okHa CommView for WiFi, Kak noKasaHo HUKe.
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CneKkTpanbHas MaHesNb aHaforMyHa cooTBeTcTByOWel naHenum Chanalyzer — nporpammbl Aas CNEKTPAsbHOTO
aHanusa ¢upmbl MetaGeek, nayuwein B komnnekre ¢ Wi-Spy. Mo ymoi4aHUIO CneKTpasibHaa NaHenb oTobparkaer
OAMH WAV ABA NAaHapHbIX rpaduKa A4NA O4HO- U ABYXAMaNa3oHHbIX Mogenei Wi-Spy cOOTBETCTBEHHO.

Bua rpaduKoB HacTpamBaeTca Yepes KOHTEKCTHOe MeHto. BbibepuTe 2,4 Ty, 5,0 MMy, nan lBoMHON ana TOro, YTo6bl
Ha CNeKTpanbHOM NaHenn oTobparkancs ogMH AMana3oH YacToT UK ABa AMana3oHa ogHoBpeMeHHO (onuun 5,0 My,
n [OBOWHOM AOCTYMHbI TONbKO AN AByXxAuana3zoHHoW mogenn Wi-Spy). Bbibepute TeKywuil ypoBeHb A5
OTOOparKeEHUA MHUW, NOKA3bIBAIOWEN TEKYLLYID aMNAUTYaAy CUrHana; Bbibepute MaKCcMManbHbIi YpPOBEHb A4
OTOOparKEHUA NMHUW, NOKA3bIBAOWEN MAKCMMANbHYIO aMmnanTygy curHana. C nomouwbto onumn Ocb X MOXKHO
YKa3aTb eAMHWLbI U3MEPEHMA 1A TOPU3OHTAIHOM OCU: Bbl MOXKeTe BblbpaTb mexay YactoToit B MI'y, n Homepamm
Kananos. MNpu BKkAoYeHMM BUAa Bogonag npuaokeHne oTob6pasmT UsmeHeHUe aMmnanTyAbl BO BpemeHU. BoibepuTe
1/3,1/2 van 2/3 paamepa oKHa 4/1 HACTPOMKM 061aCcTM OKHa, 3aHATON BoAonaAHbIM rpadukom. CnektpasibHas
naHesib MOXeT OblTb OTAENEHA OT [J1TaBHOFO OKHA NPUJIOKEHUA U OTOOBPAXKATLCA KaK OTAE/bHOE N/IABaloLLEE OKHO.
Ncnonb3ynte kKomaHabl OTAennTb OKHO U MPUKpEenuTb OKHO 418 BbINOJIHEHWA COOTBETCTBYHOLMX OnepaLmii. Bol
TaKKe MoeTe cnpATaTb NaHenb Kananbl n CnekTp c nomouwpbio NyHKTa Bug => KaHanbl u CneKkTp B rNaBHOM OKHe
NPUAONKEHUA.

Obpatute BHMMaHue: ecaum nporpamma Chanalyzer 3anyweHa, To 4YTOObl MMETb BO3MOMHOCTb BUAETb
cneKkTpanbHble gaHHble B CommView for WiFi, Bbl A40NXHbI 3aKpbiTb ee, NoCKonbKy Wi-Spy Henb3a Mcnonb3oBaTb
HECKOJIbBKUMW NPUNONKEHUAMU OLAHOBPEMEHHO.
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[lepexBaT 60JibLIMX 00bEMOB TPapuUKa

Mpu cbope NakeToB Ha 6O/ILLIOM MM CUIBHO 3arpyKeHHOM CEFMEHTE CeTH, cedyeT yyecTb, 4To ob6paboTKka Tbicay
MaKeToB B CEKYHAY MOMKET CYLLECTBEHHO 3arpy3uTb NPOLECCOP M MPUMBECTU K "nMoBucaHuio" nporpammbl. Cambim
NYYWMM peleHnem aaa ontMmmsaumm paboTbl NPOrpamMmel ABAAETCA MCMONb30BaHWE NPaBuAa gaa GUAbTPaLUK
MakeToB, KOTOpble Bbl NiaHupyeTe Habnogatb. Hanpumep, nepecoinka ¢aiina obvemom 50 M6 mexapy asyms
MallnHamm nopoxaaet okoso 40000 NetBIOS-nakeToB cO CKOPOCTbIO Nepeaayun 5 merabaiT B CEKYHAY, UTO MOMKET
OKa3aTbCA TPYAHOBbLINOJHUMON 3aga4elt ana nporpammbl. OgHaKo 06bI4HO He TpebyeTca aHaNU3 KaxAoro naketa
NetBIOS. MoHo HacTpouTb CommView for WiFi Takum o6pasom, yto oH ByaeT NpUHUMATb TO/IbKO NaKeTsbl IP. B
CommView for WiFi ectb rubkaa cuctema GpuabTpoBs, NO3BOAAIOWAA NPUHUMATL TO/IBKO Te NaKeTbl, KOTOpPble Bam
OEeNCTBUTENIBHO MHTEpEeCHbl. B Jono/sHEHMe, ecan HyKHa /Wb CTAaTUCTMYecKas WHopmauuma (rmctorpammelt,
TabMubl XOCTOB), MOXHO BOCMO/1b30BaTbCcA KOMaHAoM "BiokupoBatb cbop naketoB" B mMeHl. B 3atom cnyuyae
oTOOpakeHWe nakeToB B peasbHOM BpemeHM OyaeT NpPUOCTaHOBNIEHO, a CTAaTUCTUYECKME [JaHHble 6yayT
NpoAO/IKaTb COBMPATLCA M NOKa3bIBaTbCA.

daKTOpbI, yAyywarLlwme nNponusBoANTENbHOCTb MPOTPaMMb:

=  BbicTpbI Npoueccop (pekomeHayetca Intel Core i7)
= (Ob6bem onepaTUBHOM NamsaTK (pekomeHayetca 8 [6 n bonblue)
*  Mcnonb3oBaHWe NpaBua Ans GUAbTPaLUN HEHYXKHOTO TpaduKa

HeBUAUMBIN peKUM

Ectb aBa cnocoba 3anyctutb CommView for WiFi Kak HeBUAMMBIN npouecc:

1. 3anyctutb CommView for WiFi ¢ kntoyom "hidden":
CV.EXE hidden
2. Ecnm CommView for WiFi yxe 3anyuieH, Bbl MoXeTe NpATaTb UAKW BbI3biBaTb €ro "ropaunmmn' Knasuiuamm.

Y106bI cnpaTaTtb, HaxkmuTe ALT+SHIFT+h. YTo6bl OTMEHUTL HEBUANUMOCTL, HaxkmuTe ALT+SHIFT+u.

MOMHUTE, OAHAKO, YTO MOJIHOCTbIO CKPbITb PaboTy npunoxeHuin B Windows Henb3s. Mpu paboTe B HEBUAMMOM
perkmme npouecc CommView for WiFi 6yaeTt BuaeH 8 NaHenn 3agau.

[lapamMeTpbl KOMaH/HOM CTPOKHU

Mpu 3anycKke Nporpammbl AOCTYMHbI CAeAylolme napameTpbl KOMaHAHOM CTPOKM:

= 3arpysutb U aKTMBM3MpPOBaTb Habop npasun u3 daina. Ucnonbsyinte Kaod "/ruleset" mexxay CV.EXE u
MOZIHbIM MyTEM K danay npasu:

= CV.EXE /ruleset "C:\Program Files\CommViewWiFi\Rules\POP3Rules.rls"
=  Ecav umsa daina uam nyTb BKAKOYAET CUMBObI Npobena - 3akaunTe UX B Kasbiuku (" ).

= BbibpaTb 1 akTMBUpPOBaTL Habop Katoueit WEP/WPA u3 daiina. Mcnonbayiite katou "/keyset" mexkay CV.EXE
W NOSIHbIM NyTEM K panny:

=  CV.EXE /keyset "C:\Program Files\CommViewW:iFi\WLAN3Keys.wep"
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=  Ecam umsa daina uam nyTb BKAOYAET CUMBOJIbI Npobena - 3akaounTe UX B KaBbluku (" ).
*  cnonb3oBaTtb cnelmanbHbliA KaTanor Ans xpaHeHua log-dannos. UcnonbsyitTe kaou /logdir:
O CV.EXE /logdir "C:\Program Files\CommViewWiFi\Logs"

= 3anycTuTb npunoxeHue 6e3 npepnoxkeHna ob ycTaHOBKe Apansepa. ITOT napameTp Nosie3eH, eciv Bbl
ucnosbdyete CommView for WiFi gna 06paboTku nor-dpaiisio, cobpaHHbIX Ha APYrMX KOMMbOTEPAX MU
coeanHnaetecb C yAaneHHbimu areHTamm (CommView Remote Agent for WiFi). Ucnonw3yiite Kiatou
/noprompt:

0 CV.EXE /noprompt

=  COeAMHUTBCA C OAHUM WAN HECKOJIbKUMM yAaneHHbiMM areHtamu. WMcnonbsyinte wkaou "/ra" ¢
nocneaylowmm ykasaHuem IP-agpeca Manm MUMeHU XocCTa yAaNeHHOTO areHTa C KOTOPbIM Bbl COEANHAETECH,
napo/siem, 3aK/IOYeHHbIM B KaBblYKM, U1 HOMEPOM KaHana 3a KOTOPbIM AO0/IKHO BecTUCb HabnwogeHue
(Homepa KaHanoB HaunHatotca ¢ "1", T.e. paboTbl NPOrpammbl B peXKMME CKaHepa ykaxuTe "1", ecnim Bam
HY)KHO Habto4aTh 3a NEPBbIM KaHaoM, yKaxkute "2" 1 Tak ganee), Hanpumep:

CV.exe /ra 192.168.0.5 "MyPassword" 2

= [1na TOro 4Ytobbl COEAMHUTLCA C HECKOJIbKMMMU YAANEHHbIMUM areHTamMu, paboTaloWwmmm ¢ 0gHOM Konuvei
CommView for WiFi, ncnonbsyiite cnegyrowmini KomaHaHbin (.BAT) painn:

START "CV" "C:\Program Files\CommViewWiFi\CV.exe" /noprompt

PING 1.1.1.1-n1 -w 5000 >NUL

START "CV" "C:\Program Files\CommViewWiFi\CV.exe" /ra 192.168.0.1 "pwd1" 5
PING 1.1.1.1-n1 -w 1000 >NUL

START "CV" "C:\Program Files\CommViewWiFi\CV.exe" /ra 192.168.0.2 "pwd2" 5
PING 1.1.1.1-n1 -w 1000 >NUL

START "CV" "C:\Program Files\CommViewWiFi\CV.exe" /ra 192.168.0.3 "pwd3" 5
PING 1.1.1.1-n1 -w 1000 >NUL

3T0T cKpuNT 3anyckaeT CommView for WiFi, }kgeT 5 cekyHa, 4Tobbl y6eanTbes, UTO NPUIOKEHNE 3aTPYIKEHO
(ona 3apeprek ucnonbsyetrca KomaHaa PING, NOCKO/IbKY fA3blK CKpUMTa He npeanonaraer Kakol-nnbo
KOMaHAbl AN MHULMMPOBAHUA 3afleprKekK), 3aTeM Mbl NpefocTaBasem nporpamme IP-agpeca, napoav u
HOMepa afanTepoB TPeX yAasIeHHbIX areHToB (C May30M B O4HY CEKYHAY).

OaHOBpPEMEHHO BO3MOXHO UCNOJIb30BaHME BCEX KNtoYen 3a UCKAYeHUEeM nocnegHero.

O6meH AAdHHBbIMHA C BAllUM IIPUJIOKEHUEM

B CommView for WiFi peannsoBaH nNpocToit U NOHATHbIN MHTepdeinc aoctyna K TCP/IP. OH no3sonseT Ballemy
NPUNOXKEHWNIO B PEXMME PeasibHOro BpemeHn obpabaTtbiBaTbh NakeTbl, NpMHATbIE ¢ Nomowwbio CommView for WiFi.
HaumHana ¢ Bepcmn 5.0 ecTb BO3MOKHOCTb NepesaBaTb NaKeTbl aHAJIOMMYHO TOMY, KaK 3To aenaeT Packet Generator
(reHepaTop naketoB).

IIpuHyun pa6omui

Bam cnegyet 3anyctute CommView for WiFi, 3agaB emy B KOMaHAHOM CTpoKe chneumanbHbl katod MIRROR,
YKa3blBatoWMM Nporpamme Ha Kakoi IP-agpec u B kKako TCP-nopT ay61MpoBaTh 3axXxBaTbiBaemble NaKeTbl.
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Mpumepsi:
CV.EXE mirror:127.0.0.1:5555 // ay6anpyet naketbl Ha loopback, 8 TCP-nopt 5555
CV.EXE mirror:192.169.0.2:10200 // ay6anpyeT naketbl Ha 192.169.0.2, 8 TCP-nopt 10200

Korga CommView for WiFi 3anyweH ¢ aTUM KIO4OM, OH NbiTaeTca ycTaHOBUTb TCP-coeagnHeHue ¢ yKa3aHHbIM |P-
afpecom no yKazaHHOMY HOMepy nopTa. ITO O3HAYaeT, YTO Ballue MPUIOXKEHUE YKe AO0/KHO ObiTb 3anyLLeHOo U
JO/MKHO OblTb rOTOBbIM K Mpuemy no ykazaHHomy nopty. Ecnm CommView for WiFi He moKeT ycTaHOBWUTb
coeaguHeHune, oH ByaeT genatb NOBTOPHbIE MOMbITKM Kaxaple 15 cekyHAa. To ke camoe byaeT npoucxoauTb npu
pa3pbiBe coeguHeHuA: Kaxgble 15 cekyHa CommView for WIiFi 6yageTr nbiTaTbca BOCCTAaHOBUTbL ero. Ecam
coeanHeHue ycnewHo yctaHossieHo, CommView for WiFi 6yaeT nepenaBath 3axBaTbiBaemble MAKeTbl N0 Mepe UX
npuxofa, B peXxnme peasibHOro BpemMeHu.

dopmam daHHbIX

JaHHble nepegatotcs B popmate NCFX. OnmcaHune dopmaTta CMOTpPUTE B NMocaedHel r1ase 4aHHOro pasgena.

Ilepedaua nakemoe

Balwe NpuaoXKeHne MOXKeT He TONbKO NPMHMMATb MAaKeTbl, HO U MOCbINATb UX, aHAJIOTMYHO FreHepaTopy MAKeTOB.
OdaHHble moryT 6biTb NnepegaHbl B CommView for WiFi ¢ nomouwbto Bce Toro ke TCP-coeguHeHus, Yyepes KoTopoe
nponcxogut npuem. ®opmaTt AaHHbIX MPOCT: HYXKHO YKa3aTb AJIMHY NaKkeTa (gByxbaliToBoe 6e33HaKoBOe Lesoe
YMC/O CO CTaHAAPTHbIM MOPAAKOM CnefoBaHMA 6alTOB HaumHaAa ¢ maaguwero, T.e. little-endian), 3aTem mMHAeKc
CKOPOCTW Nepefaun AaHHbIX (4Byx6aliToBoe 6e33HaKOBOE L,e/10e YMC/I0 CO CTaHAAPTHLIM NMOPSAKOM CneaoBaHuUA
6aliToB HauMHasa ¢ mnagluero, T.e. little-endian), 3atem cam nakeT. A/MHa NaKeTa He BK/AOYaeT Te YeTbipe 6aliTa,
KOTOpble CTaBATCA Nepes, CoAepXMMbIM NakeTa. MHAEKC CKOPOCTM nepesayn SaHHbIX OTCUMTLIBAETCA C HYASA; OH
JOJIKEH coAeprKaTb UHAEKC CKOPOCTU (T.e. peiTa), MoKasaHHbIN B [eHepaTope naketos. O6paTute BHMMaHME Ha

cnepyrowmin npumep:

CTpoka, KoTopas fo/KHa 6biTb 0TOCNaHa, B WecTHaauaTepuyHom ¢dopmate (hex): D4 00 00 00 80 1F 02 66 C2 8E.
OnvHa cTpoku coctasnaeT 10 6aiTos.

Mcnonb3yemas ckopocTb: 5,5 Mbps 3To TpeTuil NyHKT BbiNaAatolero cnncka "ckopoctb nepegaum 802.11" B okHe
[eHepaTopa NaKeToB.

NTorosoe 3HauyeHue B bydepe, KOTopoe Ao/KHO 6bITb oTocaHo: OA 00 02 00 D4 00 00 00 80 1F 02 66 C2 8E.

Ecamn afantep He OTKPbIT NN He NoAAEePKUBAET reHepaunto NaketoB, NakeT 6y,EI,ET C6p0LIJEH 6e3 yBeAOMNIEHUA.

IIpumepul npoekmos

Huke npuBeaeHbl ABa NPOCTbIX NPUMEpPa NPOTrPAMM, OXKUAAOLWMX BXOAALWMX COEAUHEHWUN, BbIAENAIOWMX NAKETbI
M3 NOTOKA M 0TObOparkatoLwmx "coipble" AaHHble.

= http://www.tamos.com/products/commwifi/samp mirr c7.zip. MpoeKkr 8 Visual Studio ¢ wucxoaHbIm

TeKCcTom Ha C++.
= http://www.tamos.com/products/commwifi/samp mirr d7.zip._MpoeKkr Ha Delphi ¢ ucxoAHUMKOM Ha

Pascal. Ana komnuaaumMmM npoekta Bam noHagobatca |CS-komnoHeHTbl OT Francois Piette, KoTopble
AOCTYMHbI Ha http://www.overbyte.be
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IIponyckHas cnoco6Hocmb (Bandwidth)

Mpu nepecblike AaHHbIX Ha YyAaseHHbIA KomMbloTep, ybeamuTecb, YTO JIMHUA CBA3U MEXAY HUMW UMeeT
[0CTAaTOYHYIO NPONYCKHYO cNocObHOCTb, YTOObI NepenaTb BCe NepexBaveHHble gaHHble. Ecnm CommView for WiFi
cobupaeT gaHHble ¢ MHTeHcMBHOCTbO 500 K6/cek, a /NMHMA C€BA3M crnocobHa nepeaasaTb TONMbKO 50K6/cek,
Hen3bexXHO BO3HMKHYT "3aTopbl”, npMBOAALIME K Pa3HbIM HENPUATHOCTAM (Hanpumep, B 3aBUCUMOCTU OT BepcUu
Windows, winsock moKeT npeKkpaTtuTb nepefaBaTb AaHHble BOOOLLE).
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[Tos1b30BaTE/ILCKMA MOAYJIb A€KOAUPOBAHUA
CommView for WiFi no3sonseTt nogknioumMTb ABa TMNA NONb30BATENLCKUX MOAY/EN AEKOANPOBAHUA.

IIpocmoii dekodep

Ecnv oH ucnonb3yeTcs, To pe3ynbTaTtel ero paboTbl 6yAyT NOKasaHbl B AOMNOAHUTENbHOW KOJIOHKE 3aKnaaKku MaKkeTbl.
Monb3oBaTenbCKM Aekogep AomkeH b6biTb 32-bit DLL ¢ nmeHem d¢aina "Custom.dll' wn 3skcnoptuposaTtb
eaMHCTBEHHYO nNpoueaypy - "Decode"”. Huke nokasaH ee npotoTmn Ha A3bikax C u Pascal:

extern "C" {
void __stdcall Decode(unsigned char *PacketData, int PacketLen, char *Buffer, int BufferLen);

}

procedure Decode (PacketData: PChar; PacketLen: integer; Buffer: PChar; BufferLen: integer); stdcall;

OdaHHan DLL gomkHa pacnonaratbca B TOW e anpektopumn, yto 1 CommView for WiFi. Mpu 3anycke CommView for
WiFi nwet ¢ann ¢ umeHem "Custom.dll" n 3arpykaet ero B namaTtb. Ecim B Hem HaliaeHa Touka Bxoga "Decode" -
CommView for WiFi go6aBnaet HOBYO KOMIOHKY ¢ MmeHem "Custom" B cnMcKe NakeTos.

Mepen Tem Kak oTobpasuTb HoBbi nakeT, CommView for WiFi Bbi3biBaeT npoueaypy "Decode" n nepepaer
cogeprmmoe naketa B DLL. Mpoueaypa "Decode" gonkHa obpaboTaTth nNakeT u 3anucaTb ero B bydep. MNepsbliit
apPryMeHT - yKa3aTe/lb HAa COAEP!KMMOE NaKeTa, BTOPOW - A/IMHA, TPETUIN apryMeHT - yKasaTeslb Ha bydep, B KOTOpom
XpaHUTCA pe3ynbTaT 06paboTKK, YETBEPTLIN aprymMmeHT - pasmep bydepa (B AaHHOM Bepcum - Bceraa 1024 6aitTa).
Bydep Bblaensetcs n ocsoboxaaerca camoi nporpammort CommView for WiFi, Tak 4To He cnepyeT ynpaBasTb
pacnpegeneHvem namatu nof 3tot bydep camoctosTenbHo. Coaeprkmmoe bydepa b6yaer oTobpakeHO B BUAE
CTPOKM B KoJloHKe "Custom".

Bawa npoueaypa gonkHa 6biTb 4OCTAaTOYHO HbICTPO M 06pabaTbiBaTh ThICAYM NMAKETOB B CEKYHAY; B MPOTUBHOM
C/lyyae CHU3UTCA NPOU3BOAUTENBHOCTb Mporpammbl. He 3abbiBaiTe ncnonb3osaTe STDCALL npu Bbi3oBe. e DLL
npeacTas/ieHbl Kak npumep. OHUM BbINOJIHAIOT NpocTeliwne onepaumn: "pesynstatom" paboTtbl pyHKUnKM "Decode”
ABNAETCA WeCTHaAUaTePUYHbIM Kog nocnegHero 6alita nakeTa. M0/1b30BATENBCKUN AEKOAEP MOXKET ObITb CKOJb

YrogHo CNOXHbIM.

= http://www.tamos.com/products/commview/cust decoder c.zip. MpoekT Visual Studio c

NCXOOHUKaMU Ha C++.

= http://www.tamos.com/products/commview/cust decoder d.zip. Mpoekt Delphi ¢ ncxoaHnkamm Ha

Pascal.
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Cr1ox HbIVi 4eKoqep

an peannsaunm 3TOro TUNa Aexkodepa, pe3ynbraT 6YLI,ET OTO6pa)KaTbCFI, KaK OO0NOJ/IHUTE/IbHbIE 3/1eMEHTbI
OCHOBHOTIO aepeBa AeKoaepa B OKHE MaKeToB. HOLI,pO6HOE PYyKOBOACTBO MO CO34aHUIO TAKOINo gekogdepa MOXKHO

nony4nTb 34€ecCb:

http://www.tamos.com/products/commview/complex decoder c7.zip

CNnoXHblt Aiekoaep MOXeT B6bITb HanncaH Toabko Ha Microsoft Visual C++, Tak Kak OH OCHOBaH Ha Knaccax C++.

TexHuueckas noddepicka

TexHnYecKana MoAfep)KKa Mo/b30BaTe/IbCKUX AEKOA4epoB ocyllectsasetcs "no mepe cua", HO Mbl He Bcerga
CMOXEM OKa3aTbCA B COCTOAHUN pa3peLwmnTb Nobyto Bawy npobaemy.
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dopmar Log-paitsioB CommView

Ona 3anMcu nepexsayveHHbIX naketos B ¢aiabl .NCF nam .NCFX CommView n CommView ana WiFi ncnonbsyrot
bopMaT AaHHbIX, OMUCAHHBIN HUXKe. ITO OTKPbITbIA GOPMAT, KOTOPbLIN MOMKHO WMCMO/Ab30BaTb B COOCTBEHHbIX
npunoxeHunsax ana obpabotkn log-dbannos, cosgaHHbix CommView for WiFi. 3T0T dopmaT TaKkKe MONKHO
Mcnoab3oBaTb A8 NpAMoro obmeHa gaHHbimn mexay CommView for WiFi 1 nonb3oBaTeNIbCKMM NPUNOKEHNEM
(3TO meToa onuncaH HuKe).

dopmam NCFX

3T10T HOBbIN dpopmaT ncnonblyetrca B CommView for WiFi HaunHas ¢ Bepcum 7.3. MNpegblaywme sepcun CommView
for WiFi, a Takke Tekywme Bepcumn CommView (aHannsaTop npoBogHbIX ceTen) ncnonbsyot popmat NCF, KoTopsbii
TAK)Ke OMWCAH B 3TOM IMaBe, B C/leAytoWwem pasgene.

MakeTbl MAyT nocnegoBaTesibHO. Nepes KarkabiM NMakeToM MAYT ABa M 6osiee 3aro/ioBKa, CTPYKTypa KOTOPbIX
onucaHa Hue. Bce nonA 3aronoBKa, pasmep KOTOpPbIX NpeBblwaeT 1 6anT, He NoANUcaHbl U UCMONL3YIOT popmart ¢
npsmbiM Nnopaakom 6ainTos.

OCHOBHOM 3aronoBoK — 06a3atenbHbIn. AanHa = 20 6aiiTos.

HasBaHue nonsa OnvHa (6aiiTbi) OnucaHue
JOnvHa Tena nakeTta, BKAKOYAA AIMHY STOTO U NOCAeAYHOLINX
ANAnHa AaHHbIX 4
3aro/IOBKOB, a TaKXKe AJ/IMHY AaHHbIX B NakeTe (TeNo nakeTa).
lop, [aTta co3aaHuA naketa (roa)
Mecsau, [ata co3gaHus nakeTa (mecsau)
DeHb [aTa co3aaHuA nakeTa (aeHb)
Yacbl Bpema co3gaHus nakeTa (4acbl)
MuHyTbI Bpema co3pgaHua naketa (MUHYTbI)
CeKyHAbI Bpema co3paHus nakeTta (CeKyHAbl)
MukpoceKyHAbl Bpema co3gaHus naketa (MMKpOCeKyHAbI)
Tun cpeapl naketa. 0x01 gna naketos Wi-Fi, 0x00 gna npoBogHbIX
Tun cpeppbl

NMaKeToB.

dnar pacwmppoBKu

0x01, ecnu nakeT 6bin pacwmnedposaH CommView for WiFi u coxpaHeH
8 pacwudpoBaHHOM BMAe. B npoTMBHOM cnyyae, yKasbiBaeTca
3HauyeHune 0x00.

HanpasneHue

[na npoBOAHbIX NAaKeTOB - HanpasaeHWe naketa. 0x00 anA
TpaH3uTHbIX, 0x01 ona exogawmx, 0x02 gna ncxogawmx. Ana naketos
Wi-Fi Bceraa ykasbiBaetca 3HavyeHune 0x00.

3apesepeupoBaHo 1

B HacToAlWee BpemAa He NCnonb3yeTca.

3apesepsupoBaHo 2

B HacToAlWee BpemAa He NCNonb3yeTcA.
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3aronoBok RF — o6asartenbHblii. AnnHa = 20 6aiiTos.

HasBaHue nonsa OnvHa (6aiiTbl) OnucaHue

DnnHa RF- 5 [NnHa 3Toro 3aroN0BKa, BKAOYAA AJMHY BCEX A0MNONHUTENBHbIX
3aro/si0BKa paclmpeHunii (ecamn Takme nmetroTcsa).
CraTtyc naketa m buTtoBaA macka, rae yCTaHOB/AEHbI OANH MW HECKOJIbKO U3 CAeayoWmX
moaynaumm 6uTos:
Bit 0 — nakeT nospexXaeH (HeKoppeKTHbI FCS)
5 Bit 1 — nakeT, nepegasaemsblii ¢ PHY-pelitom HT (802.11n)
Bit 2 — nakeT, nepegasaemolii ¢ PHY-peiitom VHT (802.11ac)
Bit 3 — nakeT, nepegasaemslii ¢ PHY-peiitom HE (802.11ax)
Bit 4 — moaynauuna HE, 0 — OFDM, 1 — OFDMA, geiicTBUTENbHO TOJIbKO,
€CNM YCTAHOBNEHO 3HAYeHne gna Bit 3.
AvanasoH 2 0x40 pna 5 Mu, 0x80 ans 2,4 Ty,
KaHnan 2 KaHan Wi-Fi
YpoBeHb Wyma, 1 YpoBeHb Wyma, namepsemolii B 45M. YKa3blBaeTCsA Kak NOJIOXKUTENbHOE
dBm 3HaveHune. Hanpumep, yposeHb -90 obm ykasbiBaeTca Kak 90.
YpoBeHb CUrHana, YpoBeHb CUTHanNa, UsMepsiembln B 4bm. YKasbiBaeTca Kak
dBm 1 NONOXKnUTEeNbHOE 3HAYeHue. Hanpumep, yposeHb -30 abm yKasbiBaeTcA
Kak 30.
YpoBeHb CUrHana B 1 YpoBeHb CUrHaNa B NpoLEeHTax
npoueHTax
3apesepsupoBaHoO 1 B HacToALWEee Bpema He UCnonb3yeTca
PHY-peir 4 CKopocTb nepeaayn AaHHbIX B M6UT/c, yMHOXeHHanA Ha 10
[JononHutenbHble BbuUTOBasA MmackKa, yKa3biBaloLW@A Ha HaiMune A0NOJAHUTENbHbIX
pacwupeHus pacluMpeHnii, KoTopble creaytoT 3a 3aronoskom RF. Hanpumep, ecau
4 ycTaHoB/ieHbl 6uTbl 3, 2 1 0, Toraga 3a aTmm 3arosoBkom RF cneayet
pacwupeHune Tuna 0, 3aTem pacumpeHune Tmna 2, n nocae aToro
pacwupeHue Tmna 3.
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MNoppepkuBaemble B HacTosLLee Bpema paclumpeHuns
MCS Header Type 0 — onuuoHanbHbli. AanHa = 4 6aiTa.

ObpaTtnte BHMMaHWe, yto MCS Header Type O He pobasnsieTca, ecav Bbl 3axBaTblBaeTe MAKeTbl afanTepom,
nogaeprmBatowmm ctaHaapt ctapee 802.11ac. PacwmpeHune gobasnserca, TONIbKO €Civ Bbl BbINOJHAETE 3axBaT
agantepom ctaHgapta 802.11ac nam 802.11ax.

HasBaHue nons ‘,D,nuna (6aiiTbl) OnwucaHue

Uupgekc MCS 1 NHpekc MCS.
Yucno npocTpaHcTBeHHbIX NoTOKOB MIMO muHyc 1, To ecTb, napameTp 0x00
Yucno notokos 1
0603Ha4YaeT 0O4MH NOTOK.
WunpunHa kKaHana
Ecnv 3HayeHue bit 4 B none Ctatyc naketa n moaynsumm pasHo 0
(mogynauma OFDM):
0x00 — 20 MTlu, 0x01 —40 Mrlwu, 0x02 — 80 Mry, 0x03 — 160 Mru.
WmpuHa KaHana 1 Ecnu 3HayeHue bit 4 B none Ctatyc nakeTa u moaynsumm pasHo 1
(mogynaumns OFDMA):
0x00 - 26-tone RU, 0x01 — 52-tone RU, 0x02 — 106-tone RU, 0x03 — 242-tone
RU,
0x04 — 484-tone RU, 0x05 — 996-tone RU, 0x06 — 1992-tone RU (996x2-tone
RU)
Gl 1 3awuTHbIN nHTepBan (Guard Interval): 0x00 - 0.8us, 0x01 - 0.4pus, 0x02 -
1.6ps, 0x03 - 3.2us

Cnepom 3a 3aro/I0OBKaMM yKasblBaeTCA TEO NaKeTa, KOTOPOe He COAepPHKUT 4-6aiTHbIN FCS B KOHUE.

Mpumep 1: Maket ganHon 350 6aiT, nepecbinaembiit ¢ legacy PHY-peintom 6 M6BUT/C, coxpaHAeTca B c/eayloLlem
BUAe:

[20 6ainToB 419 OCHOBHOIO 3aro/10BKa, rae nose AAMHa AaHHbIX MmeeT 3HaveHue 390] + [20 6anToB 4214 3aro/10BKa
RF, roe none AnvHa gaHHbiX RF nmeet 3HayeHue 20, a none [lonoNHUTENIbHbIE PacLUUPEHUA COLEPHKMT 3HAYEHUE
0x00000000] + [350 6aiMToB Tena naketa)

Mpumep 2: Naket ganHoi 1002 6aiita, nepecbinaembiii ¢ PHY-peintom VHT 72,2 M6UT/C, cCOXpaHAETCA B C/ieAyloLLem
Buae:

[20 6aiiToB A9 OCHOBHOTIO 3aro/10BKa, rae nose AAMHa gaHHbIX UMeeT 3HaveHme 1046] + [20 6aliToB A1A 3aroI0BKa
RF, roe none AnuHa gaHHbiX RF nmeet 3HayeHue 24, a none [AoNnONAHUTENIbHbIE PaclUUPEHUA COLEPHKUT 3HAYEeHUEe
0x00000001] + [4 6ainTa ans 3aronoska MCS] + [1002 6aiTa Tena nakera]
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NCF Format

dopmaT ucnonbsyerca CommView (ntobas sepcus), a Takke CommView for WiFi (Bepcun o 7.2 BKAOYUTENBHO).
Hosble Bepcun CommView for WiFi (7.3 u ganee) ncnonosytot popmat NCFX, KOTOpbIN ONMCaH B COOTBETCTBYHOLLEM
paszesne Bbiwe.

MaKkeTbl 3anUCbIBAlOTCA nNocnefoBaTenbHO. epes KaxAabiMm nakeTom uaeT 24-6aliToBbl 3aro/sI0BOK, CTPYKTypa
KOTOPOTO OMMCaHa HMKe. Bce nosA 3aroI0BKa, pasmep KOTopbix NpesbiwaeT 1 6aiT, MCnoab3yoT GopmaT C NPAMbIM
nopsigkom 6amnToB.

HasBaHue nonsa DOnvHa (6anTbl) OnucaHue

AnnHa paHHbIX 2 [OnvHa Tena nakeTta, KOTOPbIA UAET CNegoM 3a 3aro/I0BKOM.
NcxoaHana AnMHA Tesla NakeTa, KOTOpbIA MAET c/le0M 3a 3aro/loBKom (6e3
ANvHa ncxogHbix
2 Komnpeccun). Ecam Komnpeccus He NPUMEHANACk, TO 3TO Noe PaBHO
AHHbIX
A npegblayuemy.
Bepcus 1 Bepcus dopmarta naketa (Tekywan — 0)
lop, 2 [aTta co3paHus naketa (roa)
Mecsay, 1 [JaTta co3aaHuA naketa (mecau,)
DeHb 1 [JaTa co3aaHuA naketa (aeHb)
Yacbl 1 Bpema co3gaHus nakeTa (4acbl)
MMUHYTDbI 1 Bpemsa co3gaHua naketa (MUHYTbI)
CeKyHAbI 1 Bpema co3paHus nakeTa (CeKyHAbl)
MuKpoceKyHapbl 4 Bpemsa co3gaHua naketa (MMKpPOCEKYHAbI)
BuToBble dpnaru:
0...3|Tun naketa (O - Ethernet, 1 - WiFi, 2 - Token
Cpega nepegauun )
Ring)
4 |MakeT 6bIn pacwmndpoBaH (TO/IbKO A5 NAKETOB
PacwnoposaH .
®narn 1 WiFi)
5 |MakeT 6biN UCKAXKEH, T. €. UMEN1 HEKOPPEKTHYIO
MNospexaeH -
KOHTPO/IbHYIO cyMmmy (Tosibko ans naketos WiFi)
Komnpeccusa 6 |lMaKeT xpaHUTCA B C)KaTOM BUAe
3apesepsuposaHo| 7 |Pe3seps
YpoBeHb curHana 1 YpoBeHb curHana B NpoueHTax (Tonbko ansa naketos WiFi)
. CKopocTb nepegaun AaHHbIXx B MBUT/c, yMHOMeHHanA Ha 2 (To/IbKo AnA
PHY-peiir 1 -
naketos WiFi)
[OwnanasoH nepegaun. 0x01 ana 802.11a, 0x02 gna 802.11b, 0x04 ana
n 1 802.11g, 0x08 ana 802.11a-turbo, 0x10 ana 802.11 SuperG, 0x20 ana 4.9
ManasoH
Ty, Public Safety, 0x40 ana 5 Ty 802.11n/ac, 0x80 ana 2,4 Ty, 802.11n/ac
(Tonbko ana naketos WiFi).
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HasBaHue nonsa DOnvHa (6aiTbl) OnucaHue

KaHan 1 Homep KaHana (TonbKo ansa naketos WiFi)

[na NpoBOAHbIX NAKETOB - Hanpas/aeHMe naketa. 0x00 4na TPaH3UTHbIX,
0x01 gns Bxoasawmx, 0x02 gns ucxoaawmx. Ana naketoB WiFi — ctapwunii
HanpasneHue 1 6aiT gna nons PHY-peiT, ana tex ciyyaes, Korga ogHobanTHoe none PHY-
peiT HegOCTaTOUYHO AN XPAaHEHUA 3HAYEHUS NEPEMEHHON (T.e. ecan
3HauyeHue npesblwaeT 255).

YpoBeHb cUrHana 1 YpoBeHb curHana B abm (ana naketos WiFi)

(dBm)

YpoBeHb Wwyma o

(dBm) 1 YpoBeHb wyma B Abm (ana naketos WiFi)
m

Teno naketa (6e3 nsmeHeHuUi, B ucxogHom Buae). Ecam yctaHosneH ¢aar
KOMMpPeccUn, AaHHble CHUMALOTCA C MOMOLLbIO CBOHOAHO

[AaHHble MNepemeHHan . .
pacnpocTpaHsaemol 6ubnanoteku Zlib 1.1.4. lnnHa 3anucbiBaeTca B none

ANnHa paHHbIX.

Obuwas AAnHa 3aroq0BKa cocTtaBnseT 24 banTa.

Ec/n nakeTbl COXPaHAIOTCA B CXKaTOM Buae, nose [AAMHa AaHHbIX NMOKa3biBaeT AJ/IMHY JaHHbIX NOC/e CXKaTUA, B TO
Bpems Kak nosie [/IMHa UCXOAHbIX AaHHbIX MOKa3blBaeT UCXOAHYI0 AMHY. Ecnmn naker coxpaHsaeTca 6e3 cxkaTtua,
06a nons cogep:Kat 0ANMHAKOBOE 3HaYEHUA.
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UHpopmanusa
Kak kynute CommView for WiFi

Pabota pemo-Bepcum orpaHuyeHa 30 aHsamu. [loceTmB Haw Beb-calT, Bbl MoOXKeTe npuobpectu
NoHOQYHKLUMOHAJIbHYIO BEPCUIO NMporpaMmmbl. B HacToAwee Bpema ana CommView for WiFi goctynHbl aBa Buaa
nvueHsnin: Standard license n VolP license. bonee poporas VolP license aktnsusnpyet Bce GyHKLMMU NPOrpammbl,
BK/AtoYan aHanm3aTtop VolP. Standard license skntouaet B ceba Bce dyHKUMU, KpoMe aHanm3zaTopa VolP.

Ona nHbopmaumm no UeHam Ha OAHO- M MHOTOMO/b30BaTE/IbCKME IMLEH3UM MoCceTUTe Haw Beb-cait. OaHa
3apernctpuposaHHan konna CommView for WiFi MoXeT MCnonb30BaTbCA OAHUM IMLOM 411 YCTAaHOBKM Ha O4HOM
KOMMblOTEPE M, AOMNOJIHUTENbHO, Ha OLHOM MNOPTAaTMBHOM KomnbloTepe. Bonee nogpobHas uHpopmauma o
NNUEH3MPOBAHMM AOCTYMHA B IMUEH3MOHHOM COFNIALLEH MM, COMPOBOXKAAOLMM NPOAYKT.

Kak 3aperncTpmMpoBaHHbIii N0/b30BaTENb, Bbl NOAYYNTE:

= [lo/HOCTbIO PYHKLMOHANbHYIO HEOTPAaHUYEHHYIO BPEMEHEM MCNOJIb30BaHMA KOMUIO MPOrpamMmbl.

=  BbecnnaTHble 06HOB/IEHUSA, KOTOpble ByAYT BbINYCKaTbCA B TEYEHME OAHOTO ro4a Co AHA NPUobpeTeHus.
"  WNHPopmauunto 06 06HOBNEHMAX U HOBbIX NPOAYKTAX.

= becnnaTHY TEXHUYECKYIO NOAAEPKKY.

LleHbl ¥ NNMLEH3NOHHOE cornalleHne moryT 6biTb M3MeHeHbl 6e3 npeaBapuTeNbHOro onoseleHua. MNoxanyicTa,
noceTuTe Hall CalT ANA NoAyYeHUs nocnegHen MHGoOPMaLUM O MPOAYKTAX U LieHax.

http://www.tamos.ru/order/
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